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Executive Summary

With its relatively small population, Canada
faces a challenge in terms of the amount of
high-quality data that it can generate to support
a successful data-driven economy. As a result,
Canada needs to allow data to flow freely across
its borders. However, it also has to provide

a high-trust data environment if it wants
individuals, firms and government to participate
actively in such an economy. As such, Canada
(and other countries) faces what can be called
the data trilemma, whereby it is not possible

to have simultaneously data that flows freely
across borders, a high-trust data environment
and a national data protection regime; one of
these three objectives has to give so that only
two are effectively possible at the same time.

To resolve the data trilemma, Canada should
work with its key economic partners — namely
the European Union, Japan and the United
States — to develop a single data area that
would be managed by an international data
standards board. The envisioned single data
area would allow for all types of personal and
non-personal data to flow freely across borders
while ensuring that individuals, consumers,
workers, firms and governments are protected
from potential harm arising from activities such
as the collection, processing, use, storage or
purchase/sale of data. If Canada and its economic
partners share similar norms and standards

for regulating data, then allowing data to flow
freely across borders with these countries

no longer risks undermining trust, which is
crucial to a successful data-driven economy.

Introduction

Canada, like many other countries, wants to be

a leader in the digital economy — an economy
built on data-driven services and manufacturing.
Such leadership is premised on two fundamental
elements. First, firms, entrepreneurs and
researchers need access to large pools of various
types of (personal and non-personal) data
(Aaronson 2018a, 2018b). Second, individuals,
researchers and businesses need to trust that

the data they use as well as generate is accurate,
safe and secure (i.e., they will not be harmed

by their use and generation of data).! Calls for
Canada to develop a “national data strategy” or
“strategic data policy” are based on these two
elements (Aaronson 2018a; Balsillie 2018a; Breznitz
2018; CIGI 2018; Scassa 2019; Wolfe 2019).

Owing to the relatively small size of its population
and markets, Canada is limited in terms of the
amount of high-quality personal and public data
that it can generate (Aaronson 2017): “scale in

data is a huge problem for a small country like
Canada” (Goldfarb and Trefler 2018, 20). Part

of the solution to the issue of scale is to have

easy access to data located outside of Canada’s
borders. However, obtaining access to such

data also implies providing, in return, access to
Canadian-based data to firms and researchers
located outside Canada, since reciprocity is a
fundamental principle underlying international
cooperation in general and international economic
agreements in particular (Keohane 1986).

The challenge for Canada, therefore, is to provide

a high-trust data environment while ensuring that
data can easily flow across borders. In a speech at
the World Economic Forum’s annual meeting in
Davos in January 2019, Japanese Prime Minister Abe
Shinzo called this goal (or challenge) “data free flow
with trust” (Abe 2019). Adopting national policies

to protect data generators and users can end up
limiting the cross-border flow of data. For example,
in the name of protecting personal data, the federal
and some provincial governments require digital
service providers to keep the data in Canada, which
means that foreign service providers have to locate
their servers in Canada. Furthermore, if companies
based in Canada cannot guarantee that the personal
data they export abroad will not be protected in
accordance with Canadian laws and regulations,
then they are expected under the current regime

to keep the data in Canada. Conversely, if other
countries adopt similar measures to protect

the data located in their jurisdictions, then it
becomes costlier, if not impossible, for Canadian

1 According to Venkatesh Shankar, Glen L. Urban and Fareena Sultan
(2002, 327), trust is “the belief by one party about another party
that the other party will behave in a predictable manner.” For these
authors, adopting a business perspective, online trust takes into account
the viewpoints of firms’ multiple stakeholders: customers, employees,
suppliers, distributors, partners, stockholders and regulators. They define
it as “a multidimensional construct whose underlying dimensions include
reliability/credibility, emotional comfort, quality and benevolence”
(ibid. 341).
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businesses and researchers to access the data that
they need to conduct their activities effectively.

As such, Canada (and other countries) faces what
can be called the data trilemma, whereby it is not
possible to have simultaneously data that flows
freely across borders, a high-trust data environment
and a national data protection regime; one of the
these three objectives has to give so that only

two are effectively possible at the same time.

Canada’s current approach to cross-border data
governance, which is based mainly on international
trade agreements, cannot resolve the data
trilemma. On the one hand, the commitments

on data flows that Canada has undertaken in

the Comprehensive and Progressive Agreement

on Trans-Pacific Partnership (CPTPP) and the
Canada-United States-Mexico Agreement

(CUSMA),? should the latter ever come into force,
are potential constraints on the federal and
provincial governments’ ability to develop new

and improved data protection standards meant to
ensure much-needed trust among individuals, firms
and governments in the data-driven economy. On
the other hand, given that such trade agreements
allow for exceptions to the free flow of data

across borders, then domestic data protection
regulation adopted by Canadian governments

could restrict such cross-border flows.?

If Canada’s free-trade agreement (FTA) partners
had data protection regimes in place that

are equivalent to its own, then the Canadian
government would not feel the need to restrict
the flow of data to these countries and vice versa.
In such a case, Canada and its partners would
form what could be called a single data area.

This is the best solution to the data trilemma.

An effective single data area allows for various
forms of (personal and non-personal) data to
flow freely across borders because the common
(or equivalent) data protection regime(s) ensure
that the area’s individuals, consumers, workers,
firms and governments do not suffer any harm
from the collection, processing, use and sale of

2 In the United States, the agreement is called the United States-Mexico-
Canada Agreement (USMCA).

3 For a detailed discussion of this issue, see Leblond (forthcoming 2019).

the data.* In such a high-trust single data area,
people, firms and perhaps even governments would
have few or no qualms with allowing various

forms of data to move across the member states’
borders, knowing that their data is well protected
in a similar way everywhere within the area.

This type of single data area would welcome and
support (financially and technically) any country
willing to subscribe to and defend its shared
norms and policies. It would be a plurilateral
agreement focused on developing and enforcing
high-quality regulatory standards for the collection,
processing, use and sale of personal and non-
personal data. In other words, the single data area
— managed by an international data standards
board — would provide what Sean McDonald
(2019) calls “effective, ethical and international”
data governance.® Any single data area member
applying the standards in an effective manner
would qualify to have data flow freely in and out
with other member states.® As a result, it would
provide a common regulatory environment for
governing data that would allow various types of
data to flow freely across member states’ borders
while providing a high degree of confidence
among those who generate, process, use and buy/
sell the data that the risk of harm associated with
their participation in the data-driven economy

is minimized (such risk can most probably never
equal zero). As such, the envisaged single data
area would go much further than digital/data
rights-based conventions and declarations or trade
agreements with digital or e-commerce chapters,
which are all limited to general principles.” It
would also go further than the proposal for a World
Trade Organization (WTO) 2.0 or a digital stability
board (Balsillie 2019; Ciuriak 2019; Fay 2019).

4  Debates about data protection tend to focus mainly, if not solely, on
personal data; however, the authors’ view is that a single data area
should not be limited to personal data if the common data protection
regime is to provide a high degree of trust among individuals, firms and
so on.

5 The content of such data governance in terms of standards and
regulations is beyond this paper’s scope.

6 Wealthier member states such as Canada, the European Union, Japan
and the United States could provide financial and technical assistance
to low- and middle-income countries to put in place the single data
area’s data governance regime with the goal of eventual membership
in the single data area and its international data standards board. This
would help address the fact that a large number of countries, including
industrialized ones, “are struggling to govern the many different types
and uses of data” (Aaronson 2019).

7  McDonald (2019) provides a list of such proposals.
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To be clear, the single data area proposed in

this paper should not be confused with a single
digital market, like the one that the European
Union is trying to develop.® Such a single data
area would not be concerned with the rules that
apply to the export and import (i.e., cross-border
flows) of digital goods and services between the
area’s members, as these rules would be left to
trade agreements, whether bilateral, plurilateral
or multilateral. This means that standards and
regulations governing data within the single data
area would be separate from those governing
international trade in goods and services.

Creating such a single data area would be no easy
feat, as there are currently neither globally accepted
standards for data protection nor comprehensive
multilateral rules governing cross-border data
flows (Aaronson and Leblond 2018; Ciuriak and
Ptashkina 2018; Fefer 2019). Nevertheless, the
timing appears to be right for such a project. First,
a number of countries, including Canada, have
aligned or are working to align their data protection
regimes with the European Union’s General Data
Protection Regulation (GDPR) in order to continue
doing business in Europe. As such, these countries
are already forming a type of single data area, but
one that is bilateral in nature and centred on EU
rules and standards. Second, large digital firms
such as Facebook and Google are now calling for
international data protection rules that would make
it easier for them to operate across borders (i.e., as
a solution to the data trilemma). For this reason,
they are putting pressure on the United States to
adopt a national data protection regime that would
align with that of the European Union; however,
the United States is unlikely to be willing to
depend on the European Union for setting its data
protection rules. Third, China is offering countries
that are part of its Belt and Road Initiative (BRI) the
opportunity to also participate in what it calls the
Digital Silk Road, which would involve bringing
the countries under the umbrella of China’s data
realm. An effective single data area could therefore
offer a viable alternative to the Digital Silk Road.

A plurilateral single data area with its own
standard-setting and monitoring body (an
international data standards board) represents
the best approach to resolving the data trilemma
for Canada and its key economic partners. If
Canada wants to become a leader in the data-

8 See hitps://ec.europa.eu/digital-single-market/en.

driven economy, then it should put the proposed
single data area at the heart of its national data
strategy and take the lead on its creation.

The Data Trilemma

Policy makers have lots of reasons to try to link the
free flow of data and data protection. According to
Dan Ciuriak (2018a, 6), “there is a need for free flow
of data, including on a cross-border basis,” because
data is “intrinsic to commercial transactions.”

He sees data as the “fifth freedom” of commerce,
with free movement of goods, services, capital

and labour as the other four. For instance, Magnus
Rentzhog (2015), in a study of Swedish companies
from a wide range of sectors, found that moving
data across borders easily was crucial for the well-
functioning of these firms’ global value chains.
Thus, legal and regulatory limits on cross-border
data flows can act as beyond-the-border obstacles
to trade (Aaronson 2018c; Ciuriak and Ptashkina
2018; Cory 2017; Rentzhog and Jonstromer 2014).
For example, Martina Francesca Ferracane and Erik
van der Marel (2019) find that policies that restrict
the cross-border flow of data have a negative
impact on trade in digital services. Such restrictions
can also hurt innovation and productivity. For
instance, Avi Goldfarb and Daniel Trefler (2018, 23)
indicate that there is some empirical evidence

that suggests that data protection regulation

can affect innovation negatively. For their part,
Ferracane, Janez Kren and van der Marel (2019)
find that limits on the cross-border movement

and domestic use of data negatively impact the
productivity of the firms that rely on such data,
confirming the results obtained in an earlier study
(Bauer, Ferracane and van der Marel 2016).

If the free flow of data provides economic benefits
to the firms exploiting them, their unregulated
use can have not only important economic but
also personal and political costs. On a personal
level, identity theft and fraud, for example, can

be emotionally and financially very costly (Grant
2017). Politically, fake news and stolen data, for
example, can affect election results and undermine
democracy (Jardine 2019; Judge and Pal 2019).
Economically, a lack of trust can lead consumers
to avoid online activities. For instance, in a survey
of 25,262 internet users in 25 countries, 50 percent

A Plurilateral “Single Data Area” Is the Solution to Canada’s Data Trilemma



of respondents indicated that they never buy
goods or services online because they do not

trust shopping online (CIGI-Ipsos 2018). Reduced
trust in the consumption of goods and services
can also arise because of biased data for training
artificial intelligence algorithms, which can lead
firms and governments to discriminate against
certain types of individuals, workers, consumers
or businesses during the conduct of their activities
(Munro 2019; Silberg and Manyika 2019).° Finally,
if those who own data do not trust that they will
be properly compensated for making their data
available to others to pursue profit-generating
activities, then they will refrain from making

such data available to others. As Ciuriak (2018a, 6)
argues, data as “an intangible capital asset” should
be adequately compensated, which probably
requires government intervention, in a way
similar to intellectual property rights protection.

Therefore, to build trust, there is, in certain
circumstances (for example, to protect privacy,
security, competition, culture and so on), a need
for the regulation of data collection, access, use
and transfer. For example, the use of and access
to people’s data should be fair, transparent,
accountable and subject to individuals’ explicit
consent. Moreover, the use of personal data
should not lead to discrimination and bias
when people seek to obtain a good or a service,
whether it is from the private or the public
sector. Another example is the protection of
proprietary business data against uncompensated
commercialization by others. On the other hand,
access to data should not be controlled in such a
way that it limits competition and innovation.

So the big question for policy makers is how

to allow for data to flow freely across borders
while maintaining a high degree of trust among
individuals, firms and governments that they will
not be harmed in terms of privacy, consumption
(price, choice or access), competition, innovation,
security and so on. Strong data protection

laws and regulations are necessary to create

such trust. The problem is that such laws and
regulations, if developed independently from
other countries, can limit the cross-border flow of
data and have negative economic consequences,
as mentioned above. For instance, 73 percent

9 According to the 2019 CIGl-Ipsos Global Survey on Internet Security
and Trust, “less than half of global citizens express at least some degree
of confidence that any of the algorithms they use are unbiased, in any
context” (CIGl-psos 2019).

of respondents to the 2019 CIGI-Ipsos Global
Survey on Internet Security and Trust indicated
that they wanted their online data and personal
information to be physically stored on a secure
server in their own economy (CIGI-Ipsos 2019).

Policy makers, therefore, face a data trilemma
whereby the following three elements are highly
unlikely to hold simultaneously: data flows freely
across borders; national data protection laws and
regulations that are distinct from those of other
countries are in place; and there is a high level of
trust in the data environments among individuals,
consumers, businesses and governments (see
Figure 1)."° Only two of the three elements are
likely to be obtained at the same time. For
instance, strong national data protection laws
and regulations should lead to high trust levels
but, to do so, they risk imposing restrictions on
cross-border data flows. If policy makers want to
ensure the free flow of data across borders while
maintaining national data policies, then they may
have to accept weaker data protection measures
that could negatively affect trust. Finally, if policy
makers want data to flow freely across borders
while ensuring a high degree of trust surrounding
the collection and use of data, then the only option
is to cooperate with other countries to develop
and enforce common, high-quality protection
standards and regulations for personal as well

as non-personal data (see also Meltzer 2019).

Figure 1: The Data Trilemma

Free Data Flow

National Data Trust
Protection

Source: Authors.

10 In his presentation at the International Monetary Fund (IMF) Statistical
Forum in November 2018, Jim Balsillie indicated that capturing economic
value, ensuring cyber security and protecting sovereignty (in terms of
democracy and privacy) in the data-driven economy poses a challenge
to countries’

pliance with the cc ts they have undertaken in

international trade agreements (Balsillie 2018b).
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A Single Data Area as
the Solution to the Data
Trilemma

As discussed in the previous section, the solution
to the data trilemma is an international data-
protection umbrella whereby member states agree
on common standards and rules for protecting
privacy, consumption, competition and cyber
security as well as fostering innovation. With
such high-quality common data-protection
standards, there is no need for a government

to restrict cross-border data flows. It is then

left to firms, and possibly even individuals, to
decide where they want their data to be stored
and accessed since they all face the same rules
and regulations that provide a high degree of
trust to go about their business as they see fit.

Canadian policy makers must, therefore, work
with their key economic partners such as Japan,
the European Union and the United States to
develop a single data area for all types of data. The
European Union’s approach to protecting personal
data and its cross-border transfers provides a basis
for building such a single data area. Moreover,
pressures for putting in place comprehensive data
protection rules at the national level in the United
States provide an opportunity for Canada to push
for the creation of a plurilateral single data area.

The European Union’s Bilateral
Approach for Personal Data

The European Union has been pursuing a form
of bilateral single data area for personal data
since the mid-1990s, by unilaterally imposing

its regulations on partner countries that want to
transfer personal information from the European
Union. The European Union’s commitment to online
data protection began with the 1995 Directive on
Data Protection, which prohibited the transfer

of personal data to non-EU countries that do

not meet the “adequacy” standard for privacy
protection. As new technologies emerged, policy
makers and the public realized the European
Union’s data protection framework needed
updating. In 2016, the European Union adopted
the GDPR, which took effect on May 25, 2018, and
provides stricter rules on the use of data that can

be attributed to a person or persons." The GDPR
is built on individuals’ explicit consent for their
personal data to be collected and processed,
including when doing so takes place outside the
European Union’s borders. Where earlier data
protection regulations allowed data controllers
to rely on implicit consent, the GDPR requires
individuals to signal agreement by “a statement
or a clear affirmative action” (Maldoff 2016)."?

By allowing personal data to flow outside its
borders only when other countries’ data protection
regimes are deemed “adequate,” the European
Union is prodding those countries that want their
firms to have access to EU data without having

to set up their operations in the European Union
(for example, to sell goods or services online) to
adopt data protection laws and regulations that
are similar to the European Union’s. As a result,

it creates a de facto bilateral single data area
between the European Union and the countries
deemed adequate where personal data can flow
freely across borders. As of September 2019,

the European Union had recognized Andorra,
Argentina, Canada, Faroe Islands, Guernsey,

Isle of Man, Israel, Japan, Jersey, New Zealand,
Switzerland, the United States and Uruguay as
providing adequate protection for personal data.
It was also in discussion with South Korea.®

States that want to become adequate must

create independent government data protection
agencies, register databases with those agencies
and, in some instances, obtain prior approval
from the European Commission before personal
data processing may begin. Since adequacy is a
time-consuming and costly process, the GDPR also
offers alternative options to transfer personal data
from the European Union to countries that the

11 EC, Regulation (EU) 2016/679 of the European Parliament and of the
Council of 27 April 2016 on the protection of natural persons with
regard to the processing of personal data and on the free movement of
such data, and repealing Directive 95/46/EC (General Data Protection
Regulation) and Directive (EU) 2016/680 of the European Parliament
and of the Council of 27 April 2016 on the protection of natural persons
with regard to the processing of personal data by competent authorities
for the purposes of the prevention, investigation, detection or prosecution
of criminal offences or the execution of criminal penalties, and on the
free movement of such data, and repealing Council Framework Decision
2008/977/JHA, [2016] OJ, L 119, online: <http://eurlex.europa.eu/
legal-content/EN/TXT/PDF/2uri=0J:L:2016:119:FULL&from=EN>.

12 For a discussion of the GDPR’s performance after one year of being into
effect, see Jeanette Herrle and Jesse Hirsh (2019). For a more critical
perspective, see Eline Chivot and Daniel Castro (2019).

13 See hitps://ec.europa.eu/info/law/law-topic/data-protection/
international-dimension-data-protection/adequacy-decisions_en.
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European Union does not view as “adequate.” For
instance, an organization may use specific binding
corporate rules or model contracts approved

by the European Union in order to be allowed

to move personal data outside the European
Union. In other words, specific organizations

can receive authorization from the European
Commission to access EU personal data from
abroad if they meet the GDPR’s requirements.

As a complement to the GDPR, the European
Union has also recently adopted a regulation to
support the free flow of non-personal data across
the union.” The regulation’s main objective is

to prohibit any data localization requirement or
other administrative restriction on the flow of
non-personal data within the European Union,
except when such a requirement is for “public
security” purposes. The regulation does not apply
to data-processing services taking place outside
the European Union, which means that member
states remain free to impose data localization
requirements on foreign service providers;
however, such requirements cannot be specific

to a particular member state, as the regulation
applies to “those who provide processing services
in the Union without an establishment in the
Union.”® So, unlike the GDPR, there is no adequacy
mechanism available for non-EU countries in

the case of non-personal data, which potentially
reduces trade opportunities and competition.

A plurilateral single data area with common
standards and regulations governing data creates
an opportunity for other countries, such as
Canada, to convince the European Union to accept
that non-personal data could also flow without

restrictions with single data area partner countries.

An Opportunity for Canada
to Push for a Plurilateral
Single Data Area

Canada’s current personal data protection
regime, the Personal Information Protection

and Electronic Documents Act (PIPEDA), was
originally passed in 2000 in order to meet the

14 See https://edps.europa.eu/data-protection/data-protection/reference-
library/international-transfers_en.

15 EC, Regulation (EU) 2018/1807 of the European Parliament and of
the Council of 14 November 2018 on a framework for the free flow of
non-personal data in the European Union, [2018] OJ, L 303/59, online:
<https://eur-lex.europa.eu/eli/reg/2018/1807/oj>.

16 Ibid, Preamble, art 15.

requirements of the European Union’s Data
Protection Directive of 1995.7 A year later, the
European Union deemed PIPEDA “adequate” for
the directive’s purposes, thereby allowing personal
data to be transferred from the European Union
to Canada without additional safeguards. The
European Union’s adequacy decision prevented
Canadian firms from having to demonstrate that
they individually complied with the provisions
contained in the EU directive in order to collect or
receive personal data from the European Union.

According to Teresa Scassa (2018), PIPEDA does
not meet the new standards set by the European
Union’s GDPR, since it barely met those of the
Data Protection Directive. For example, the
GDPR requires explicit consent from individuals
for personal data to be transferred outside the
European Union whereas PIPEDA does not.!*
This means that Canada could soon lose its
adequacy with EU data protection rules and,

as a result, data flows between Canada and the
European Union could be impeded, which would
negatively affect trade and business activities
between the two jurisdictions. Maintaining
digital access to the European Union is very
important for Canadian business, since it is
Canada’s second-largest economic partner.

The GDPR’s introduction combined with well-
publicized privacy breaches in Canada and abroad
(for example, Equifax, Cambridge Analytica) and
Canadians’ concerns about the privacy and security

17 There are two federal laws that govern personal data and information in
Canada. The Privacy Act sets the rules for how the federal public sector
collects, uses and discloses personal information. PIPEDA does the same
for the private sector (see www.priv.gc.ca/en/privacy-topics/privacy-
laws-in-canada/02_05_d_15). PIPEDA only applies to commercial,
for-profit activities. As such, it does not apply to non-profit and charity
organizations, unless they conduct commercial activities that involve
personal information. The Office of the Privacy Commissioner of Canada,
which is responsible for implementing both acts, defines personal
information as “data about an ‘identifiable individual'...that on its own
or combined with other pieces of data, can identify you as an individual”
(see www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-
personal-information-protection-and-electronic-documents-act-pipeda/
r_o_p/02_05_d_63_s4). As such, it indicates that the following types of
information are not (generally) considered personal: information about a
business or an organization; information that is not possible to link back
to an identifiable person (i.e., it has been anonimized); and information
that is not about an individual and whose connection with a person is too
weak or far-removed.

18 PIPEDA relies on the accountability principle whereby an organization
transferring the data abroad is accountable for how the data is used
and disclosed outside Canada’s borders. As such, it has to make sure
that such use and disclosure are in accordance with Canadian privacy
regulations. However, once the organization has received consent to
collect and process the personal information, it does not need additional
explicit consent in order to be able to transfer it abroad.
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of their personal information® explain why the
Office of the Privacy Commissioner of Canada is
now considering requiring organizations based in
Canada to get explicit consent from individuals
before they can transfer personal data abroad.

It is also putting forward the idea that it should
have the authority, like in the European Union, to
undertake proactive inspections of organizations’
practices to enhance accountability, as opposed
to waiting until a complaint has been filed.?° The
above-mentioned circumstances also explain
why the Government of Canada, in May 2019,
introduced a Digital Charter* and a white paper
about PIPEDA’s modernization with the objective
to enhance trust in the digital economy.*

A key issue for Canada, however, is whether
modernizing PIPEDA and maintaining GDPR
adequacy would affect Canadian firms’ access

to the US market, given how Canada’s economy
depends on trade and investment with its southern
neighbour. Currently, respecting the GDPR does

not contravene US law and, therefore, does not
prevent a Canadian firm from operating in the
United States where it uses personal data on US
individuals.® This is because the United States

does not yet have comprehensive data protection
legislation in place at the national level (Fefer 2019;
O’Connor 2018), although there are a number of
proposals in the works (Fefer 2019; Kerry 2019).
Such proposals could very well lead the United
States to adopt national data protection legislation
that follows in the GDPR’s footsteps. There are three
reasons for this. First, the EU-US Privacy Shield

is at risk of falling apart because the European

19 According to Ipsos (2018), 85 percent of surveyed Canadians indicated
that they are concerned about the privacy and security of their personal
information while 67 percent of respondents agreed that internet
advertising is an invasion of privacy. A more recent survey, conducted
by the Office of the Privacy Commissioner of Canada (2019), found that
close to 90 percent of Canadians were concerned about their online
information: “The vast majority are at least somewhat concerned about
people using their online information to attempt to steal their identity
(90%), about companies or organizations using this information to make
decisions about them (88%), and about social media platforms gathering
their personal information to create detailed profiles about them (87%).”

20 See www.priv.gc.ca/en/about-the-opc/what-we-do/consultations/
consultation-on-ransfers-for-processing/.

21 See https://www.ic.gc.ca/eic/site/062.nsf/eng/h_00108.html.
22 See https://www.ic.gc.ca/eic/site/062.nsf/eng/h_00107.html.

23 Non-personal data is, for the most part, not regulated on both sides of
the Canada-US border. An interesting and potentially important question,
which is beyond this paper’s scope, is whether meeting GDPR standards
would contravene Canada’s commitments on data flows under CUSMA.
For a detailed analysis of CUSMA's data flow provisions, see Leblond
(forthcoming 2019).

Union thinks that the US side is not managing

the process effectively (Evans and Togawa Mercer
2018). Second, US digital technology companies
operating internationally already have to comply
with the GDPR. Finally, in the absence of US federal
laws that require companies to get informed
consent to use personal data or establish a baseline
commercial data privacy framework, state-level
legislation has begun to emerge to fill the void left
by the federal government.? As a result, there are
now strong pressures by technology firms such

as Apple, Facebook, Google and Microsoft for the
United States to come up with a national personal
data protection regime that is aligned with the
GDPR so that it is ultimately considered “adequate”
by the European Commission, which would allow
firms on both sides of the Atlantic to move personal
data freely (Abril 2019; Pfeifle 2018; Pichai 2019;
Scott 2019). As Henry Farrell (2019) points out:
“Businesses hate restrictive rules, but they hate
them much less than they hate uncertainty.”

Developing data protection rules aligned with

the European Union’s GDPR is, however, an
inadequate solution to the data trilemma for
Canada, the United States and other countries.
First, it remains bilateral in nature. Even if the
European Union considers partner countries to
have adequate personal data protection regimes
in place, it does not mean that such data can flow
freely between the non-EU partner countries.

This is why European Commissioner Véra Jourova
(2019) talked of creating “a network of adequacy
findings where data can flow freely” around a
“common approach” based on the GDPR. Second,
it is only concerned with personal data, focused
mainly on privacy issues, which means that
issues associated with other types of data and
their processing are left unaddressed, possibly
undermining trust as a result. Finally, this solution
makes the European Union the sole rule maker for
deciding data protection standards; it also means
that only the European Union gets to decide which
countries can participate in this GDPR network.

It would, therefore, be best for Canada, the United
States and other countries with adequate data
protection regimes to build on the European
Union’s GDPR approach and work toward the

24 For example, inspired by the GDPR, the State of California adopted the
California Consumer Privacy Act in May 2018, which is set to come into
force at the beginning of 2020 (for details, see Ghosh 2018). For a list
of what other US states have done in terms of data protection legislation,
see Serrato et al. (2018).
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creation of a true plurilateral single data area by
adopting common regulatory and enforcement
standards for both personal and non-personal data.
Mark Zuckerberg, CEO of Facebook, has recently
shifted his position on data protection and now
calls for “a globally harmonized framework” for
privacy and data protection that would build

on the GDPR (Zuckerberg 2019). The Financial
Times’ editorial board quickly came out in
support of Zuckerberg’s idea of global standards
based on the GDPR (The Editorial Board 2019).

As part of the national data strategy that it has
been called upon to develop, Canada should take
the leadership role in creating a single data area
with commonly agreed rules on, for example,
free flow of data, clarification of exceptions,
clarification of practices that can distort market
access for data and rules to guide countries in
responding to such practices. In collaboration
with the European Union and Japan, which is now
GDPR-adequate, Canada could use the increasing
pressures on the US Congress to develop federal-
level data protection laws and regulations as an
opportunity to help convince the United States
to participate in the creation of a single data area
based on shared norms and standards. In such

a single data area, all forms of data would then
be free to flow across the borders of the states
that are members of the area while ensuring a
high degree of trust as a result of strong data
protection standards in terms of both regulation
and enforcement. Such an approach represents
the best solution to Canada’s data trilemma.

A Single Data Area
Should Be Developed
Outside the WTO

Although the authors have argued elsewhere

that developing common rules to govern data

and trade internationally should take place at the
WTO (Aaronson 2018a; Aaronson and Leblond
2017; Aaronson and Leblond 2018), they now think
that such a plurilateral agreement on common
data protection standards should be pursued
separately from the broader WTO “trade-related
aspects of electronic commerce” process that

Canada is already engaged in. Joshua P. Meltzer
(2019, 26) comes to a similar conclusion when
he writes: “What is lacking is a parallel agenda
[to trade agreements] aimed at giving domestic
regulators confidence that achieving domestic
regulatory goals will not be undermined by
allowing data to leave their jurisdiction.”

There are three main reasons for a single data area
to be developed outside the WTO’s framework.
First, the WTO does not have the expertise to
develop data protection standards; it can only

call on member states to have such a regime in
place based on standards developed by other
organizations, in a way similar to what the
e-commerce/digital trade chapters do in the

CPTPP and CUSMA.* Governing data through

trade agreements, which rely on uncertain general
exceptions, can potentially undermine national data
protection regimes (Leblond, forthcoming 2019).
The WTO'’s focus, therefore, should be limited to the
particularities of trade in digital goods and services.

Second, being more limited in scope, a separate
international agreement on data protection
standards could be easier to adapt to evolving
technological changes than a more comprehensive
agreement on “trade-related aspects of electronic
commerce” that deals with both data and

trade in digital goods and services. Such an

25 Atthe WTO's eleventh ministerial conference in Buenos Aires in
December 2017, some 75 members, including Canada, issued a joint
statement whereby they recognized the important role of the WTO
in promoting open, transparent, non-discriminatory and predictable
regulatory environments in facilitating electronic commerce” (WTO
2017). They also indicated that they would begin exploratory work
toward “future WTO negotiations on trade-related aspects of electronic
commerce.” As a result, a number of discussion rounds took place in
2018 in Geneva in order to delimit the scope of potential plurilateral
negotiations; however, differences between the European Union and
the United States, which had emerged during the Trade in Services
Agreement negotiations, quickly (re)surfaced (Fortnam 2018): the
European Union wanted to limit the negotiations’ scope to electronic
signatures, encryption and transparency (as in the Comprehensive
Economic and Trade Agreement) while the United States wanted an
agreement that would ultimately contain much broader provisions on
cross-border data flows and data localization, similar to what is found in
the Trans-Pacific Partnership and CUSMA. On January 25, 2019, during
the World Economic Forum’s annual meeting in Davos, more or less the
same group of WTO members issued a new joint statement on electronic
commerce to “confirm [their] intention to commence WTO negotiations
on trade-related aspects of electronic commerce” (WTO 2019). As of
May 2019, little progress had been made as “the submissions so far do
not show much progress in narrowing the gulf between the major trading
powers” (Beattie 2019).

26 On April 26, 2019, the United States communicated its proposal for a
multilateral digital trade agreement at the WTO. According to Bryce
Baschuk (2019), this proposal follows closely the digital trade chapter
found in CUSMAL. It also calls for members to bridge the differences in
their data protection regimes.
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approach based on standard setting for data-
protection regulation and enforcement would
help address Ciuriak’s (2018b) concern that,
given the rapidly evolving nature of the data-
driven economy, data is not “treaty ready.”

Third, and finally, the current WTO “trade-related
aspects of electronic commerce” process (now
called the “Osaka Track,” see below) includes
China and Russia, two countries that have, to a
large extent, walled off their digital realm with
very different standards of data protection than
Canada or other Western countries.”” As a result,

it is highly unlikely that the WTO process will
produce anything (if it does at all) close to what is
found in the CPTPP and the CUSMA. It is indicative
that in its trade negotiation with the United States,
China refused to ease its restrictions on data and
digital trade (Politi and Mitchell 2019). As such,
should there ever be a WTO agreement on trade-
related aspects of e-commerce, it would likely be a
superficial accord based on general principles with
emphasis on the “legitimate public policy objective’
general exception. Such an agreement would not
be very useful since it would not resolve the data
trilemma in terms of free cross-border data flows
and high levels of trust in the data-driven economy.

3

If not the WTO, then where should the standards
for a single data area be developed and governed?
One option is the Organisation for Economic
Co-operation and Development (OECD), which
has already developed privacy guidelines for
personal data.?® One potential problem with

this option is that the European Union is not

an OECD member, although it is represented

by its member states; however, the latter often
pursue national rather than European interests
in international forums where the European
Union is not present. Furthermore, given that the
OECD is a club of wealthier countries, it would
be impossible for non-member countries to join
the single data area as full-fledged members;
they could only join by adopting the standards
and being deemed adequate like in the current

27 For details on the Chinese data realm, see Aaronson and Leblond
(2018). Nigel Cory (2019) goes so far as to argue that China should
be disqualified from participating in the WTO negotiations on trade-
related aspects of electronic commerce, because of the country’s strong
restrictions on cross-border data flows and weak protection of individuals’
online privacy. For an analysis of Russia’s digital regime, see Seddon and

Foy (2019).

28 See www.oecd.org/internet/ieconomy/
oecdguidelinesontheprotectionofprivacyandtransborderflow
sofpersonaldata.htm.

EU GDPR framework. This means that developing
countries that might want to join the single data
area and have a say on its future would not be
able to do so. As a result, it could unnecessarily
limit the single data area’s international

scope and the associated economic benefits

that result from a larger network of countries
with the same regulatory and enforcement
standards when it comes to data governance.

Another possible venue for governing data could be
the IMF, as suggested by Jim Balsillie (Orol 2018).
Balsillie has called on the IMF to “catalyze a new
Bretton Woods moment” for the digital economy.
He argues that the IMF and its members need to
work together to come up with common rules

for the digital age. Although the IMF, with its 189
member states, would resolve the OECD’s limited
membership problem, it is hard to see how it can
credibly address global data governance since it
does not have proven technical expertise on data
protection and digital economy policy issues.

The IMF’s expertise rests, for the most part, on
macroeconomic policy and international finance.
Furthermore, the IMF has limited regulatory

and standard-setting experience, since other
international bodies or forums are responsible for
these things in the banking and finance world.

A more suitable option would be to set up a new
international standard-setting body for data
regulation. Such a new body could, for example,
be modelled on the Basel Committee on Banking
Supervision (BCBS),?® which sets standards

for banking regulation, or the International
Accounting Standards Board (IASB), which sets
international standards for financial reporting.3°
This international data standards board would be
responsible for devising common standards to
ensure a high degree of trust in the data-driven
economy among the single data area’s individuals,

29 Robert Fay (2019) argues that the Financial Stability Board (FSB) offers
a useful model for creating what he calls a “digital stability board” that
would “take its mandate from global leaders and coordinate work on
global principles and standards for the big data and Al realm, while
working with domestic agencies responsible for data and Al policy to best
reflect national values and customs” (see also Balsillie 2019). The FSB's
key role is to coordinate a number of international financial standard-
setting bodies such as the BCBS and the IASB; its actual standard-setting
capacity is limited. This is why the authors think that the BCBS or the
IASB might be a better model for an international data standards board,
although the latter’s monitoring and assessment capacity would likely be
superior to that of the BCBS and IASB.

30 Hirsh (2019) suggests that financial regulation could be a good model for
regulating social media platforms. Vallée (2019), for his part, compares
data to capital.
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consumers, workers, businesses and governments
so that all forms of data could flow freely across
borders. Michel Girard (2019, 1) argues that there
is an urgent need for international standards

for big data analytics: “issues such as consent

and scrubbing requirements, anonymization,

data quality and consistency will need to

be standardized in addition to data consent,
ownership, collection, processing, aggregation,
transmission, storage, analysis, certification

and disposal.” Paul Vallée (2019) proposes the
development of standards and certification
processes so that organizations would be “verified”
as trustworthy to carry on data-related activities
as well as share data with each other, thereby
allowing data governance authorities with
proactive rather than retroactive accountability
enforcement powers.?' An international data
standards board would also be responsible to
monitor that single data area member states apply
and enforce the common standards adequately;
its frequent assessments would determine if

a member state is able to continue taking full
part in the single data area or not (for example,
restrictions on cross-border data flows could

be limited to the type of data where standards

are not being applied or enforced properly).

A Single Data Area as
an Alternative to China’s
Digital Silk Road

A single data area between Canada, the European
Union, Japan, the United States and other “like-
minded” countries would have the added benefit
of offering a strong alternative to China’s Digital
Silk Road. China is using the BRI to bring countries
inside its Great Firewall, by offering to help them
build an internet infrastructure modelled on its
own (Hornby 2018). According to Chen Zhaoxiong,
vice minister of China’s Ministry of Industry and
Information Technology, the aim is to “promote
the ‘digital silk road’ to construct a community of

31 This would satisfy the first basic principle advocated by Nigel Cory,
Robert D. Atkinson and Daniel Castro (2019, 7) for a global framework
to provide “data free flow with trust”: “firms should be held accountable
for managing the data they collect, regardless of where they store,
process, or transfer the data.”

common destiny in cyberspace” (Moody and Yu
2017). As such, firms in BRI countries that have
opted to adopt the Great Firewall architecture are
able to access China’s large consumer population
and benefit from relatively low data protection
standards; however, in return, China’s large
data-driven firms such as Alibaba and Tencent
obtain privileged access to these markets in

Asia and Africa, whereby being under the Great
Firewall’s umbrella curtails competition from
Western firms such as Google and Facebook. In
other words, China’s Digital Silk Road initiative
aims to create a single data area but with very
different standards for governing data than

what individuals and businesses can expect in
liberal democracies. Thus, it seems important

for Canada and its potential single data area
partners to offer an alternative single data area
of a similar scale to China’s Great Firewall.

Developing a single data area that would act as an
alternative to the Digital Silk Road does not mean
that Canada and its partners should not engage
with China and the other countries that prefer the
Chinese data umbrella. Such engagement could
take place under the Group of Twenty’s (G20’s) aegis
in order to provide a minimum of interoperability
between the two data areas, if possible. If a
majority of countries in the G20 shared the same
data governance standards, it would probably
make it easier to exert pressure on China to open
up its own data area and allow more data flows
and digital trade to take place and, thus, prevent
a clear digital divide between the international
data standards board-led single data area and the
China-led Digital Silk Road.?* For this reason, the
Osaka Declaration on the Digital Economy that
was issued during the G20 leaders’ meeting held
in Osaka, Japan, on June 28-29, 2019, is a welcome
step in the right direction;* however, the fact that
the so-called Osaka Track appears to be limited

to renewing the signatories’ “commitment to
work together building on the Joint Statement

in Davos [see footnote 25 above] and confirm our
commitment to seek to achieve a high standard
agreement with the participation of as many WTO
Members as possible” is problematic, since, as

32 For a discussion of the policies that G20 countries could pursue in order
to support the digital economy and the free flow of data, see Chen et al.

(2019).

33 See www.international.gc.ca/world-monde/international_relations-
relations_internationales/920/2019-06-29-g20_declaration-declaration_
920.aspx2lang=eng.
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argued above, the WTO is not the right venue for
effectively achieving “data free flow with trust.”

Conclusion

With its relatively small population, Canada

faces a challenge in terms of the amount of high-
quality data that it can generate for supporting a
successful data-driven economy. As a result, Canada
needs to allow data to flow freely in and out of

its borders. Canada should therefore work with

its key economic partners, namely the European
Union, Japan and the United States, to develop a
single data area that would allow for all types of
data to flow freely across borders while ensuring
that individuals, consumers, workers, firms and
governments are protected from potential harm
arising from activities such as the collection,
processing, use, storage or sale of data. If Canada
and its economic partners share similar norms and
standards for regulating data, then allowing data
to flow freely across borders with these countries
no longer risks undermining trust, which is crucial
to a successful data-driven economy. As such, a
single data area with common standards is the
best way for Canada and its partners to resolve
the data trilemma in an effective manner.

This means that Canada’s current approach to
cross-border data flow governance, which relies
on international trade agreements, is inadequate.
Trade agreements that include e-commerce or
digital trade chapters are essentially negotiated
exceptions to the free flow of data across borders
in order to reflect existing data protection policies
that might conflict with the free flow of data. But
as Canada develops new laws and regulations to
better govern data, its trade commitments in FTAs
such as the CPTPP and CUSMA could ultimately
negate the effectiveness of such future data
protection policies (Leblond, forthcoming 2019).
The same logic applies to a specific agreement on
trade-related aspects of electronic commerce that
would be negotiated under the WTO’s aegis. This is
why the WTO is not the right venue for developing
common standards to govern data for the proposed
single data area. It would be best to create a
dedicated body for such a role: an international
data standards board. As a result, the WTO could
focus its attention on issues specific to trade in

digital goods and services. Countries that espouse
the same standards of data protection as Canada
and its partners would be warmly welcomed and
firmly supported (financially and technically) to join
the proposed single data area through membership
in the international data standards board.

In spite of the challenges that creating a new
international regime for data governance presents,
it appears to be the right moment for Canada to
take the lead in rallying its key economic partners
to create a single data area. An increasing number
of countries are adopting (personal) data protection
regimes modelled on the European Union’s GDPR in
order for their firms to be able to do digital business
with the European Union. There are mounting
pressures and proposals in the United States for
comprehensive data protection legislation to

be adopted at the national level. Given that US
multinational digital firms already have to comply
with the GDPR’s rules, they are pushing for such
legislation to be in line with the GDPR. In fact, for
firms operating multinationally, the best outcome
would be harmonized standards for governing
personal and non-personal data under a single

data area; however, these standards have to be of
the highest quality to ensure that all stakeholders
trust they will not be harmed from the collection,
processing, sharing and sale of all types of data.
This is the best way to resolve the data trilemma.
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