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Introduction
Defined as a set of policies, processes and roles that determine how an entity manages 
and controls its data (CSM Tech 2024; Ladley 2019), effective data governance has 
become a strategic necessity for governments around the world. Concerns about privacy 
rights, ethical implications and the effectiveness of existing regulatory frameworks 
further complicate cross-border data sharing and access. As the global economy 
becomes increasingly data driven, developing countries with weak or absent data 
protection frameworks are projected to encounter more obstacles participating and 
competing in it (Aaronson 2018). 

Recognizing the importance of data privacy and protection, at least 36 out of 55 African 
states have some form of data protection regulation or national data plan as of 2023.1 
While some states have strong legislation, others are still in the early stages of 
development or amending previous regulations. For example, Nigeria, which had 
previously relied on its Nigeria Data Protection Regulation (2019), only recently signed 
into law the Nigeria Data Protection Act (2023) after much criticism about loopholes and 
the need for more comprehensive and enforceable legislation from local stakeholders 
and other African states in the region (KPMG 2023). 

Differences in sociopolitical context also result in varied levels of regulation 
enforcement, compliance and public awareness of privacy rights. This poses challenges 
to the growth of pan-African digital services, interoperability and harmonization of 
cross-border policies (Yusuf 2024). Given the different digital development levels and 
maturity of data regulations in Africa, there is a growing need for harmonized data 
governance frameworks across the continent. Regional approaches have been advocated 
as a way forward in coordinating data governance (Balogun and Adeniran 2024; 
Internet & Jurisdiction Policy Network 2022). Regional frameworks have the potential 
to facilitate cross-border data flows essential for the African Free Trade Area (African 
Union 2023), which is expected to be the world’s largest, covering a market of more than 
1.3 billion people across 55 countries with a combined GDP of more than US$3.4 trillion 
(World Bank 2020). Regional frameworks also pave the way for achieving the vision of 
an African single data market and attracting international investors and technology 

1	 See https://dataprotection.africa.

Key Points

	• Data access and exchange offers benefits but also brings to the fore concerns 
about privacy rights, ethical implications and the effectiveness of existing regulatory 
frameworks.

	• Regional approaches to data governance help enhance interoperability and 
harmonization of national data regulations.

	• Recognizing diversity in levels of technological development, political economic 
analysis and context-specificity consideration all play a role in African data 
governance.
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companies, which necessitates the integration of markets, implementation of uniform 
online payment services, standardization of taxation and facilitation of cross-border 
trade (Thaldar 2023).

As such, the effectiveness of existing instruments of data governance is critical in 
laying the foundations for the regulation of emerging technologies. This working paper 
contributes to a series of Digital Policy Hub working papers focused on addressing the 
question of how to develop sustainable data frameworks in Africa. The series explores 
the increasingly complex policy challenges and opportunities for developing data 
policy frameworks and regulatory approaches for digital transformation in the Global 
South. The first paper in the series provided an environmental scan of the African digital 
landscape and the implications for cross-border data flows (Yusuf 2024). This second 
paper advances the discussion by exploring the extent to which the disparate data 
governance models in the region accommodate the continental strategies. It proceeds 
as follows: First, an overview is provided of the potential of — and gaps in — promoting 
safe and ethically sound data flows of selected existing continental instruments. Next, 
the implementation challenges of existing frameworks are identified, including case 
studies to demonstrate the impact of variances in national data frameworks. The third 
section provides recommendations based on the study’s findings. 

Methods
To deepen our understanding of the challenges, opportunities and outcomes of data 
governance frameworks in Africa, this research uses qualitative methods. A desk 
review of publicly accessible government, intergovernmental and non-governmental 
organization reports, as well as expert interviews, is used to help delve into explanations 
that may be insufficiently nuanced or contextualized in quantitative research. The paper 
also uses a case-study approach to help illustrate how varied sociopolitical contexts and 
levels of technological advancement in African countries impact the development of 
sustainable data frameworks. 

Overview
Despite variations in national data regulations, Beverley Townsend (2021) identifies 
several fundamental principles of personal data protection that are common across 
many countries. These are:

•	 Fair and lawful processing: Data must be handled in a way that is both legal and 
ethical.

•	 Purpose limitation: Data should only be used for specific predetermined purposes.

•	 Data minimization: Collection should be limited to what is necessary, relevant and 
not excessive for the intended purpose.

•	 Data subject access and control: Individuals should have the right to access their 
data and exercise control over its use.
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•	 Security and disposal: Data must be kept secure and destroyed once it has served its 
purpose.

•	 Enhanced protection for sensitive data: Certain types of personal information 
require stricter safeguards.

In addition, the harmonization of data governance helps establish consistency across 
the continent. In 2022, the African Union took a significant step toward creating a 
consolidated data environment and harmonized digital data governance systems with 
its endorsement of the African Union Data Policy Framework. As an extensive blueprint, 
the framework is designed to guide African countries’ efforts in developing data 
governance policies and legislative frameworks that align with the continent’s unique 
contextual and capacity challenges (African Union 2023). Taking into consideration 
the various legal and regulatory environments, as well as different levels of maturity, 
the framework draws from the Digital Transformation Strategy (2020–2030) and the 
African Union’s Agenda 2063, which, in turn, build on other continental digital policies 
developed to foster the advancement of digital technologies on the continent, such as 
the frameworks on the African Free Trade Area, personal data protection cybersecurity 
(the Malabo Convention) and child protection. The policy framework’s guiding 
principles include cooperation, integration, fairness and inclusiveness, trust, safety and 
accountability, and sovereignty (Collaboration on International ICT Policy for East and 
Southern Africa 2022). It sets out guidelines for developing national laws protecting 
personal data and promoting data portability across borders. Specifically, the objectives 
of the framework are to enable the coordination of data governance, facilitate cross-
border flows while promoting an equitable distribution of benefits and addressing risks, 
establishing trust mechanisms among member states, and enabling multi-stakeholder 
coordination to realize a single digital market (African Union 2023). Accordingly, 
domestication of the framework and implementation of its key recommendations at 
regional, national and continental levels will position Africa as a strong partner in the 
global economy and society (ibid.).

Another landmark framework is the African Union’s Convention on Cyber Security 
and Personal Data Protection (2014), also known as the Malabo Convention, which 
requires states to implement domestic laws for personal data protection. Seeking to 
expand and harmonize data protection legislation, the convention aims to create a 
comprehensive legal framework for electronic commerce, data protection (including 
for automated processing of personal information), cybercrime and cybersecurity on 
the continent. As the continent’s first legal instrument pertaining to digitalization, the 
Malabo Convention provides a framework similar to the European Union’s General Data 
Protection Regulation and is considered to be “the only cybersecurity convention in 
the world that combines cybersecurity, cybercrime, electronic transactions, and data 
protection in one legal instrument” (Carnegie Endowment for International Peace 2023). 
At least 15 African states have adopted the Malabo Convention (African Union 2023). It is 
expected that all African Union member states party to the convention will be mandated 
to have domestic laws in each of the policy areas outlined in the convention. This will 
streamline data protection standards, eliminating the need for additional legal hurdles 
in cross-border data transactions (Thaldar 2023). It is anticipated that the convention can 
also be leveraged to facilitate the establishment of mutual legal assistance treaties that 
member states can use to exchange information on cyber incidents and share reporting 
on cybercrimes, bolstering the protection of personal information and mitigating 
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identity theft in e-commerce and cross-border transactions (Carnegie Endowment for 
International Peace 2023).

Finally, also emphasizing unified national approaches to development-focused and 
ethical artificial intelligence (AI) is the African Union’s most recently endorsed and 
adopted instrument, the Continental AI Strategy (2024). The strategy is a comprehensive 
framework designed to guide the ethical and responsible development of AI 
technologies across Africa in achieving the Sustainable Development Goals and Agenda 
2063 (African Union 2024). Currently, only six African countries have AI strategies (Okolo 
2024). It is expected that aligning national policies to the strategy will help ensure that 
AI advances reflect data sovereignty, as well as African values and priorities, and the 
equitable distribution of benefits (African Union Development Agency-New Partnership 
for Africa’s Development 2024). Calling for a multi-tiered governance approach involving 
a variety of stakeholders, the strategy proposes recommendations and action items 
for focusing on AI applications in sectors that harness benefits for African people, 
addressing the risks associated with the increasing use of AI — with particular attention 
to human rights, accelerating African Union member state AI capabilities and resources 
in digital infrastructure, and fostering regional and international cooperation to develop 
national AI policies by integrating them into national development plans (African Union 
2024).

While representing significant steps in data governance, these instruments face much 
criticism around efficiency and implementation, leading to calls for revamping them 
(Okolo 2024) and updates through guidance notes and additional protocols (Carnegie 
Endowment for International Peace 2023). The Data Policy Framework is noted for 
its lack of coherence with regard to data ownership (Thaldar 2023), while the Malabo 
Convention is criticized for its vague definitions of important concepts with grave 
cross-border implications, such as data protection authority, pseudonymization and 
cross-border processing (Babalola 2022). Furthermore, as the African Union is an 
intergovernmental organization, and not supranational, its standards are non-binding. 
African states have sovereign rights to promulgate data protection legislation as they 
deem appropriate (Townsend 2021). However, as will be demonstrated in the next 
section, regional approaches to data governance help enhance interoperability and 
harmonization of national data regulations.

Implementation Challenges
While legislative frameworks are gaining traction in Africa, lawmakers often rush 
into creating the frameworks without adequate planning, leading to problems in 
implementation (Andere and Kathure 2024, 2). This is evidenced by the number of 
conventions that have not been ratified. For example, while the Malabo Convention 
was adopted in 2014, it only became enforceable in 2023 when the fifteenth member 
state ratified it, having finally reached the minimum number of countries required. The 
convention has yet to be ratified by all African Union member states amid concern over 
whether the instrument is still fit for purpose given the diffusion of emerging digital 
technologies since its adoption in 2014 (Carnegie Endowment for International Peace 
2023). 
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There are several reasons for implementation challenges regarding digital frameworks, 
including inadequate resources (both human and financial), strong political will, 
misunderstanding the implications for local decision making, and variances in national 
data policies. According to Kunle Balogun and Adedeji Adeniran (2024), factors such 
as inappropriate or harmful exclusions carved into policies and the operative political 
system — given that non-democratic regimes are prone to be more restrictive on data 
flows and show a preference for data localization — can lead to variances in national data 
policies. 

Concern over these variances in national data regulations is significant, especially 
regarding emerging technologies such as AI. As data plays a fundamental role in AI 
development, data protection legislation is the only form of governance currently in 
effect in several African countries that lack AI regulation.2 However, Amba Kak and 
Rashida Richardson (2020) have argued that blind spots can be created when viewing AI 
regulation solely through a prism of data protection. Demonstrating how the “distinction 
between personal and non-personal data often crumbles under the realities of how 
data is generated and applied in AI technologies,” Kak and Richardson highlight the 
limitations of data protection laws when apparently anonymous and discrete data is often 
combined using AI to reveal personal information, which leads to algorithmic profiling 
and exploitation (ibid.). Given projections that AI could expand the African GDP to US$1.5 
billion by 2030 (Ngila 2022), the dominance of the financial technology and mobile 
money industry in the continent’s digital finance ecosystem (Carnegie Endowment for 
International Peace 2023) and increased awareness of data protection rights, the need for 
harmonization in the advancement of data and AI regulation is apparent.

Case Studies
The effect of variances in data protection legislation oversight can be demonstrated 
through Bridget Andere and Megan Kathure’s (2024) comparative case study of Kenya and 
South Africa regarding automated decision-making (ADM) technologies. ADM technologies 
such as those used in biometric identity databases entail heightened surveillance, thereby 
exacerbating the potential for inequality and discrimination. The Kenyan Data Protection 
Act requires data controllers to inform data subjects about the use and purpose of the 
collection of personal data. However, Andere and Kathure observe that the duty to 
inform data subjects is limited: data subjects are only notified when it is practicable for 
data controllers or processors. The authors recommend that data regulators should pay 
attention to how corporate and state actors can transgress accountability mechanisms in 
regulatory instruments. This can be done by requiring human rights impact assessments 
and by building in safeguards for non-discrimination and accountability (ibid., 16). In 
Kenya’s Data Protection Act, non-discrimination is addressed through regulation 22(2)(h), 
which requires data controllers and processors to ensure that personal data is processed in 
a way that eliminates discriminatory effects and biases. 

South Africa’s data protection law, the Protection of Personal Information Act (POPIA)3 
also prescribes the conditions for lawful processing of personal information and ADM, 

2	 See https://dataprotection.africa.

3	 Protection of Personal Information Act (S Afr), No 37067 of 2013, online: <https://popia.co.za/>.
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giving data subjects the right to the lawful processing of their personal information. South 
Africa’s data protection law is similar to that of Kenya regarding its addressing concerns 
about transparency and accountability. Where they differ, however, is that South Africa’s 
POPIA makes no explicit demand for the elimination of discriminatory effects and bias 
in the processing of personal data and also does not require a data protection impact 
assessment. According to Andere and Kathure (2024), POPIA’s limitations can be addressed 
by amending data protection laws to make provisions for specificity regarding exemptions, 
and by ensuring that mechanisms are in place to prevent governments or corporations from 
evading privacy rights (ibid., 16). 

It has been argued that variances in national data protection regulation have negatively 
impacted timely access to the cross-border exchange of information. In her study of the 
impact of data regulation in the context of public health emergencies, Townsend (2021) 
draws on the COVID-19 pandemic to demonstrate the challenges in balancing the need for 
timely access to quality information and the exchange of personal health-related data with 
privacy principles. Townsend examines how South Africa’s POPIA “travels with the data” by 
placing certain restrictions on the distribution and sharing of data both in the country and 
beyond its borders (ibid., 24). 

Specifically, section 72 of POPIA provides for transborder data flows by containing 
requirements for the transfer of personal information and for the cross-border transfer of 
“special personal information.” The transfer of personal information to a third party in a 
foreign country is only permitted where the legal grounds for such a transfer exists. These 
legal grounds include: 

•	 the third party being subject to a law, binding corporate rules or a binding agreement 
that provides an adequate level of protection reflecting the principles of POPIA; 

•	 the data subject consenting to the transfer; 

•	 the transfer being necessary for the performance of a contract between the data subject 
and the responsible party; 

•	 the transfer being necessary for the conclusion or performance of a contract concluded 
in the interest of the data subject; or 

•	 the transfer benefiting the data subject. 

An adequacy assessment is typically required in data protection provisions whereby the 
recipient country would need to have thresholds of data protection laws that are equivalent 
or substantially similar to the country from which the data was transferred. According 
to Townsend (2021), several African countries are not considered as being compliant 
with the “adequacy” standards of the European Commission, prompting proposals for 
the application of mechanisms such as standard contractual clauses, data trusts or the 
establishment of a data corridor as supplements or additional guarantees in cross-border 
data transfers. Townsend further highlights the need for greater regional integration and 
collaboration that will enable harmonizing national data regulations to promote the safe 
and lawful flow of personal information on the continent. 
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Recommendations
A sound data governance framework is one in which all stakeholders have the right 
incentives to produce, protect and share data (Ndemo and Thegeya 2022). To this effect, this 
paper holds the following recommendations: 

•	 While aligning with international best practices, it is crucial that African nations 
develop data governance policies tailored to their unique contexts. Blindly adopting 
EU-style regulations, termed the “Brussels Effect” (Bradford 2019), may stifle innovative 
approaches that better reflect African realities and needs. In order for harmonization to 
succeed, the diverse populations, technological advancement levels and development 
goals of African states need to be key considerations.

•	 Cross-border data flows raise issues of sovereignty, privacy and security. The 
implementation of continental frameworks should be guided by actionable and practical 
intended outcomes that allow states to balance national security interests with the need 
for protecting data privacy.

•	 Meaningfully engage local stakeholders by inviting them to participate in advisory 
bodies and expert groups to enhance data stewardship. This can be strengthened further 
by developing multi-stakeholder African centres of excellence in data governance to 
provide the technical expertise, capacity building and pooling of resources to implement 
robust data governance frameworks. 

Conclusion
Harmonizing data governance across Africa is a challenging yet crucial task in facilitating 
regional integration and economic growth. If done correctly, it offers the potential to unlock 
the benefits of the digital economy while protecting the shared values, rights and interests 
of Africans. However, this goal demands multi-stakeholder collaboration, sustained 
commitment and innovation in order for it to be achieved. 

This paper uses the implementation challenges and gaps identified in key data governance 
frameworks in the region to help inform recommendations for policy makers and other 
stakeholders in Africa and beyond. The framework aims to enable the coordination of 
cross-border data flows, address risks, establish trust mechanisms among stakeholders 
and facilitate the creation of a single digital market. But it faces challenges and criticism, 
including a lack of coherence, vagueness and inadequate guidance and resources to 
implement it. Despite these limitations, the existing initiatives represent significant steps 
toward harmonizing data governance in Africa, potentially positioning the continent as a 
stronger partner in the global digital economy.
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