Securing the Final Frontier: Canada’s
Space Sovereignty Strategy

Issue:

Space is becoming a contested domain with increasing militarization, commercial
competition, and cyber threats to satellite infrastructure. As space becomes a more
critical theater for defence, commerce, and national security in a low-trust world, Canada
must secure its place in the global space economy. Currently, Canada lacks a
comprehensive space sovereignty strategy, leaving its communications, GPS, and earth
observation capabilities at risk.

Analysis:

Canada relies heavily on foreign satellites for critical infrastructure, including defence,
emergency response, and economic systems. This dependency creates significant
strategic vulnerabilities, exposing Canada to potential disruption from geopolitical
conflicts, cyberattacks, and commercial competition. Without sovereign satellite
capabilities, Canada risks strategic subordination in the emerging space economy.

Key Vulnerabilities

e Communications and GPS Dependency: Heavy reliance on foreign satellites for
critical communications, navigation systems, and essential public services. This
includes northern healthcare delivery, emergency response, and justice system
operations.

e Remote Health Care Access: Reliable satellite communications are critical for
telemedicine and emergency medical response in remote northern communities where
physical infrastructure is sparse. Without secure satellite coverage, these regions face
severe healthcare delivery challenges.

e Remote Justice and Legal Services: Many northern communities rely on satellite links
for critical legal processes, including remote habeas corpus (bail) hearings and legal
consultations. Disruptions to these links could delay justice, undermine due process,
and increase legal costs.

e Orbital Security Risks: Lack of control over orbital positions leaves Canadian assets
vulnerable to crowding, adversarial actions, and space debris.

e Cybersecurity Threats: Space-based infrastructure is increasingly targeted by
cyberattacks, threatening data integrity and military readiness.
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Economic and Industrial Gaps: Limited domestic satellite manufacturing and launch
capabilities reduce Canada’s competitive advantage.

Strategic Arctic Vulnerability: The Canadian Armed Forces have acknowledged to
Global news instances of Chinese surveillance efforts in the Arctic, including the
deployment of monitoring buoys that could collect sensitive data or track movements
in the region. Arctic Connect was a China-European undersea broadband cable link
proposal (terminated in 2021), which confirmed long-term strategic risk, potentially
compromising Canadian digital sovereignty and critical Arctic communications.

CSSA Alignment with NATO Priorities and Northern
Sovereignty

The Canadian Space Sovereignty Agency (CSSA) should be designed with dual-use
capabilities that support both civilian and military objectives, aligning its mandate with
Canada’s NATO defence commitments and broader northern sovereignty goals. This
approach can help integrate space expenditures into overall defence spending, potentially
enhancing Canada’s ability to meet its NATO target of 2% of GDP on defence. Such
expenditure would also reduce tensions from the U.S. over Canada’s historically low
defence spending response. Key areas of alignment include:

Enhanced Arctic Domain Awareness: Space-based radar, satellite
communications, and data analytics can provide real-time situational awareness
for NATO and NORAD, strengthening Arctic defence and early warning capabilities.
Search and Rescue Operations: Satellite systems can enhance Canada’s ability to
conduct rapid, long-range search and rescue missions in the Arctic, supporting both
civilian and military objectives.

Space-Based ISR (Intelligence, Surveillance, and Reconnaissance): Real-time
orbital monitoring to support NATO situational awareness, joint mission planning,
and rapid crisis response.

Supply Chain Resilience for Northern Resources: Secure satellite
communications and data infrastructure can support northern community sealift
operations (when ice-filled waters recede to allow for ships to operate), remote
mining operations, enabling real-time monitoring and logistics optimization for
critical minerals like rare earth elements, lithium, and potash.

Cyber Defence and Space Domain Awareness: Advanced space-based cyber
defences to protect critical NATO communications and infrastructure.
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Joint Space Operations: Capability to support NATO’s space command initiatives,
including satellite tracking, orbital debris management, and tactical data link
integration.

Primary Recommendation and Implementation Path

Establish the Canadian Space Sovereignty Agency (CSSA)

e To secure Canada’s place in the global space economy, a dedicated agency is
required to coordinate national space strategy, manage orbital assets, and protect
satellite infrastructure. The CSSA would serve as the central hub for space
sovereignty, integrating the efforts of multiple ministries and private sector partners.

Recommendation:

e Establishthe Canadian Space Sovereignty Act to secure orbital rights and
protect satellite infrastructure.

e Develop a National Space Command for space traffic management and
orbital defence.

e Create public-private partnerships to fund satellite constellations for secure
communication and earth observation.

e Investin space-based cyber defence capabilities.

Approve the establishment of the CSSA, including initial funding of $750M and a 5-year
operational budget of $3B, to secure Canada’s strategic space assets. These expenditures
could be partially classified as defence spending under NATO guidelines, reflecting the
CSSA’s critical role in national and alliance defence.

Conclusion

Establishing the CSSA is a critical step in securing Canada’s space sovereignty. By building
resilient space infrastructure, enhancing domestic satellite production, supporting remote
resource extraction, and integrating Arctic surveillance capabilities, Canada can better
withstand geopolitical shocks, secure its place in the global space economy, and
strengthen its role as a reliable NATO ally.

Background:
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Whole of Government Approach - Indigenous and Northern
Community Integration

To effectively implement a comprehensive space sovereignty capability, a coordinated
'Whole of Government' approach is essential. This requires collaboration across multiple
ministries and agencies, including those addressing the unique needs of Indigenous and
Northern communities:

e Global Affairs Canada (GAC) - Lead on international space diplomacy, treaty
negotiations, and orbital rights management, ensuring Indigenous voices are
considered in international discussions.

e Innovation, Science and Economic Development Canada (ISED) - Drive satellite
manufacturing, R&D, and advanced technology development, including support for
Indigenous-led technology initiatives.

e Department of National Defence (DND) — Integrate space-based intelligence into
defence planning, NATO operations, and situational awareness, including Arctic
sovereignty operations critical to Indigenous communities.

e Public Safety Canada (PSC) - Protect critical space infrastructure from physical
and cyber threats, including threats to northern and Indigenous community
communications.

e Canadian Space Agency (CSA) - Oversee space exploration, scientific missions,
and international partnerships, including community-led space innovation projects.

e Natural Resources Canada (NRCan) - Leverage space-based data for resource
management, environmental monitoring, and climate resilience, with a focus on
Indigenous land stewardship.

e Canadian Forces Intelligence Command (CFINTCOM) - Provide military space
intelligence, orbital threat assessment, and space domain awareness, including
Arctic security.

e Communications Security Establishment (CSE) — Provide cyber intelligence and
signals intelligence support to secure space assets and protect Indigenous
communications.

e Justice Canada-Ensure secure, reliable communications for remote legal
processes, including remote bail hearings and access to justice in northern
communities.

e Health Canada - Support telemedicine and emergency medical response for
remote and Indigenous communities.
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e Arctic and Northern Affairs Canada (ANAC) - Develop policies to secure Arctic
communications and data sovereignty, countering potential risks from foreign-
controlled undersea cables and supporting the connectivity needs of Indigenous
communities.

e Crown-Indigenous Relations and Northern Affairs Canada (CIRNAC) - Ensure
that space infrastructure development aligns with Indigenous rights, self-
determination, and economic opportunities in Northern Canada.

¢ Indigenous Services Canada (ISC) - Support digital inclusion, telehealth, and
remote education initiatives for Indigenous communities through secure satellite
infrastructure.

Implementation of Steps
1. Phase 1: Establishment and Legal Framework
(Months 1-12)

e Introduce the Canadian Space Sovereignty Act to Parliament.
e Form an inter-agency task force to develop operating protocols, cross-ministry
coordination, and international collaboration.

2. Phase 2: Pilot and Integration (Months 12-24)
e Launch pilot projects for secure communications, satellite constellations, and
space-based cyber defence.
e Develop secure digital platforms for real-time orbital monitoring and traffic
management.

w

. Phase 3: Full Operational Capacity (Years 3-5)

e Expand capabilities to include space traffic management, orbital defence, and
critical data sovereignty.

e Integrate space sovereignty into national security briefings and economic

planning.
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Cost Analysis and Funding Strategy

e Startup Costs (Year 1): $750M for agency establishment, technology infrastructure,
and staffing.

e 5-Year Operational Budget $3B, including satellite manufacturing, digital
infrastructure, and real-time orbital monitoring systems.

¢ Potential Economic Protection Value: Over $30B annually in protected economic
output, including secure communications, critical data, and space-based resource
monitoring.

e Funding Sources: Strategic Innovation Fund, Canada Infrastructure Bank, and
potential partnerships with private sector space technology firms.

Prepared by: Prof. Barry Appleton, New York Law School, Center for International
Law, Fellow, Balsillie School of International Affairs, May 2025
bappleton@appletonlaw.com
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