
Key Points
	→ Dual-use technologies are increasingly central to 

global economic resilience, innovation strategies 
and national defence. Canada’s current trajectory 
risks surrendering strategic and economic benefits 
if it does not prioritize investment in domestic 
companies that develop and commercialize dual-use 
technologies.

	→ Without a shift in approach, increased defence 
spending will disproportionately benefit foreign 
firms, weakening Canada’s ability to build sovereign 
capacity.

	→ Structural reforms are urgently needed to prioritize 
Canadian innovators in defence procurement; 
expand the freedom to operate for domestic firms 
with intellectual property (IP) frameworks that 
retain ownership and control of key dual-use 
technologies; and build sovereign compute capacity 
and infrastructure to secure Canadian data and 
algorithms.

	→ Continued neglect of these areas will erode Canadian 
sovereignty and deepen economic dependence on 
countries that dominate dual-use technology.

Introduction
Dual-use technology refers to technology that 
has both civilian and military applications. 
These technologies are increasingly central 
to national security, economic resilience and 
technological leadership. Dual-use technologies 
have become increasingly important for a 
nation’s economic growth and in a country’s 
ability to defend itself. They are critical to 
fostering competitiveness, resilience and crucial 
national defence and security, especially in the 
current international high-threat geopolitical 
environment (Chivvis and Keating 2024).1

Initially, dual-use technology focused on nuclear 
technologies that have well-known military uses 
(for example, nuclear warfare) and civilian uses 
(for example, nuclear energy). Today, dual-use 
technologies encompass a range of industries 
and technology areas including “artificial 
intelligence, advanced materials, nanotechnology, 

1	 See https://research-and-innovation.ec.europa.eu/research-area/
industrial-research-and-innovation/dual-use-technologies_en.
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cybersecurity tools, satellite technologies, 
biotechnologies, quantum, aerospace and drones.”2 

Dual use is not simply a defence and commercial 
strategy; it is also a business strategy for innovative 
companies. Firms developing and commercializing 
dual-use technologies must manage two often 
distinct customers and value chains. While there 
is a benefit to having a variety of customers from 
both government and commercial buyers, selling 
to government often means long procurement 
cycles, and the need to have sophisticated 
government relations resources and meet 
onerous government reporting requirements. 

Canada, as an open economy, is an example 
of a country that has overlooked the principle 
that national security depends on the vitality 
and resilience of its economy (Business 
Council of Canada 2024). Additionally, despite 
Canada’s capacity for discovery research, 
Canada has not been able to economically 
benefit from this research (Norman 2025). 

This policy brief examines how dual-use 
technologies are being developed and prioritized 
globally in an intangibles-driven economy, as 
well as how countries are leveraging them to 
strengthen both national security and economic 
independence. It evaluates Canada’s position in 
its industrial activity, research capacity and gaps 
in IP ownership, as compared to other players 
in the development of dual-use technologies 
internationally. Drawing on these insights and 
key challenges, policy recommendations are 
proposed to enhance Canada’s role in the global 
dual-use innovation landscape, especially within 
strategic areas, including artificial intelligence 
(AI), quantum technologies and nuclear energy. 
The policy approaches discussed herein may 
apply equally to other nations with a sovereignty 
deficit, limited autonomy and barriers to 
commercializing dual-use technologies.

2	 Ibid.
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Background
In 2014, North Atlantic Treaty Organization 
(NATO) members agreed to commit a minimum 
of two percent of their GDP to defence spending 
within a decade. Ten years later, 23 of 32 members 
reached this goal. For example, the United States 
currently spends 3.38 percent of its GDP on 
defence (Blais-Savoie 2025). In June 2025, the 
Canadian government announced that Canada 
and its NATO allies have committed to a new five 
percent GDP defence spending target by 2035 
(Brewster and Zimonjic 2025), which could cost 
up to $150 billion3 annually, and $1 trillion over 
a 10-year period (Brewster 2025). This increase 
in spending presents the opportunity to align 
defence investments with dual-use innovation, 
particularly in areas such as AI, cybersecurity, 
quantum technologies and aerospace (Galea and 
Norman 2025). In order for Canada to realize this 
potential, it must strategically drive its significantly 
larger defence budget into Canadian-headquartered 
firms. It is critical that the Government of Canada 
stops procuring core defensive capabilities 
fundamental to its national and economic 
security from foreign firms and rather focus 
on developing its capabilities domestically.

3	 All dollar figures in Canadian dollars.

Dual Use in the Age  
of Intangibles: IP
Dual-use technology, like all innovation, is 
owned, controlled and commercialized by 
leveraging intellectual property rights (IPRs), 
which include patents, industrial designs, trade 
secrets, copyrighted works such as software 
code, trademarks and contractual agreements. 
It is essential to understand what countries 
own and how they control defence technology 
for building a domestic dual-use industry, 
considering that existing IP positions will limit the 
freedom to operate of any new industry actors. 
Freedom to operate is the ability to innovate, 
scale and export in particular markets without 
being limited by the IPRs of others. Freedom 
to operate also includes other legal, regulatory 
and licensing constraints. Further, IP, including 
patenting, takes a significant amount of time, 
resources and foresight to put into position. 
Patents may play a key role in a company’s ability 
to exploit its research and development (R&D) of 
technologies and prevent others from making, 
using, importing or selling patented technologies. 

By way of an example of patent holdings, as 
shown in Table 1, the top three American defence 
companies each have tens of thousands of 
patents and patent applications globally, and 

Table 1: Global Patent Holdings by Key Defence Companies

Company Headquarters Focus Areas Global Patents Canadian Patents

Lockheed Martin United States Aerospace, arms, defence, 
information security

30,112 1,612

RTX United States Aerospace, defence, 
spacecraft, aviation

67,592 2,841

Northrop 
Grumman

United States Aircraft, spacecraft, 
cybersecurity systems, 
radar technologies

89,060 4,657

CAE Canada Defence, aerospace, 
aviation, military

467 120

Data source: Global Patent Databases, accessed via Questel Orbit Intelligence, September 2025.
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thousands of patents and patent applications 
in Canada.4 For comparison, a top Canadian 
defence company, CAE, has just hundreds of 
global patents and patent applications, and 
just over 100 patents and patent applications 
in Canada, which is orders of magnitude less 
than the top American defence companies.5

Canadian Defence Firms and 
Freedom to Operate Challenges
Canada’s defence industrial base is made up of 
more than 700 companies contributing more than 
$12.4 billion to Canada’s national economy and 
employing nearly 100,000 people (McKay 2024, 48). 
Most Canadian defence firms include small and 
medium-sized enterprises (SMEs) occupying lower 
tiers of global value chains (that is, manufacturing 
parts, providing specialized services or support 
logistics rather than producing complete defence 
systems themselves) (Jenkins 2013). These firms 
frequently depend on US or European prime 
defence contractors, companies that often retain 
control over essential IP and have the ability to 
limit Canadian companies’ freedom to operate. 
Foreign-owned firms are often given major 
Canadian defence contracts, then restrict access 
across the value chain to proprietary technology. 
Consequently, Canadian firms often have no choice 
but to license key components or software under 
restrictive terms, significantly undermining their 
competitiveness and strategic autonomy (ibid.).

Researchers at 50 Canadian universities were 
found to have collaborated with Chinese military 
institutions on hundreds of advanced-technology 
research projects, generating knowledge for 
China’s defence sector (Fife and Chase 2023). 
More than 20 Canadian universities have 
partnered on hundreds of patents with Huawei, 
a company that has ties with the Chinese state 
(Silcoff et al. 2018). The United States and other 
Five Eyes allies have also expressed concern 
that Canadian-developed technologies could be 
transferred to the Chinese military due to foreign 
investments from China, especially in areas 
such as 5G infrastructure, AI and cybersecurity 
(Library of Congress, Federal Research Division 
2021). Further, Canada’s lack of a comprehensive 

4	 See https://people.defensenews.com/top-100/.

5	 See https://canadiandefencereview.com/top-defence-companies-
ranking/2025-top-100-defence-companies/.

cybersecurity strategy and oversight of research 
partnerships has resulted in vulnerability to foreign 
influence and technology transfer risks (ibid.).

Despite Canada’s investments in research areas 
such as AI, quantum computing and aerospace, 
there is a fundamental lack of centralized 
coordination among departments and agencies, 
as well as a defence procurement system that 
is bureaucratic, slow and risk averse, making 
developing dual-use technologies an arduous 
process to navigate (Salt 2025). This steep trajectory 
discourages firms from engaging with domestic 
defence buyers, pushing them toward international 
markets where procurement is faster and more 
predictable (One9 2024). Canada’s procurement 
ecosystem lacks the speed and strategic alignment 
curated in the United States and the United 
Kingdom, where innovation funding is closely 
tied to procurement cycles (Salt 2024). There is 
also a need to align Canadian research toward 
industry needs, in order for Canada to compete 
with countries prioritizing research in dual-use 
technologies (Lowey 2024). To their detriment, 
Canadian firms developing dual-use applications 
receive comparatively less public support at critical 
stages of development and commercialization.

Dual Use in the Age  
of Intangibles: Data
In a modern economy, data is a crucial asset 
for both commercial and defence capabilities. 
Data is the foundation for the development of 
AI, automation and digital services, leading 
to productivity, innovation and economic 
competitiveness (Ciuriak 2025). Countries 
that control vast, high-quality data sets gain a 
significant advantage in dual-use technologies. 
Economically, access to proprietary data 
sets accelerates innovation, controls global 
value chains and determines which countries 
will lead technological development.

Digital sovereignty defines Canada’s ability to 
ensure that its data and proprietary algorithms, 
whether commercial, personal or defence-related, 
are governed solely by Canadian law. As it currently 
stands, even if data and algorithms are stored 
on servers physically located in Canada, Canada 

https://people.defensenews.com/top-100/
https://canadiandefencereview.com/top-defence-companies-ranking/2025-top-100-defence-companies/
https://canadiandefencereview.com/top-defence-companies-ranking/2025-top-100-defence-companies/
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may not have jurisdiction over these assets, 
as this is determined by corporate ownership 
and legal control rather than by geography. This 
undermines national sovereignty and creates 
vulnerabilities, especially within sensitive 
sectors such as health, defence and AI. At least 
25 percent of Canada’s domestic internet traffic is 
unnecessarily routed through the United States, 
where it loses Canadian control and protection 
and may be subject to US surveillance and other 
forms of interference, leaving Canada’s digital 
infrastructure vulnerable to US companies 
(Organizations and Individuals Concerned about 
Canada’s Digital Sovereignty 2025). Additionally, 
under the US Clarifying Lawful Overseas Use of 
Data Act (the CLOUD Act), American authorities 
have the right to demand access to data from 
US-based technology firms, regardless of whether 
the data was stored physically within Canada, 
and without approval from Canadian authorities 
(Galea and Norman 2025). For example, a 
Microsoft representative described how US law 
supersedes foreign law when it comes to data 
requests: “If the United States were to issue a legal 
request to Microsoft…Microsoft would comply 
regardless of French or EU law” (Rudolph 2025).

Countries that lack control over their own data 
and algorithms ultimately lose the productivity, 
innovation and security benefits that would have 
otherwise resulted from such developments, 
including dual-use technologies (Ciuriak 2020). 
Dual-use technologies rely heavily on secure, 
sovereign data environments. Without sovereign 
compute infrastructure, Canadian companies 
may rely on foreign-owned cloud services when 
hosting data within Canada, exposing them to risks 
such as IP theft, foreign surveillance and loss of 
legal control (Office of the Privacy Commissioner 
of Canada 2020). Additionally, without sovereign 
compute infrastructure, government agencies 
are unable to guarantee privacy for citizens 
or security in defence operations (Treasury 
Board of Canada Secretariat 2018). Canada 
will continue to fall behind in AI, biotech and 
quantum innovation as data becomes restricted 
due to the lack of sovereignty and parallel risk 
of cyberattacks (Public Safety Canada 2025). 
Without Canadian-owned and -controlled digital 
infrastructure, including sovereign cloud compute 
services, Canada will not be able to guarantee 
the safe use, access or protection of data and 
algorithms necessary for the development and 
commercialization of dual-use technologies.

Global Leaders: Europe 
and South Korea
Enhanced dual-use research within the European 
Union has led to significantly enhanced GDP, as the 
development of dual-use technologies results in 
cross-sectoral cooperation, innovation, investment 
and industrial growth (European Commission, 
Directorate-General for Research and Innovation 
2025). Through the cooperation between defence 
and civilian research initiatives, EU member states 
are then able to establish high-value markets and 
attract international collaborations that provide 
substantial benefits to national and regional 
economies (ibid.). The progression of dual-use 
research in the European Union has been closely 
linked to enhancements in overall national 
productivity, as it fosters higher value markets 
and attracts international collaborations (ibid.). 

South Korean defence companies have recently 
been set to surpass 100 trillion won ($98.7 billion) 
in combined orders (Jung and Kim 2025). At the 
same time, the Korean Intellectual Property Office 
has been elevated to the status of a Ministry of 
Intellectual Property, establishing a government-
wide innovation framework and increasing 
national competitiveness and global leadership 
in critical technologies such as AI (ibid.). Such 
investments and collaborative changes supported 
by the government aim to position Korea as a 
global leader in its development of technology and 
culture (Suh 2025). Other nations should look to 
these global leaders to inform their own strategies 
to develop and commercialize dual-use technology. 

Policy Recommendations
If Canada aims to invest significantly in defence 
technology, upwards of $1 trillion over a decade, 
this funding must prioritize the growth of a 
Canadian defence industry, especially within 
strategic areas, including AI, quantum technologies 
and nuclear energy. However, not addressing the IP 
positions of incumbent players will force domestic 
companies into lower value positions, without the 
freedom to operate that is needed to scale and grow 
internationally. Thus, Canada must not only invest 
in procurement reform as well as R&D funding but 
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also in enabling domestic firms to generate, protect 
and commercialize intangible assets including 
IP and data. Strengthening data governance and 
maintaining sovereignty over sensitive technology 
are also critical to ensuring that dual-use 
innovation results in lasting economic and security 
for Canadians. Improving Canadian economic 
prosperity and security will mean building, 
capitalizing and scaling small Canadian firms into 
global Canadian-headquartered companies. 

Policy action needs to recognize that dual-use 
technologies in the age of intangible assets 
require updated policy levers across at least three 
fronts: building a domestic defence industry; 
managing freedom to operate; and providing 
sovereign data and computing capacity.

Build a Globally Competitive 
Domestic Defence Industry

	→ Canada has historically over-relied on foreign 
firms to procure defence technology. Instead, 
Canada should prioritize procuring the vast 
majority of defence technologies from Canadian-
headquartered firms. Further, since Canada’s 
current defence industry is made up of many 
SMEs, procurement strategies must be tailored 
to meet the needs of these small and medium-
sized companies, placing Canadian firms as 
prime contractors, so that Canadian firms can 
control the defence and civilian value chains.

	→ Since dual-use business strategies will be new 
to many Canadian firms, Canada must invest 
heavily in resources (for example, training 
programs and funding) that support the growth 
of Canadian dual-use technology companies.

Manage Freedom to Operate
	→ Since Canadian firms do not generate IP, namely 

patents, at the same rate as their global peers, 
Canadian firms will need to be resourced 
to fortify their IP position. Further, terms in 
government procurement must ensure the 
retention of IP and data assets within Canadian 
companies developing dual-use technologies.

	→ Canadian firms, with their small and fragmented 
IP positions, have limited freedom to operate 
because of the outsized existing patent position 
of incumbent defence players. The freedom to 
operate of Canadian dual-use companies  
must be increased using tools such as  

state-supported defence-focused patent 
collectives (building on models based 
on, for example, the US Department 
of Defense IP policies and Canada’s 
Innovation Asset Collective).

	→ Canada must discontinue its role as a source 
of technology for foreign military and 
military-linked firms. Canadian research 
institutions must be incentivized to support 
R&D within Canadian dual-use firms on IP 
transfer terms that directly benefit Canada.

 Data and Compute Sovereignty
	→ Canada must end its reliance on foreign-

controlled compute infrastructure. 
Canada must build domestic sovereign 
compute infrastructure that can support 
the security of data and algorithms for 
sensitive defence applications, especially for 
compute-heavy technologies such as AI.

	→ Since Canadian firms do not have access to 
a deep well of data as compared to global 
peers, Canada must protect and avail data 
sets within dual-use sectors to Canadian 
firms. Curated access to proprietary data is 
critical to enabling innovation in AI, defence 
systems and autonomous technologies.

Conclusion
Canada has a critical window of opportunity to 
enhance its abilities domestically as it commits to 
a higher level of defence spending. However, if this 
spending is not strategically implemented, Canada 
will remain dependent on foreign suppliers, further 
eroding its sovereignty and limiting its economic 
growth. Canada can look to global leaders such as 
the United States, the European Union and South 
Korea in how to build its defence capabilities. By 
properly aligning defence procurement, increasing 
freedom to operate and improving data sovereignty, 
Canada can capture the long-term security, defence 
and economic benefits of dual-use technologies.
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