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Speech by Former Foreign Minister Carl Bildt at
the Seoul Conference on Cyberspace, 2013

Excellencies,
Ladies and Gentlemen,

It's truly a pleasure to come here to Seoul.
Coming from the land of Ericsson — one of the
global leaders in mobile networks — to the
land of Samsung — one of the leaders in mobile
devices. Our two countries are, in this world of
connectivity, close neighbours and partners.

I was among the many people who attended the
first cyber conference in London two years ago. It
was a long time ago. Hundreds and hundreds of
millions of people around the world have plugged
into the internet since then. Mobile technologies
have become much more abundant and even more
capable. And we all know that we are only at the
beginning of a truly revolutionary development.

Today, approximately 3 billion people are
connected to the Internet. In some years, it is
expected that there will be approximately 5 billion.
But even more impressive is the explosion in
mobile internet. Here, we see developing nations
leapfrogging generations in the “developed
world.”

Africa is developing faster than any other
continent. New technologies are creating vast new
opportunities. In just five short years it is estimated
that 60 percent of the world will be covered with
LTE 4G networks with a capacity greater than
what we have in most of Europe today.

There is still a digital divide. In some respects it
might even be getting wider. Because increasingly
it will become a divide less in terms of geography
than of generations. A decade from now the vast
majority of the teenagers of Indonesia, Sweden,
Nigeria or Brazil will all be connected by their
smart devices to a global mobile network far more
capable than anything available to any of us today.
The significance of this is crucial.

The World Bank estimates that an increase in
broadband connectivity coverage by 10 per cent
increases economic growth by 1 percent. If this is

the case, then these technologies — in combination
with open societies and open economies —
represent the most powerful tool for economic
development in modern times. We see it. Day by
day. Across the world.

My own country — Sweden — is one of the leaders.
Itis said that the internet economy has contributed
8 per cent to our GDP. Perhaps. But I know for
certain that there is today hardly any sector of our
economy that moves forward without the internet.

We are becoming net-based economies. Net-based
societies. And entering an even more net-based
future. But since London two years ago — or even
since the conference in Budapest last year — new
challenges have also emerged.

Freedom on and off the net is even more under
attack. Regimes afraid of change. Regimes afraid
of the free flow of information and ideas. Trying to
build their great walls to protect their great powers.
The recent report from Freedom House on the
issue was blunt: “Internet Freedom Deteriorates
Worldwide, but Activists Push Back.”

Last year we managed — as a broad coalition of
countries — to get the UN Human Rights Council
[UNHRC] to adopt the landmark resolution
20/8. Basically, it states that the protection of the
freedom of speech and the freedom of information
that the UN Universal Declaration of Human
Rights [UDHR] seeks to protect in the offline
world should apply equally in the online world.
That is truly important. For all.

There are some limitations in most of our societies.
Even in my own. Our cultures and traditions do
differ. But limitations must always be based on the
law, decided according to the law and subject to
challenge under the law. That's fundamental. On
this, we should never compromise.

Since London, as the dependence of our societies
and economies on the net has grown, and our
vulnerabilities accordingly, we have become more
aware of all the issues of Internet security. Indeed,
the security of the flows of information across the
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world has probably become even more important
to our societies and economies than the security
of the air transport system or the flows of trade
across our oceans.

The netis a mirror of our societies and of our world.
Pirates are there. Terrorists are there. Criminals are
there. Spies are there. And there are state sponsors
of some or all of these activities all the time. We
have a common duty to fight these evils, but to do
it without endangering the values of freedom and
an open world that are so central to us. Security
and freedom. Freedom and security.

The two should go hand in hand. In our nations.
In our world. Offline. And online.

Recently we have also found ourselves in a new
debate about surveillance and privacy. Not a new
debate for many of us. But certainly a debate with
new dimensions. In my own country we have
laws, extensively debated by our Parliament,
on these issues. On access to “metadata” in our
networks for law enforcement needs. On the
foreign intelligence operations deemed important
to our security. And I believe that these laws are in
accordance with the highest standards.

In other countries it is different. Some countries
operate vast surveillance systems without any
laws of oversight whatsoever. Some are now
having intense debates about these issues. And
aggressive intelligence operations on the net are
certainly not a rare occurrence. As a matter of fact,
we see them every day, every hour, every minute,
every second. I think we all do.

To these issues should be added the fact that
nations seem to be preparing for what they call
offensive operations on the net. Cyberwar is
discussed as a new possible category of warfare.
Taking all this together, I do believe that what
we have seen during these few years makes it
imperative to have a global dialogue on the global
norms of behaviour on the net. And this global
dialogue must also touch upon the basic issues of
the governance of the net.

The present multi-stakeholder approach has
undoubtedly served our world extremely
well. It brings together technology innovators,
government regulators, business representatives
and civil society actors in a web of governance
that has proved to be effective, dynamic and
responsive. It’s difficult to see that the rapid
development of the internet that we have seen
would have been possible had there been, for
example, an exclusively state-centred governance
structure. Thus, there is much that we should

seek to preserve.But we cannot ignore that the
legitimacy of this web of governance of the net is
being challenged. A broad debate, also on this, is
thus necessary. There are, of course, many rules
and norms of importance of relevance for the net.

The [UDHR]. The UN Charter with its principles.
The laws governing warfare. The principles of
privacy. Toname just some of obvious importance.
These should not be changed. But their concrete
application to our new world of hyperconnectivity
needs to be clarified. And we should discuss the
ways in which this can be done.

These days the debate concerns the rules governing
theright of states to conduct surveillance, primarily
for reasons of security. Also here, I do believe that
a discussion on the rules of behaviour would be
most useful. To this objective, let me propose
seven principles I believe should be observed.

First, legality. Surveillance needs to be based on
laws. These laws must be adopted in a transparent
manner through a democratic process. The
implementation of these laws should be reviewed
periodically to ensure that the expansion of
surveillance capabilities due to, for instance,
technological advances is properly debated.

Second, legitimate aim. Surveillance must be
conducted on the basis of a legitimate and well-
defined aim. Surveillance measures may never be
carried out in a discriminatory or discretionary
manner and only by specified state authorities.

Third, necessity and adequacy. The law should
justify that surveillance is necessary and adequate
to achieve the legitimate aim.

Fourth, proportionality. A sound proportionality
judgment must be made, to carefully assess
whether the benefits of surveillance outweigh its
negative consequences.

Fifth, judicial authority. Decisions on the use of
communications surveillance should be taken
by a competent authority. As a general rule, an
independent court should take such decisions.

Sixth, transparency. States should be as
transparent as possible about how they carry out
surveillance. They should provide information on
how the surveillance legislation works in practice.

Seventh, public oversight of parliamentary or
other credible institutions. We need to scrutinise
how the laws work, to create transparency and
build trust and legitimacy. Our obligation as
governments is to provide security and to respect
human rights — not either/or.

Centre for International Governance Innovation ¢ Chatham House
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In trying to define principles such as the ones
above, we want to continue to engage with civil
society in a debate about reasonable limitations to
state power, in line with our obligations. We now
look forward to a deeper conversation with other
governments, businesses and civil society on these
issues. Our ultimate goal is a system that provides
increased security, enjoys legitimacy and trust
among people, and safeguards the freedom and
rights of the individual.

And while we refine our own systems, we will
continue the fight against the authoritarian
regimes and forces that put bloggers in prison,
censor social media as a tool for change, and shut
down the internet when it suits them. In London
two years ago, I said that the internet is the new
frontline in the fight for freedom in the world.
That is even more the case today. And it will be
even more so in the coming years as our entire
world, and our entire lives, go online.

Thank you.

Carl Bildt,
2013 Seoul Conference on Cyberspace
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1.1 Prospects for Establishing Norms
Regarding State Conduct

Background

According to Nye (2014), it is unlikely that
there will be “a single overarching regime for
cyberspace anytime soon” and different sub-
issues in the cyber regime are likely to develop
norms at different rates. Unlike in the physical
domain, the norms and rules that govern offensive
state action in cyberspace are fairly incipient and
still evolving. Two major initiatives have begun
to set precedents for how international legal rules
and norms will apply to cyberspace: the UN
Group of Governmental Experts’ (GGE's) report,
which points to international consensus on the
validity of applying existing international rules
to cyberspace, and the Tallinn Manual, which
expands on this idea and discusses how we can
start thinking about applying existing laws to
cyberspace challenges.

UN GGE

In July 2013, the GGE concluded that the law of
armed conflict applies to cyberspace, and therefore
that interaction between states in this domain
should also be conducted within the framework of
customary international law. The GGE was made
up of experts from 15 countries, including China,
Germany, Russia, the United Kingdom and the
United States.

Tallinn Manual

The Tallinn Manual on the International Law
Applicable to Cyber Warfare resulted from a three-
year effort by international law and cyber security
experts to create a legal framework applicable
to cyberwar. The experts were brought together
under the North Atlantic Treaty Organization’s
(NATO'’s) Cooperative Cyber Defence Centre
of Excellence, based in Tallinn, Estonia. The
manual considers how established international
legal principles can be extended to cyberwarfare,
in the same way that international law was
extended after the invention of nuclear weapons.
Particularly, the Tallinn Manual is concerned
with jus ad bellum (the set of rules to be consulted
before engaging in war) and jus in bello (the law of
armed conflict or international humanitarian law)
(Azzopardi 2013). Despite its nonbinding status,
the manual is an important attempt to “delineate
the threshold dividing cyber war from cybercrime
and formalize international rules of engagement
in cyber space” (Fleck 2013).

Contemporary Issues

Next Steps

Most efforts to establish norms regarding state
conduct in cyberspace have pointed toward
applying existing international legal frameworks
to cyberwarfare, as were done in the nuclear era.
However, there may be dangers in overextending
this analogy (see Nye 2011). Are existing
international laws enough, or do we need new
laws to govern warfare in cyberspace, or at least
some aspects of it? The rules that govern cyberwar
are still being worked out: NATO’s Cooperative
Cyber Defence Centre of Excellence has undergone
a second project, “Tallinn 2.0,” to expand the scope
of the Tallinn Manual, and the GGE conclusion on
cyber attacks represents only a start for developing
these norms. Going forward, policy makers
need to decide the best route of action, and what
exceptions and additions will have to be made (if
any) to account for cyberwarfare.
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1.2 International Cyber Security
Cooperation and Computer
Emergency Response Teams

Background

With the increasing sophistication of cyber
attacks and the global interconnection and
interdependency ~ of = computer  networks,
international cyber security cooperation is
needed to prevent and respond to cyber security
emergencies (Madnick, Li and Choucri 2009).
Computer Emergency Response Teams (CERTs)
provide an important potential mechanism to
facilitate and institutionalize such cooperation.
The CERT program is “chartered to work with the
Internet community in detecting and resolving
computer security incidents, as well as taking
steps to prevent future incidents” by: providing
a single point of contact for emergencies;
facilitating communication among experts who
are working to solve security problems; serving
as a central point for identifying and correcting
computer system vulnerabilities; maintaining
research ties to improve security; and initiating
proactive measures to increase awareness and
understanding of computer security to a variety of
stakeholders (CERT 2011).

The first CERT was launched in 1988 at Carnegie
Mellon University (CMU) in response to the
Morris Worm — a computer virus that took down
an estimated 10 percent of the Internet at the
time (Madnick, Li and Choucri 2009). The CERT
at CMU is now called the CERT Coordination
Centre (CERT/CC), and it develops standards,
best practices and policies for other CERTSs (ibid.).
CERT/CC has helped other countries develop their
own CERTs, and has played a significant role in
the creation of the US-CERT. At present, there are
over 200 recognized CERTs, with different levels
of organization, funding and expertise (Choucri,
Madnick and Ferwerda 2013). In addition to
CERT/CC, many CERT organizations also interact
with other coordination networks, such as the
Form of Incident Response and Security Teams,
which was established to enhance information
sharing between security groups (ibid.).

Section 1: Managing Systemic Risk [N

Contemporary Issues

Improving CERT Coordination and Leveraging
CERTs

In general, CERTs share a common structure
based on the standards and best practices set
out by CERT/CC. However, individual CERTs
differ in their areas of focus (academic, private,
national, regional), expertise (phishing, viruses,
information security) and ability to effectively
perform their mandates, due to varying levels of
funding and or technical expertise (ibid.). This
loose network reduces the accountability for each
CERT to individually perform, which may lead to
insufficient coordination and information sharing
among CERTs (ibid.). Furthermore, in most
countries, national CERTs and CERT institutions
donotexist, or are in their infancy (Raymond, Shull
and Bradshaw, forthcoming). Going forward,
policy makers can consider exploring options to
improve coordination and information sharing
among CERTs, and can consider leveraging
their skills and expertise for a variety of cyber
security issues. Policy makers can also explore the
possibility of professionalizing various CERTs to
improve international cyber security cooperation.

Works Cited
CERT. 2011. “About Us.” www.cert.org/meet_cert/.
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“Institutions for Cyber Security: International
Response and Global Imperatives.” In
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1.3 Infrastructure Protection and

Risk Management
Background
Critical National Infrastructure (CNI) is

infrastructure that provides essential services,
including water, banking, gas and communications
(Cornish et al. 2011). In early 2008, a main Internet
cable in the Mediterranean near Egypt was
damaged, endangering access to the Internet
across the Middle East. In 2007, similar incidents
took place in Taiwan and Pakistan (Kurbalija
2012). Such outages have the potential to cause
widespread disruption of daily life in wired
societies and bolster the case for treating physical
Internet infrastructure as part of CNI. As more
CNI is connected to and dependent upon the
Internet, the costs of such disruptions increase.
CNI providers and operators may experience
a wide variety of cyber attacks, ranging from
malware to sophisticated surveillance techniques
that attempt to steal insider information and trade
secrets. According to a survey of various CNI
organizations, these threats are proliferating. For
example, one security software provider reported
“a tenfold increase in malware attacks, rising from
6000 detections per day...in 2008 to 60,000 per day
in 2009” (Cornish et al. 2011).

Contemporary Issues

A cyber attack on CNlis a black swan problem: the
probability of an attack on CNI is low, however, if
an attack were to occur its impact would be large.
CNI organizations will manage cyber security in
differing ways according to their vulnerabilities
and resources. According to Cornish et al. (2011),
“Although one might expect public and private
organizations, particularly larger ones, to have a
clear sense of best practices, continuity planning
and risk management, this is not always the case.”
As a result there are a number of “inconsistencies,
gaps and omissions (through ignorance or
negligence)” in the way that organizations manage
cyber security measures (ibid.). Going forward,
policy makers will need to ask how organizations
can better coordinate risk management and best
practices to mitigate vulnerabilities in CNL

Works Cited
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1.4 Problems of Attribution,
Monitoring and Verification

Background

Attributing actions on the Internet is extremely
difficult as identities can be easily concealed.
Technical and non-technical measures can be
used to identify the source of an attack. However,
looking at the source alone is problematic, not
only because Internet communications will pass
through multiple routers in different states, but
also because attackers often intentionally use
proxies to mask their identities. Furthermore,
relatively few governments have the technical
expertise necessary to determine where cyber
attacks originate. Most of this expertise is in the
hands of private companies, and including private
firms in the attribution of cyber attacks can be
controversial because “itis not clear whether or not
states will accept the findings of these companies,
especially when the company is headquartered
in the same state making the public attribution
of the attack” (Raymond, Shull and Bradshaw,
forthcoming).

When technical measures can identify the source
of an attack, that fact alone does not indicate
who, or which country, is responsible. For
example, in 2009, when the Information Warfare
Monitor uncovered “GhostNet” — an attack that
emanated from computers in China and infiltrated
government and commercial computer systems in
over 100 countries — it could not be determined
whether the plot was controlled by the Chinese
government, by private “patriot hackers” acting
in the Chinese interest but without government
involvement, or by a criminal network in China.
The possibility that another state used agents to
launch the operation in China to mislead observers
to the true operators of the GhostNet system could
not be ruled out either (Goldsmith 2010).

Centre for International Governance Innovation ¢ Chatham House



Assuming that state-sponsored cyber attacks
constitute internationally wrongful acts, and
assuming technical measures can provide
sufficient evidence that a certain actor is
responsible for an attack, international laws that
govern state responsibility can be applied to
determine whether or not a certain state should be
held responsible for a cyber attack (Raymond and
Shull 2013). However, these laws are fragmented
and do not clearly define what activities are
attributable to a state.

Contemporary Issues

Getting Attribution Right

There are a number or risks associated with false
attributions. Particularly, when accusations are
made hastily, without convincing technical data
or according to proper legal procedure, diplomatic
relations can be damaged. Furthermore, such
situations are prone to escalation: because
cyber domain is offence-dominant, there may
be a perceived necessity to respond with hasty
attributions and tit-for-tat reprisals (ibid.).

However, over-attribution is only half the problem
if policy makers want to deter bad conduct in
cyberspace; there is also significant danger in
widespread failure to attribute cyber attacks when
technical and legal criteria have been satisfied
(ibid.). If cyber attacks are not criticized and no
efforts are made to hold bad actors accountable,
we may see a cycle in which anonymity impedes
the attribution of a cyber attack, while the lack of
attribution means the bad actor will likely evade
justice. This, in turn, decreases the level of cyber
deterrence and increases the chance of developing
permissive international norms.

Going forward, policy makers need to ask
themselves what rules will govern when and how
states publicly attribute cyber attacks. Currently,
the international laws of state responsibility are
fragmented. How should new norms and laws
be framed to address issues of state responsibility
and attribution of cyber attacks? Furthermore,
policy makers need to ask themselves how they
can find a middle ground that mitigates the risks
associated with both widespread non-attributions
with hasty attribution. With the risks associated
with misattribution and the consequences that
flow from it, what rules, norms and structures are
needed to break escalatory spirals, even where
attribution is properly made (ibid.)?

Section 1: Managing Systemic Risk [N
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1.5 Proliferation and Disarmament
Issues

Background

As a result of the proliferation of cyber incidents
and recent media attention, cyber security
issues have been at the top of the agenda for
governments around the world. US President
Barack Obama’s recent Cyberspace Policy Review
declared that “cyber security risks pose some of
the most serious economic and national security
challenge of the 21st century” (Government of
the United States 2009). Governments have been
updating their legislation on cyber security and
international conferences have been highlighting
the strategic-military aspects of cyber security.

In the current state of technology, the cyber
domain is largely offence-dominant (Nye 2013).
This is because attack tools are fairly cheap and
widely available: websites in China and Ukraine
sell daily, weekly, monthly or even lifetime
rentals of botnets with 24/7 technical support
(Diebert and Rohozinski 2011). Furthermore,
attackers can mount their assaults with “lightning
speed from anywhere on the planet to anywhere
else, disguising their origins and masking
responsibility” (Deibert 2013).

As a result, the world is also seeing what cyber
security scholars refer to as the “rise of a new cyber
military industrial complex,” as major defense
corporations, such as Boeing and Northrop
Grumman, are now repositioning themselves to
service the cyber security market (Deibert and
Rohozinski 2011). Furthermore, new products
and services, such as Deep Packet Inspection or
Big Data Analytics, developed mainly by western
firms, are finding their way into regimes with
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questionable human rights records. These tools
are being used to limit freedom of speech, access
to information and to infiltrate the computers of
dissidents and activists (Deibert 2013).

Contemporary Issues

Offence-Dominant Domain

In an offence-dominant environment, the pressure
is “to keep up or be left behind” (Diebert and
Rohozinski 2011). However, like all arms races
before it, the growing tensions in cyberspace and
“the proliferation of tools and services that feed it
create a climate of fear and insecurity where threats
lurk behind every corner and rash decisions can
lead to unexpected outcomes and chaos” (Deibert
2013). While most countries publicly declare that
they have no wish to be caught up in a digital arms
race, the threat of a sudden devastating attack
may create significant pressures, especially when
combined with major firms looking to exploit a
lucrative new market.
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1.6 Cybercrime

Background

Though it is difficult to quantify how much
cybercrime is occurring, a recent analysis by the
Center for Strategic and International Studies
(2014) estimates that cybercrime costs the global
economy more than USD $400 billion. Individual
cybercrime victimization is significantly higher
than conventional forms of crime. For example,
“victimization rates for online credit card fraud,
identity theft, responding to a phishing attempt
and experiencing unauthorized access to an email
account, vary between 1 and 17 percent of the
online population from 21 countries around the
world, compared with typical burglary, robbery
and car theft rates of under 5 percent for those
same countries” (UN Office on Drugs and Crime
[UNODC] 2013). Private actors report similar
victimization rates. For example, victimization
rates for data breaches due to intrusion or phishing
are between two and 16 percent (ibid.).

Laws play a key role in the prevention and
prosecution of cybercrime; at the national level,
cybercrime laws often concern criminalization.
However, countries are increasingly recognizing a
need to expand their legislation into other areas,
such as investigative measures, jurisdiction,
electronic evidence and international coordination
(ibid.). International legal coordination measures
are important when it comes to investigating and
prosecuting cybercrime because of its transnational
nature. Often, the perpetrator and victim are
located in different countries, posing difficulties
for law enforcement agencies in investigating and
prosecuting cybercrimes (Schreier, Weeks and
Winkler 2014). Without cooperation, issues of state
sovereignty can impede criminal investigation and
prosecution. In many countries, the principle of
“dual criminality,” which requires that the offence
in question be punishable in both jurisdictions,
must be in place for legal cooperation (ibid.).
If countries have different or diverging laws,
effective deterrence, enforcement and prosecution
by law enforcement agencies can be undermined.
Furthermore, “the speed at which cyber criminals
can inflict harm and move on to evade detection
also puts enforcement agencies under heavy
time pressures, making effective international
cooperation even more vital” (ibid.). Despite the
need for international cooperation on cybercrime,
no global multilateral treaty exists to deal with
these issues.

Centre for International Governance Innovation ¢ Chatham House



The Council of Europe’s Convention on
Cybercrime is the only major multilateral
convention  that  addresses  cybercrime
coordination issues. The Convention on

Cybercrime lists a number of crimes that
signatories are required to codify in their
domestic law. These crimes include hacking, child
pornography offences and offences related to
intellectual property violations. The convention
also sets out a number of procedural mechanisms
that signatories must establish domestically, such
as granting law enforcement authorities the power
to compel Internet service providers (ISPs) to
monitor a person’s online activities.

The convention calls upon signatories to cooperate
to the widest extent possible in investigation and
prosecution of cybercrime offences. Four non-
European states (Canada, Japan, the United States
and South Africa) participated in the negotiations
of the treaty and signed it. The United States
has also ratified the convention. The convention
is considered more than a regional convention
because countries that did not participate in
its drafting are still able to sign it, but it is not
considered a global convention because only one
non-member has ratified it.

Contemporary Issues

Addressing Fragmentation

There is international legal fragmentation when
it comes to addressing cybercrime, and there
are divergent views regarding the appropriate
procedural mechanisms to develop global
standards for investigating, enforcing and
prosecuting crimes online (see The Register
2010). The Convention on Cybercrime could be
a starting place for global cooperation. However,
critics have argued that making the convention
global would be difficult because it was drafted
by mainly Western democracies. Another option
would be to draft a new convention on cybercrime
cooperation with more participation from the
developing world. There is no clear consensus on
the best path forward.

Defining the Scope of Cybercrime

Not all acts of cybercrime are committed for the
same purpose. A great deal is intended to fund
the activities of pre-existing organized criminal
enterprises, while another subset involves the
exploitation of children or other vulnerable
individuals. However, some cybercrime involves
elements of protest and political dissent or even
simple mischief. Policy makers may wish to
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consider whether it is prudent or appropriate to
make distinctions between criminal acts involving
the use of information and communications
technology (ICT) on the basis of their purpose,
at least for sentencing purposes. Such measures
might be useful in minimizing the social costs
associated with the prosecution and incarceration
of offenders accused of more minor offences.
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1.7 Surveillance

Background

In the wake of recent disclosures about cyber
espionage, the discussion surrounding online
surveillance continues to capture global
headlines. New technological developments
over the past decade allow governments and
other organizations to collect, store and analyze
information relatively cheaply and efficiently.
With the integration of the Internet into our daily
lives, this technology can assemble a picture of an
individual’s entire personal and professional life
with a few computer commands.

Intelligence  gathering is an established
government function, but like many things, online
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surveillance has created a grey area in the rules of
the game. The United States has claimed that it uses
online surveillance methods to protect its citizens
against terrorism, improving state security.
US Secretary of State John Kerry stated that no
“innocent people” were being abused and that
surveillance by several countries had prevented
many terrorist plots (The Guardian 2013). Whether
or not these statements are true, the online factor
has complicated our traditional notions and
methods of surveillance and understanding of
what constitutes acceptable levels of surveillance
in the international realm.

Inresponse, Braziland Germany have spearheaded
efforts at the United Nations to protect the privacy
of electronic communications. In the fall of 2013,
they drafted a “Resolution on The Right to Privacy
in the Digital Age,” emphasizing that “unlawful
or arbitrary surveillance and/or interception of
communications, as well as unlawful or arbitrary
collection of personal data” are “highly intrusive
acts” that “violate the rights to privacy and
freedom of expression and may contradict the
tenets of a democratic society” (UNGA 2013a). And
in 2014 Brazil hosted the NETmundial meeting to
elaborate principles of Internet governance and
propose a roadmap for the future development of
the ecosystem (NETMundial 2014).

Revelations about US surveillance strategies
have also been felt by the private sector, as some
leaked documents revealed that the agency had
intercepted data transmitted on the cables that
link the worldwide data centres belonging to
Google and Yahoo (see Gellman and Soltani 2013).
In an open letter to the United States, Google and
Yahoo, along with several other technology giants,
raised their concerns regarding US national law
and data transparency (see Reform Government
Surveillance 2013). Overall, the revelations have
been toxic for the legitimacy of Internet governance
and diplomatic processes, as they have shed light
on a number of serious privacy and transparency
issues.

Contemporary Issues

National Privacy Standards

Privacy laws and standards have poorly adapted
to this changing technological environment. In
many states, legal standards are “either non-
existent or inadequate to deal with the modern
communications  surveillance  environment”
(UNGA 2013b). In many states, “vague and
broadly conceived legal provisions are being

invoked to legitimize and sanction the use of
seriously intrusive techniques (ibid.). When
information can be tracked back to a particular
individual or group of individuals, it can put
these people at risk of being exposed to violations
of their human rights, including the right to
privacy and the right to freedom of expression.
For example, restrictions in anonymity in
communication can have a chilling effect on
victims of all forms of abuse. Without anonymity,
victims may become more reluctant to report in
fear of double victimization (ibid.). Furthermore,
information that identifies individuals who report
on acts of violence or human right violations could
be used by governments or armed groups for
retribution. This was the case when the Egyptian
government used mobile call logs to track down
dissent in the aftermath of anti-government food
protests in 2008 (Ahmed et al. 2009); when the
Taliban threatened to target foreign aid workers
responding to the floods in Pakistan in 2010
(Office for the Coordination of Humanitarian
Affairs [OCHA] 2013); or when the Ukrainian
government used mobile and GPS technology to
text message protestors: “Dear Subscriber, you are
registered as a participant in a mass riot” in 2014
(The Guardian 2014).

Extra-Territorial Application of National
Surveillance Laws

With the proliferation of cloud computing
technologies and the increased flow of data
across borders, a number of states have begun
to adopt laws that’s authorize them to conduct
extra-territorial surveillance or to intercept
communications in foreign jurisdictions (UNGA
2013b). South Africa, the Netherlands, Pakistan
and the United States are just a few examples
(see ibid. for a detailed list). This suggests trends
towards the extension of surveillance powers
beyond national borders. Policy makers need
to ask, what limits, if any, need to be placed on
a state’s ability to conduct surveillance in foreign
jurisdictions.

Transparency Part One: Balancing Secrecy,
Security and Privacy

When undergoing surveillance for the purpose of
national security, states must strike a fine balance
between secrecy, security and privacy. Some
degree of secrecy is a requirement of legitimate
intelligence operations; however, there need to be
robust mechanisms to ensure that such agencies
do not act inappropriately. Establishing new laws
with no formal mechanisms of oversight will not
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guarantee that states will play by the rules. Unlike
nuclear tests, Internet surveillance cannot always
be reliably detected. Policy makers will need to
ask what the appropriate balance between secrecy,
privacy and security should look like and what
kinds of mechanisms will guarantee states adhere
to these standards.

Transparency Part Two: Judicial Oversight

Traditionally, to undergo communication
surveillance, states or law enforcement agencies
would have to have judicial authorizations. In
many cases, this requirement is being weakened
or removed (see UNGA 2013b). Frank La Rue, the
UN’s Special Rapporteur on the Promotion and
Protection of the Right to Freedom of Opinion
and Expression reports that “progressively,
communication surveillance is being authorized
on a broad and indiscriminate basis, without
the need for law enforcement authorities to
establish a factual basis for the surveillance on a
case-by-case basis” (ibid.). Furthermore, in many
states, network operators are being compelled
to modify existing infrastructure to enable
surveillance by state agents, eliminating the
opportunity for judicial oversight. These types of
arrangements take surveillance out of the realm of
judicial authorization and allow for unregulated
surveillance to occur in secrecy, removing any
transparency and accountability on the part of the
state (ibid.).
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1.8 Technical Risk

Managing systemic risk is not simply a matter
of diplomacy and international politics; it also
entails effective governance aimed at ensuring
the continued security and stability of critical
Internet resources, as well as the development
and adoption of high-quality Internet standards.
The section that follows examines these technical
dimensions of systemic risk.

1.8a Authority over the Root

Background

The Internet is often referred to as a “network
of networks” because it is not a single physical
entity, but rather “hundreds of thousands of
interconnected networks linking hundreds of
millions of computers around the world” (Kruger
2013). Every device that connects to the Internet
has a unique Internet Protocol (IP) address, such as
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216.191.141.45. IP addresses designate the virtual
location of a device that connects to the Internet,
allowing devices to send and receive information
from other devices connected to the network. One
function of the Domain Name System (DNS) is to
translate between the numerical IP address to the
text-based domain names that people use.

The DNS is sometimes described as the Internet’s
address book. At the top of the DNS are root
servers that distribute the contents of the root
zone file to servers across the Internet. The root
zone file contains the numeric IP addresses and
the corresponding domain names of the DNS
servers for all top-level domains (TLDs). Across
the world there are 13 “logical” root servers that
are managed by academic institutions, private
corporations and government institutions. Ten
of these logical servers are located in the United
States, one is in Sweden, one in the Netherlands
and one in Japan (Kurbalija 2012). These 13 logical
root servers are replicated across hundreds of
servers around the world.

While there are no formal statutory authorities
or international agreements governing the
DNS, several entities play key roles. Because the
Internet evolved from a network infrastructure
funded by the US Department of Defense, the
US government originally owned and operated
the key components of network architecture that
enabled the DNS to function (Kruger 2013). In
1998, a memorandum of understanding between
the Internet Corporation for Assigned Names
and Numbers (ICANN) and the US Department
of Commerce (DOC) initiated a process that
transitioned technical DNS coordination and
management functions to ICANN, while retaining
accountability to the US government. In 2006,
this agreement was superseded by a joint project
agreement, which expired in 2009, and was
replaced by an affirmation of commitments. This
affirmation formally limited US oversight by
providing review panels, which are independent
from ICANN board and staff, to periodically
assess the activities and processes of ICANN
(ibid.).

However, another contract between the DOC
and ICANN authorized the Internet Assigned
Numbers Authority (IANA), a subsidiary body of
ICANN, to perform various technical functions
under the DOC’s authority, including editing the
root zone file. Once the DOC approves content,
it is entered into the master root server, operated
by VeriSign — a private company under contract
with the DOC (Kurbalija 2012, 57-58). The file

in the master root server is then automatically
replicated on all the other root servers. The US-
delegated control over the root zone file through
its contract with IANA has long placed the
question of US authority at the centre of concern
for various governments and stakeholders. As
a result, the National Telecommunications and
Information Administration (NTIA) — an agency
of the DOC that is responsible for advising on
telecommunication and information policy
issues — issued a statement in 2011 that sought
public comment on the upcoming award of a new
TANA functions contract. In July 2012, the NTIA
announced the award of the new IANA contract
to ICANN for up to seven years.

In October 2013, ICANN and other Internet
standard-setting institutions — the Internet
Activities Board, Internet Engineering Task Force
(IETF), World Wide Web Consortium (W3C),
Internet Society (ISOC) and five regional Internet
registries (RIRs) — issued the Montevideo
Statement on the Future of Internet Cooperation
that called for a globalization of the IANA function,
which is currently being performed under
ICANN with the US government (ICANN 2013).
In the wake of the mass surveillance revelations,
some stakeholders have questioned the exclusive
US status as a counterpart to the IANA contract
and control over the root zone file (Corwin 2013).
In March 2014, the NTIA announced that the
United States would transition oversight to the
multi-stakeholder community by 2015. However,
no consensus proposal for replacing the current
model exists.

Contemporary Issues

What Will Authority Over The Root Look
Like?

Going forward, policy makers will need to consider
if the current governance model for authority
over the root is sufficient, or if an additional
proposal, such as further internationalization
of ICANN, should be adopted. The further
internationalization of ICANN would mean that
it would be characterized by an international legal
personality that is not a formal intergovernmental
organization.

If ICANN were to adopt this model, what would its
governance structure look like? The International
Committee of the Red Cross (ICRC) is an
independent, impartial and neutral organization
with an exclusively humanitarian mission to
protect the lives and dignity of victims of armed
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conflict and provide them with assistance. In this
sense, the ICRC has international legal personality
butisnotaformal intergovernmental organization.
One option is to make authority over the root
look more like the ICRC’s neutral, independent
and impartial governance model. The ICRC is
governed by an assembly, an assembly council,
the directorate and the presidency. The governing
bodies of the ICRC have overall responsibility for
ICRC “policy, strategy and decisions related to
the development of International Humanitarian
Law” (ICRC 2014). In addition, they oversee all
activities of the organization, including “field
and headquartered operations and approval of
objectives and budgets” (ibid.). The members of
the assembly are all elected members of Swiss
nationality. These members are responsible for
electing the directorate, which sits for a four-year
term, the president and the vice president.
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1.8b Standards Development

Background

A central function keeping the Internet operational
is the development and implementation of
Internet technical protocols. These are the
standards that enable interoperability across the
Internet, such as TCP/IP, Wi-Fi, MP3 and HTTP.
While these standards are more commonly
recognized, the majority of Internet standards are
not visible to end-users. Private, non-state and
non-profit institutions, as well as some public-
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private institutions, are responsible for developing
the majority of Internet standards Although
standards-setting organizations are largely
non-political institutions, the “technical design
decisions” that go into standards development can
have significant economic or political implications
(DeNardis 2009a). If a particular given set of
standards are not adopted by the global Internet
community, as well as states and businesses that
use or create this technology, the technical risk is
that the Internet will become fragmented. The key
standards-setting organizations, their roles and
membership policies are outlined below.

IETF

The IETF has developed the majority of core
Internet standards, including IP and other
networking standards for the Internet. The IETF
was formally founded in 1986, but is a derivative
of the core Internet engineering community
tracing back to the 1970s. More recently, the IETF
was placed under the umbrella of the ISOC, and
was tasked with keeping the Internet “operational,
open and transparent” (DeNardis 2013). As an
institution it is unincorporated, has no formal
membership or membership requirements, and
makes decisions based on rough consensus and
working code. This is best demonstrated by the
IETF’s Request for Comments process where “the
basic ground rules [are] that anyone [can] say
anything and that nothing [is] official” (DeNardis
and Raymond 2013). This is representative of the
“horizontal, distributed and voluntaristic rule
making procedures” reflective of the Internet
technical community (ibid.).

The W3C

The W3C is an important non-state entity that
sets application-layer standards for the Web,
such as HTML. It was founded in 1994 by Web
inventor Tim Berners-Lee in order “to ensure
interoperability among different emerging Web
products developed by different companies”
(DeNardis 2013). Membership in the W3C
is typically held by organizations, including
companies, NGOs and units of government. The
W3C, like the IETF, adopts standards according
to public commentary processes that are open to
participation.

Recent Developments

Montevideo Statement on the Future of
Internet Cooperation

For the last few years, several technical Internet
organizations (ISOC, ICANN, the Internet
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Architecture Board [IAB], IETF, IANA, RIRs and
W3C) have met to promote better coordination
among themselves. In October 2013, these
organizations released the Montevideo Statement,
recognizing that there is a clear need to strengthen
and evolve global multi-stakeholder Internet
cooperation. The statement pointed to a few key
issues, such as national fragmentation, pervasive
surveillance and a need to strengthen the multi-
stakeholder model for Internet governance. The
statement also called for a need to accelerate the
globalization of ICANN and IANA functions,
and the transition to Internet Protocol version 6
(IPv6) (ISOC 2013). The Montevideo Statement
regarding the globalization of ICANN and the
IANA functions was met with some contention
from a variety of stakeholders (see the previous
section for more details).

IETF and New Security Standards to Combat
Surveillance

Following the 2013 revelations about online
surveillance, the balance between security and
human rights has become increasingly urgent
in the eyes of many stakeholders, including
the technical standards-setting community. In
November 2013, 1,200 engineers and technical
specialists gathered at the IETF meeting in
Vancouver, Canada to work on improving various
aspects of Internet technology. They reached
broad consensus that Internet security has to be
improved to protect citizens against unwarranted
mass surveillance. Discussions addressed how
various standards could be improved to protect
against security breaches and how to meet the
challenges of changing technology security in
the long term. The IETF urged Web developers
to support a move that would encrypt a large
percentage of Internet traffic. Although this
would not stop mass surveillance, the adoption
of this standard would make it more expensive
for governments and other actors to conduct
surveillance.
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1.8b-i Standards Development Principles

Background

As the Internet continues to grow, the standards
that allow it to function with speed, efficiency
and interoperability continue to evolve. The
standards development process varies between
organizations; however, many of them share
particular values. Last year, the Institute of
Electrical and Electronics Engineers, IAB, IETF,
ISOC and the W3C affirmed a set of principles
called “OpenStand” that define the characteristics
of the modern standards paradigm. Although
formalized in 2012, the OpenStand principles
represent the standards development paradigm
that has shaped the Internet since its inception.
These principles are outlined below.

1. Cooperation: Respectful cooperation
between  standards  organizations,
whereby each respects the autonomy,
integrity, processes, and intellectual
property rules of the others.

2. Adherence to principles:

® Due process. Decisions are made with
equity and fairness among participants.
No one party dominates or guides
standards development. Standards
processes  are  transparent and
opportunities exist to appeal decisions.
Processes for periodic standards review
and updating are well defined.

* Broad consensus. Processes allow
for all views to be considered and
addressed, such that agreement can be
found across a range of interests.

* Transparency. Standards organizations
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provide advance public notice of
proposed  standards development
activities, the scope of work to be
undertaken and conditions for
participation. Easily accessible records
of decisions and the materials used in
reaching those decisions are provided.
Public comment periods are provided
before final standards approval and
adoption.

e Balance. Standards activities are
not exclusively dominated by any
particular person, company or interest
group.

* Openness. Standards processes are

open to all interested and informed
parties.

3. Collective empowerment: Commitment
by affirming standards organizations
and their participants to collective
empowerment by striving for standards
that:

e are chosen and defined based
on technical merit, as judged by
the contributed expertise of each
participant;

e provide  global  interoperability,
scalability, stability, and resiliency;

¢ enable global competition;

e serve as building blocks for further
innovation; and

e contribute to the creation of global
communities, benefiting humanity.

4. Availability: Standards specifications are
made accessible to all for implementation
and deployment. Affirming standards
organizations have defined procedures
to develop specifications that can be
implemented under fair terms. Given
market diversity, fair terms may vary
from royalty-free to fair, reasonable and
non-discriminatory terms.

5. Voluntary adoption: Standards are
voluntarily adopted and success is
determined by the market. (OpenStand
2013)

The OpenStand principles represent a “shared
commitment to producing standards through
open processes and consensus based decision
making, with transparency and balance” (Daigle
2013). As the Internet continues to grow, policy
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makers need to recognize this unique approach
that has contributed to the Internet’s success over
the past 20 years.
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1.8b-ii Enhancing Opportunities for
Effective Developing World Participation in
Standards Development

Background

As the Internet has become more complex, the
number of standards required to use the Internet
hasincreased. At the same time, there are a growing
number of standards-setting organizations
that work to make the Internet functional and
interoperable. These institutions all have distinct
policies and practices when it comes to developing
standards and encouraging participation within
their organization. As we have learned from
the OpenStand principles, the legitimacy of
Internet standards development has historically
been derived from its open and voluntary
institutional approach. However, despite this
open and inclusive paradigm, stakeholders from
developing countries — governments, private
sector, civil society and technical community —
are underrepresented in the Internet standards-
setting community.

Contemporary Issues

Addressing Barriers to Entry

The degree of openness in the standards-setting
process varies considerably by institution. Even in
some of the most open organizations, “barriers of
money, access, culture and knowledge can impede
meaningful participation by developing countries”
(DeNardis 2009). In the developed world, most
participants in standards-setting organizations
receive salaries from the organizations they
work for. However, in developing countries,
smaller companies, organizations or individual
citizens may not have the resources to cover
travel expenses for meetings that occur in the
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developed world. Furthermore, compared to the
developed world, the developing world is just
beginning to connect online and participate in
standards governance. The “esoteric knowledge
and technological expertise required to participate
in working groups also creates some inherent
barriers to involvement for those joining the
process as late entrants” (ibid.).

Access and cultural barriers also exist in standards
work. For example, individuals from some
cultures may experience language barriers or be
unaccustomed to the informal culture of some
of the Internet standards communities. Access,
ranging from adequate electronic access to
physical access to industry access, or even access
to key decision makers in standards processes, is
another key barrier to meaningful participation
(ibid.).

It is important for policy makers to consider
the role that developing countries play in the
standards-setting process. If developing countries
are not involved in standards development
because of barriers to entry, their interests are
not directly reflected in policy making (ibid.). In
addition, involvement in standards development
will increase commitment to voluntary adoption
of those same standards in developing countries.
Widespread adoption of key standards is critical
to maintaining universal interoperability. Over
the next few years, the majority of Internet growth
will be coming from countries in the developing
world. It is important that these countries are
given a voice in shaping the future of the Internet.
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2.1 Internet Access and
Interconnection

2.1a The Economics of Interconnection

Background

The Internet is composed of thousands of
independently owned and managed networks
that interconnect with each other, either bilaterally
or at shared Internet Exchange Points (IXPs).
When a packet is routed across networks to reach
its destination, information from one service
provider’s network will flow seamlessly through
another provider’s network via high-speed fibre
optic cables connected at high-speed switches.
Although there are many types of private
interconnection arrangements made between
networks in practice, generally speaking, network
operators agree to exchange traffic with one
another through mutual peering agreements in
which no money changes hands or via paid transit
agreements in which one network operator pays
the other for transport to the Internet. Network
operators will employ a combination of peering
and transit agreements to engineer the most
cost-effective and efficient solution for routing
information (ISOC 2013). These agreements are
generally private in nature and typically involve
little or no regulatory oversight.

Internet interconnection has evolved
independently from the historical traditions of
interconnection among voice telecommunication
providers. The ongoing transition from traditional
landline, cellphone and SMS networks to Voice
over IP (VoIP) networks for telecommunications
services poses a major threat to the business
models of incumbent telecommunications
operators. Throughout the developing world
and to some extent in Europe, national telecom
incumbents are key sources of government
revenue and are seen as symbolic national
corporate champions. Accordingly, many states,
as well as the incumbents within them, are
motivated to preserve their business models by
increasing the costs of VolP, or by finding a way to
capture revenue from interconnection.

This revenue model concern led to new
proposals in advance of the World Conference on
International Telecommunications (WCIT) in 2012.
The European Telecommunications Network
Operators’ Association (ETNO) made a proposal
that suggested three global policy alterations
pertinent to Internet interconnection: expansion

of International Telecommunication Regulations
(ITRs) to include Internet connectivity;
involvement of nation-states in “facilitating”
interconnection; and the prospect of compensation
between providers based on “sending party
network pays” (DeNardis 2012). Sending party
pays is imported from the telephone model of
“calling party pays” (ISOC 2013). Sending party
pays is a direct adoption of the international
telephone regime, where the caller incurs the cost
of placing the call. This proposal is a fundamental
challenge to the current model of transit and
peering agreements that accomplish Internet
interconnection and, as a result, has been met with
concern.

Contemporary Issues

Is State Oversight and Regulation Needed?

Some stakeholders have argued that there is a
need for state regulation, or at least facilitation, of
Internet interconnections. There has been a long
history of calls for direct governmental regulation
or funding of this interconnection, particularly
over the following concerns.

¢ Interconnection in emerging markets: In many
parts of the world, countries do not have a
single shared IXP within their borders. Shared
interconnection sites play “a critical role in
emerging markets by bringing content closer
to users, promoting local peering connectivity
among regional network operators, reducing
interconnection costs, and enabling sovereign
nation state autonomy in areas such as critical
infrastructure protection” (DeNardis 2012).
Some stakeholders have argued that state
regulation would improve the expansion of IXPs
into the developing world. Others have argued
that state regulation would actually impede the
expansion of IXPs into the developing world
by creating disincentives for network operators
to expand into complex regulatory systems.

(ibid.).

* Anti-competitive practices: Unlike traditional
telecommunication services, there has been
little regulatory oversight of how Internet
interconnection occurs, beyond antitrust
concerns. While on one hand, market forces and
antitrust regulations can effectively discourage
anti-competitive behaviour in peering and
transit agreements, there are rational concerns
about lack of competition in Internet backbones
and incumbent network peering policies that
limit additional connectivity other than paid
transit by smaller providers.
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¢ Censorship and filtering: Because
interconnection points concentrate the flow
of traffic between network operators, they are
potential points of government filtering and
censorship. Having greater transparency and
insight into the agreements and configurations
at these sites of potential government
intervention is important and is an area in need
of additional attention.

Compensation through “Sender Pays”

Many stakeholders have taken the view that
despite the fact that there is little oversight,
Internet interconnection works. In general, these
stakeholders argue that state regulation is not
needed for the following reasons:

* Complication: The “sending party network
pays” principle would greatly complicate
interconnection, since carriers would be
required to build and maintain accounting
mechanisms in order to determine who will
pay for traffic that flows between networks.
Furthermore, “protecting against manipulation
of the payment system would entail further
complexity and cost” (Center for Democracy
and Technology 2012).

e Higher costs: Sender pays would result in
higher costs that would be incurred by network
accounting systems and subsequently passed on
to Internet users. Sending party pays is a direct
adoption of the international telephone regime,
where callers pay high fees for long distance
phone calls. Forcing IP interconnections to
reflect the telephone regime could make
Internet access more like long distance calling
with higher costs passed on to customers.

e Limits on developing countries: If sending
networks have to pay fees to reach local telecom
operators that serve users in developing
countries, large corporations may decide that
certain countries are “not big or commercially
important enough to justify the cost of routing
traffic there” (ibid.). As carriers decline or limit
interconnection with destinations deemed
not worth the cost of termination fees, certain
countries may find themselves on a worsening
side of the digital divide. Citizens in those
countries could face reduced ability or increased
costs to access important content outside of
their countries borders.
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The “sender pays” proposal could be used
as a development model. For example, some
stakeholders may argue that the ETNO proposal,
or something like it, would help generate revenue
that could be used for infrastructure deployment
in less developed countries. Furthermore, because
the proposal does not specify any particular use
for such funds, countries could extract a levy
from the network operator and use it to improve
the overall welfare of the state. However, these
ideas have also been met with criticism. While
the sender pays model may generate additional
revenue for some carriers, it will most likely come
at the cost of the citizens, who may already suffer
from access issues due to high costs. Furthermore,
if the sender pays model is used to help improve
development, it would be highly uneven due to
geography and the attractiveness of setting up
interconnection points in certain countries over
others.

Works Cited

Center for Democracy and Technology. 2012.
“ETNO Proposal Threatens to Impair Access
to Open, Global Internet.” www.cdt.org/files/
pdfs/CDT_Analysis_ ETNO_Proposal.pdf.

DeNardis, L. 2012. “Governance at the Internet’s
Core: The Geopolitics of Interconnection
and Internet Exchange Points (IXPs) in
Emerging Markets.” Paper presented at
the Telecommunications Policy Research
Conference, the 40th Research Conference on
Communication, Information and Internet
Policy, Arlington, VA. http://papers.ssrn.com/
sol3/papers.cfm?abstract_id=2029715.

ISOC. 2013. “Internet Interconnections: Proposals
for New Interconnection Model Comes
up Short.” www.internetsociety.org/sites/
default/files/Internet%20Interconnections%?20
Proposals%20For%20New %20
Interconnection%20Model%20Comes%20
Up%20Short.pdf.

Suggested Readings

WCIT. 2012. Russian Federation: Proposals for the
Work of the Conference. http://files.wcitleaks.org/
public/S12-WCIT12-C-0027'R1IMSW-E.pdf.

Global Commission on Internet Governance



I rinding Common Ground

18

2.1b Localization and Possible
Fragmentation

Background

When information is transmitted over the Internet,
it is divided up into small segments called packets
that are transmitted across networks via routers
over the fastest path to their destination. Each
packetis comprised of a payload (the actual content
of the information), along with administrative
information such as IP addresses. In order for a
packet to reach its destination along the fastest
route, it may travel over several networks that
cross the borders of various states. Because
routing algorithms “help routers optimize routes
to minimize the latency or delay in transmitting
information” from one place to another, and
because network operators will exchange this
information between one another, users have little
control over or knowledge about where their data
travels (DeNardis 2013). With the proliferation of
Internet applications that rely on cloud computing
technology, this phenomenon is exacerbated as
suppliers optimize their capacity by moving and
storing data on different servers that could be
located outside of a user’s home country (National
Board of Trade 2012). The border-blind nature
of Internet routing raises important questions
regarding the security and privacy of data in
transit, as well as over determining who has legal
jurisdiction over such data.

Contemporary Issues

Localization and Uncertainty Regarding
Applicable Legal Systems

The NSA surveillance disclosures have become a
major concern for countries in the European Union,
Brazil and elsewhere. In addition to thinking
about creating national servers to store national
data, Brazil has been working to create a “BRICS
cable” (Brazil, Russia, India, China and South
Africa) that will create “an independent link”
between BRICS countries in order to “bypass NSA
cables and avoid spying” (RT 2013). This points
to important concerns regarding the movement
of data across foreign jurisdictions. When public
data is routed or stored in a server in a foreign
country, a number of serious issues arise, such
as the potential consequences of this information
being exposed to another country’s legal system
and regulatory apparatus. While the majority
of countries have some form of data protection
and confidentiality legislation, it is common

for limitations on the treatment of foreign data
to exist. Furthermore, in many other countries,
substantial data protection laws are often lacking.
Would routing data through (or cloud storage of
data in) a country be sufficient to establish legal
jurisdiction over that data?
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2.1c Net Neutrality

Background

A founding design principle of the Internet was
the desire for an open system in which packets
are delivered across a network equally without
regard to their content or other characteristics. The
basic contemporary question of “net neutrality” is
whether ISPs should be legally prohibited from
discriminating against certain types of Internet
traffic versus other types. As a principle, net
neutrality requires that ISPs route all traffic in a
neutral manner, withoutblocking or throttling back
packets based on content, traffic type, protocol,
application or destination. Over the past few years,
censorship by Internet intermediaries has been
increasing in scale and scope. While ISP blocking
is currently widespread in controlling spam email
and, in some countries, blocking sexually explicit
or illegal images, over the past few years various
network operators have received criticism for
blocking content and throttling smaller ISPs that
piggyback on their network infrastructure for
anti-competitive purposes, as well as for engaging
in general traffic management purposes (Belli
and De Filippi 2008). At the same time, the net
neutrality debate has been further fuelled when a
US appeals court threw out federal rules requiring
broadband providers to treat all Internet traffic
equally (Nagesh and Sharma and 2014).

To block and/or throttle content, ISPs employ
“Internet traffic management techniques” that
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inspect, prioritize or deprioritize Internet content
in a tiered fashion. Internet traffic management
techniques can take on different forms for various
reasons: “needs basis discrimination” takes
place when there is network congestion; “active
discrimination” takes place when carriers inspect
all data packets regardless of congestion; and
“blocking” takes place when carriers discard data
traffic from a particular source (Verhulst 2011).
The main questions that policy makers must
address are: when and under what conditions
may ISPs be prohibited from discriminating or
using Internet traffic management techniques for
various purposes; and who will provide oversight
to ensure open access and prevent anti-competitive
behaviour?

Contemporary Issues

Appropriate versus Inappropriate
Discrimination

New technologies such as deep packet inspection
now allow ISPs to look inside a data packet to
see its content. ISPs can tell how much email a
customer is sending or receiving, whether they are
using peer-to-peer software, specific applications
such as Skype or if they are using their connection
for online gaming. Because different applications
consume different amounts of bandwidth,
some ISPs argue that customers who use high-
bandwidth applications slow down everyone’s
connection. Critics of ISP discrimination often
argue that if ISPs discriminate between different
types of traffic, ISPs could limit applications
that threaten their own businesses. For example,
Skype would compete with phone services
offered by many ISPs and therefore threaten
existing profit streams. Critics also suggest
that if ISPs discriminate and provide tiered
services, bigger companies that can afford to
pay ISPs for faster speeds will enjoy an unfair
advantage over smaller firms and individuals. It
is important to note that packet inspection and
similar technologies are not always harmful, and
can be used to prevent viruses, denial of service
attacks and other malicious activity. Policy
makers will need to confront serious questions,
including: what is appropriate and inappropriate
discrimination? What kind of policy or set of laws
should governments adopt in order to ensure
fair access to Internet content? How to conduct
proper oversight regarding Internet management
techniques and ISP discrimination?
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Preserving Openness and Universal Access

Proponents of net neutrality suggest that an “open
and fair” network is important for empowering
users and fostering creativity and innovation.
They suggest that the adoption of invasive
techniques can have consequences for a user’s
fundamental rights to expression and privacy,
which are guaranteed by international human
right standards. Policy makers will need to ask
what kinds of limitations (if any) should be placed
on differential packet treatment.
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2.2 Critical Internet Resources:
Balancing Adequacy, Accessibility,
Security and Stability

Critical Internet Resources (CIRs) refer to Internet-
specificlogical resources; they are unique binary and
alphanumeric identifiers related to the Internet’s
addressing system and the DNS. A common
characteristic of CIRs is the technical design
requirement that they serve as globally unique
identifiers, a feature necessitating centralized
coordination. The need for some centralized
coordination has often raised questions about who
should most appropriately have oversight, how
to equitably reflect the globalized nature of the
Internet and how to procedurally create necessary
legitimacy for centralized oversight.
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2.2a IP Addresses

Background

IP addresses are the unique numerical addresses
that all devices that connect to the Internet must
have, either permanently or temporarily for a
session. The system that distributes IP addresses
is hierarchically organized. At the top is the IANA
function of ICANN. IANA distributes blocks of
IP numbers to the five regional Internet registries.
RIRs then distribute IP numbers to local Internet
registries and national Internet registries, which
allocate or assign them to smaller ISP companies,
businesses and users.

Under the long-standing standard for Internet
addresses, Internet Protocol version 4 (IPv4), each
binary address is 32 bits in length. This design
feature provides a reserve of approximately
4.3 billion unique Internet addresses. In February
2011, these addresses had been fully allocated by
IANA to the five RIRs and to incumbent users
who predated the formation of the RIRs. This
depletion has been accelerated by the introduction
of Internet enabled devices, such as mobile
phones and game consoles, as well as the rise of
overall Internet connectivity (Kurbalija 2012).
Therefore, an important current policy question
about IP addresses involves how to manage the
remaining reserve of IPv4 addresses. There is
broad consensus that the prevailing IPv4 address
reserve will soon be exhausted, a phenomenon
with significant implications, especially in parts of
the developing world without large existing stores
of IPv4 addresses (DeNardis 2013).

In 1990, the Internet standards community
identified the potential depletion of IP addresses
as a crucial design concern (DeNardis 2009).
Subsequently, the IETF recommended a new
protocol, IPv6, to expand the number of available
addresses, from 32 to 128 bits. This would supply
the world with 2'*® or 340 undecillion addresses
(ibid.). Despite the fact that IPv6 has been available
and implemented in products for a long time, for
a variety of political and technical reasons, the
deployment to IPv6 has barely begun (DeNardis
2013).

Contemporary Issues

IPv6 Implementation
Compatibility

Part of the difficulty is that an IPv6-only Internet
device cannot communicate with IPv4-only
devices: a computer or phone connected to the
Internet via IPv6 would not be able to connect
natively to an IPv4 Web server. Yet, “IPv4 sites
are the norm and will likely remain the norm for
the foreseeable future” (DeNardis 2009). Going
forward, policy makers and technical actors must
determine what type of market intervention or
government regulation is necessary (if at all) to
address the exhaustion of the IPv4 address space
or to provide incentives for upgrading to IPv6.

IPv4 Address Transfer

In the early days of the Internet, before the
RIR system was in place, some organizations
received large allocations of IP addresses. These
addresses became known as “legacy address
space” and account for about 40 percent of all
IPv4 addresses. These organizations have no
relationship with the RIRs, because the RIRs were
established after these early IP address allocations.
However, because IPv4 addresses are now scarce,
a voluntary redistribution of IPv4 addresses has
been occurring with the emergence of new “IPv4
address broker businesses” advertising online to
facilitate these transfers. There is concern that a
growing market in IPv4 addresses has developed,
with a significant proportion of addresses coming
from the legacy allocations. There is also some
concern that legacy address markets provides
incentives to delay and/or resist the transition to
IPvé.
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2.2b Domain Names

Background

The DNS is a critical operation that translates
between the domain names that people use and
the binary addresses that computers use. For
this reason, the DNS is often referred to as the
Internet’s phonebook. Through this address
resolution process, the DNS resolves billions of
queries per day. In a very simplified way, the DNS
can be described as an “enormous, hierarchal
database management system that is distributed
globally across countless servers” (DeNardis
2013). The Internet’s root name servers contain a
master file known as the root zone file. This file
lists the IP address and associated names of the
official DNS servers for all TLDs: generic top-level
domains (gTLDs), such as .com, .edu, .gov, etc,;
and country codes (ccTLDs), such as .ch for China
or .uk for the United Kingdom.

Contemporary Issues

The TLD Expansion and Globalization

Technically, the potential to create new TLDs
is almost unlimited. However, the introduction
of new gTLDs has been a slow and sometimes
contentious process. After six years of
consultations, in 2011, ICANN approved a new
gTLD program that would end most restrictions
on gTLDs and allow any organizations to apply
and run their own TLD, including TLDs in non-
Latin language scripts — called Internationalized
Domain Names (IDNs). These new IDNs are
important because they will further facilitate
the creation and accessibility of content in non-
Western languages. The new gTLD application
guidebook contains policy requirements for
gTLDs. One of these requirements is that “applied
for strings must be comprised of three or more
visually distinct letters or characters in the script,
as appropriate” (Seng 2009). This imposes some
constraints on Chinese, Japanese and Korean
languages, where every ideograph represents a
word. This means that the three-character policy
would require TLDs to be at least three words
(ibid.).

In2012, ICANN started taking applications fornew
TLDs: they received nearly 2,000 proposals ranging
from .blog, .shop, .apple to .books. Companies
that submitted applications paid a US$185,000
application fee to ICANN. The application fee has
raised a number of important concerns regarding
competition because it may discourage smaller
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business from applying. Moreover, under the new
gTLD program, applicants would commit to being
responsible for the registry, raising initial questions
about whether there would be a free market for
any entity wanting to register, or whether there
would be anti-competitive behaviour around new
gTLDs. New gTLDs will allow similar companies
and organizations a specialized Web suffix, such
as .shoes or .jeans, which would be commercially
desirable. This raised a number of questions: who
would own and manage commercially desirable
gTLDs such as .shoes; and how would fair
competition for a commercially desirable gTLD be
ensured?

Geographic and Commercial Applications

New gTLDs can create conflict between geographic
and commercial applicants. This was the case
when Brazil and Peru objected to a bid made by
Amazon for the .amazon gTLD. Until now, the
differences between commercial and geographic
types of identity were easily distinguished;
however, new gTLDs are changing this, as
the lines between commercial and geographic
distinctions are no longer as clear (Watts 2013). The
Governmental Advisory Committee of ICANN
has given geographic applicants priority in cases
of conflict. This is, to some extent, controversial, as
it demonstrates the influence the committee could
exert over ICANN; to some, this is an unwelcome
intrusion of the state, while to others, this is an
important check on commercial dominance of the
Internet.
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2.3 Cloud Computing

2.3a Cloud Computing Technology

Background

Cloud computing involves running applications
or storing data on a remote, Internet-based server,
rather than on a local computer (Bradshaw, Harris
and Zeifman 2013). Unlike uploading data to a
local hard drive, when an individual uploads
information to a cloud they are unaware of the
physical location of the data.

Cloud services can be broken down into three
categories (UN Conference on Trade and
Development [UNCTAD] 2013):

e Infrastructure as a service, where the cloud
provider’s processing, storage and other
computing resources allow the user to deploy
and run software.

e Platform as a service, where the user’'s own
applications and programming tools are owned
and managed by a cloud provider.

e Software as a service, where a user takes
advantage of software running on the cloud
provider’s network rather than on the
customer’s own hardware.

The essence of what we've come to know as
cloud computing is not new — users have
uploaded and stored data on remote servers
for years, most commonly with their own ISPs.
What is novel about cloud computing, as it is
known today, are the expansion of the type and
quantity of information that can be uploaded, and
the commensurate expansion in the number of
individuals and firms using and offering remote
servers for business and personal applications.
However, the rapid expansion of cloud computing
services raises a number or challenges and risks
that relevant stakeholders must consider.

Contemporary Issues

The Developing World and Cloud Computing
Limited Internet Infrastructure

Due to a lack of basic Internet infrastructure,
the options for cloud services available in low-
and middle-income countries are different than
those in advanced economies. Limited Internet
infrastructure — such as IXPs, broadband, fibre
optic cables, and power grids and outlets —
impacts the availability, quality and speed of a
user’s connection. This also affects a country’s
ability to build local data centres. As a result, there
is a “significant digital divide in terms of data
centre and server availability across countries”
(UNCTAD 2013). Limited Internet infrastructure
also affects the type of cloud services available to a
particular region. While many Internet users make
use of basic cloud services, such as email or VoIP,
these applications require “far less speed and
can tolerate more latency than advanced cloud
services relevant to the business world” (ibid.).

Cost of Communication

The cost of communication is another challenge
for developing countries. Many businesses in the
developing world cannot afford the combined
costs of utilizing cloud services, connecting to
the Internet via ISPs and purchasing hardware
required for an Internet connection. These
combined costs are likely to form a much
higher proportion of a business’s expenses in
the developing world compared to advanced
economies.

Data Privacy and Security

Data privacy and security are concerns for both
developed and developing countries. Cloud
computing services will often route and store data
on a server that is located in a foreign country,
raising a number of legal, jurisdictional and
regulatory challenges concerning data security and
privacy. In countries that carry out surveillance on
its citizens and have poor privacy laws, citizens of
that state may also be concerned if cloud servers
store their personal data locally. To date, there is
no international harmonized privacy framework
that regulates data transfers across borders. As of
2013, 99 countries have national laws that cover
data privacy in some way (ibid.), yet there is no
standard for how much protection these laws
offer, and foreign and domestic data are often
held to different standards under domestic legal
regimes.
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2.3b Firms as Internet Consumers

Background

Across industries, firms rely upon the Internet
for carrying out their core business. They use
the Internet for communication, e-commerce,
supply chain management, financial transactions,
marketing and most other basic business functions.
Cloud computing applications, in particular, are
increasingly being used by firms in the conduct
of business. Examples include: using cloud-
based email to communicate with customers and
partners; backing up essential business documents
on a cloud-based server rather than solely on
a hard drive; and cloud-based social media
applications, such as Facebook, to advertise to a
broad customer base. In addition, companies are
increasingly using cloud applications to outsource
administrative costs and relocate programs and
data to external servers. As firms continue to use
the Internet as a medium for business applications,
communication and advertisement, Internet
governance will have a large impact on how firms
do business.

Contemporary issues

Rapid adoption of cloud-based ICT architecture
and services creates a number of challenges for
firms as large Internet consumers. Under the
current model of interconnection and Internet
routing, data travels across Internet infrastructure
without regard for national borders. Even if
contracts require cloud services to be hosted in
“safe” countries, internationalization of data
hosting creates difficulties in ensuring data can
flow between legal jurisdictions without becoming
subject either to third-country legal regimes or
other means of government access.

Aside from issues relating to data transit, the
increasing internationalization of data hosting and
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other such services creates more straightforward
policy challenges. The collection and storage of
customer information by firms that operate online
poses important liability questions in the event
such data is compromised, lost, or perceived to
be improperly used. To the extent firms operate
digitally in multiple jurisdictions, they may face
additional liability and/or increased compliance
costs created by differences in data protection
and lawful intercept regimes. They may also face
brand risks associated with operating digitally in
jurisdictions consumers see as unsafe or as unduly
authoritarian.

To the extent that states adopt data localization
requirements, whether in response to concerns
about foreign intelligence activity or for other
reasons, firms may also be faced with the difficult
choice between withdrawal from such markets
and the implementation of costly changes to their
core operations. Such changes might include
the construction of local data centres and the
decentralization of service departments that work
with the data in question.

As firms continue to move their business online,
and as consumers continue to use the Internet as
a medium for brand recognition and purchasing
products, any interruption to business services
offered online will impact a firm’s ability to
compete in the marketplace. Business interruption
can occur as a result of incidents of consumer
data theft or other cybercrimes, as well as
damage to Internet infrastructure due to a violent
conflict or natural disaster. On the one hand,
decentralization reduces the risk of damage at any
particular geographic location; however, it also
creates vulnerability from damage at any of these
geographiclocations. Policy makers and firms may
want to consider how Internet resilience can be
further increased, in order to reduce the incidence
and severity of business interruption, as well as
whether (and how) firms might be compensated
in such circumstances.
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2.3¢ Taxation and Transfer Pricing

Background

Transfer pricing is “the setting of prices for
transfers within [a] multinational enterprise
[MNE]” (Eden 2011). Transfer pricing is an issue
that must be addressed when a corporation is
conducting business in more than one country.
Within MNEs, international transfer pricing is
often a source of conflict of objectives. CEOs
and corporate controllers do not always agree
on the use of transfer pricing techniques for
“cost allocation of resource decisions, economic
business decisions...and overall tax strategies”
(Abdallah and Maghrabi 2009). Transfer pricing
also engenders disputes between firms and states.
States wish to protect their taxable revenues,
whereas corporations wish to lower their taxable
earnings through transfer pricing schemes. As a
result, transfer pricing has been described as the
“grey area of tax” (Financial Post 2013).

For some, transfer pricing is “the biggest tax
avoidance scheme of all” (Sikka 2009). As
globalization has provided corporations with the
ability to design, manufacture and sell products on
a global basis, such a structure gives corporation
discretion in allocating costs to each country and
shifting profits through intrafirm trade.

In order to protect the interests of the state,
the Organisation for Economic Co-operation
and Development (OECD) has established
international rules on transfer pricing (see OECD
2010). However, these rules rely on the notion of
“cost,” which can be unclear. In general, the rule
that governs cost is the “arm’s length” principle,
where normal commercial prices are used to
transfer goods and services. However such prices
are not easy to find, especially when markets
are dominated by a very limited number of
multinationals.

Contemporary Issues

Personal data is generating a new wave of
opportunity for economic and societal value
creation (World Economic Forum 2011). Many
websites, such as Google and Facebook, are
a means to commercialize access to personal
information. The data collected about individuals
is often transferred between servers, and sold and
resold on second and tertiary markets. If ICT firms
are profiting off of the sale and resale of personal
data, policy makers must ask important questions
related to taxation and transfer pricing: given

that the sale of personal data is becoming a new
asset for ICT firms, should data sales be taxable
like other goods and services that move between
firms across borders? If yes, how do policy makers
determine the price of personal data? Should
firms be transparent in the intra-irm movement
of data across borders? If yes, how do states hold
firms accountable to intrafirm transfer pricing of
personal data?
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2.4 The Intersection of Internet
Governance and the International
Trade Regime

In a relatively short period of time, the Internet has
shifted from a source of information to a market
for goods, services and ideas, increasing economic
growth, expanding access to information,
and altering the way that trade is done. Trade
agreements, such as the Trans-Atlantic Trade
and Investment Partnership (TTIP) and the
Trans-Pacific Partnership (TPP), are increasingly
incorporating chapters on e-commerce, the cross-
border delivery of services, the flow of information
and the inclusion of new Internet-related
intellectual property rights, but no substantial
progress has been achieved at the global level
since the Uruguay Round. Therefore, much of
the existing international legal mechanisms and
governance infrastructure for managing issues
that arise at the intersection of Internet governance
and the international trade regime have become
highly inconsistent or outdated.

2.4a Transnational Data Flows and Cloud
Computing

Background

The Internet has increased the amount of global
trade by increasing the free flow of digital products
and services across borders, as well as the global
flows of information and financial flows that
support global trade in offline products. Flows
of digital products and services across borders
are increasingly occurring via cloud computing
technology. The term “cloud computing” is used
to describe a wide range of services delivered
using computing resources. Generally, it involves
running applications or storing data on a remote,
Internet-based server, rather than on a personal
computer. Common cloud services include
email programs, social networks and file hosting
services. In addition to individual users, cloud
computing services are being increasing used by
actors in both the private and public sector.

Free trade agreements increasingly include cloud-
related provisions. Most notably, discussions of the
TTIP and the TPP have dealt with the facilitation
of cross-border data transfer. An eventual
agreement may include language committing
parties not to introduce or maintain unnecessary
barriers to electronic data flows across borders. US

Section 2: Preserving Innovation [N

negotiators have been pushing to prevent countries
from implementing “localization requirements”
that require companies doing business in one
jurisdiction to physically locate computer servers
there.

Localization requirements are problematic for
technical reasons. Since cloud suppliers have
strong incentives to optimize their capacity, data is
often moved between different servers, depending
on where storage space is available (National
Board of Trade 2012). When cloud services are
being used to process data, it is also common for
the information to be moved between servers.
This means that even if there is an agreement with
the customer about where the information shall
be stored, it may be moved to another location
during processing, and then returned and stored
in an agreed location (ibid.). The results are that
a customer can be exposed to another country’s
legal system, regardless of the storage location
stated in the agreement. Further, since Internet
traffic is routed in a border-blind manner, there
may be exposure to another legal system in transit.
These technical aspects of how cloud computing
functions are of vital legal importance, as they
raise important questions regarding the security
and privacy of data in the cloud.

Contemporary Issues: Transnational Data
Flows

Cloud Computing and Server Localization

As discussed in Sections 2.1b and 2.3, Brazil has
raised concerns about its citizens’ data being
routed through US infrastructure and thus
potentially subject to American jurisdiction. In
response, Brazil is developing a plan that may
require local data storage centres for large Internet
corporations, such as Facebook and Google. While
installing localized data storage centres may help
promote consumer privacy by protecting users’
data, the proposition has been met with opposition
by Internet corporations. In a letter to the Brazilian
government, about a dozen Internet Companies
wrote that “in-country data storage requirements
would detrimentally impact all economic activity
that depends on data flows” and argued that this
policy would push companies away (Reuters
2013).
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2.4b Standards as Technical Barriers to
Trade

Background

Internet standards are the “blueprints” for
developers, as they provide common formats
and specifications to ensure that products are
interoperable with products made by other
manufactures. As a result, standards perform
“a key economic function by providing a
common platform for product innovation and
the production of multiple competing products”
(DeNardis 2014).

Internet governance standards development has
traditionally been “open,” meaning standards
with no (or minimal) intellectual property
restrictions on their use are chosen. This open
approach is often credited with contributing
to economic growth, innovation and market
conditions with fair competition among Internet
companies. The IETF and the W3C, two main
Internet standards-setting organizations, have
traditionally published their standards openly.
However, not all Internet-related standards are
open. There are many information technology
standards that have underlying patents which
require royalty payments for use. For example,
Wi-Fi standards have been at the centre of long-
running patent lawsuits (ibid.).

Standardization is directly related to global
trade conditions. When a country’s technology
companies have access to global and open
Internet standards, they have an opportunity to
develop and invest in innovative products that
will interoperate with other products on the
global market. The World Trade Organization
(WTO) Agreement on Technical Barriers to Trade
acknowledges the role of international standards
in the facilitation of global trade by “improving
efficiency of production and facilitating the
conduct of international trade,” and asserts
that WTO members will “ensure that technical
regulations are not prepared, adopted or applied
with a view to or with the effect of creating
unnecessary obstacles to international trade”
(cited in DeNardis 2014).

Contemporary Issues

Open Standards and the Promotion of
International Trade and Development
Governments have different policies requiring
certain  characteristics of standards-based
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intellectual property in the technologies they
procure. US policy states that the owners of
any intellectual property “have agreed to make
that intellectual property available on a non-
discriminatory, royalty-free or reasonable royalty
basis to all interested parties” (DeNardis 2014).
The objective of this approach is to balance the
rights of the patent holder with the promotion
of innovation. Other countries, such as India,
require that the government give preference to
the adoption of royalty-free or open standards.
The rationale for open standards policies includes
“promoting an economic environment in which
there is a level playing field for competition and
innovation based on the standard, as well as
avoiding vendor lock-in and dependence on a
single vendor for products and services” (ibid.).
Policy makers will have to consider whether or
not Internet standards should be royalty bearing
or open, what rights an Internet-standards patent
holder should have and whether or not they
should be compensated, and how international
trade, economic growth and innovation should be
weighed against standards-embedded patents.
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2.4c¢ Copyright and Trademarks

Intellectual property is an umbrella term
encompassing the law of copyrights, trademarks,
trade secrecy and patents. Knowledge, ideas and
brand recognition are powerful resources in the
global economy. In order to protect these key
resources, intellectual property rights (IPRs) have
been established in both international agreements
and national jurisdictions. Key international
governing bodies include the World Intellectual
Property Organization and the WTO’s trade-
related aspects of intellectual property rights
(known as TRIPS) agreement.

Background

Copyright and trademark laws balance the rights
of individuals over their creative works with a
recognition that extensive social and economic
benefits flow from their circulation. However,
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traditional concepts of copyright and trademark
are challenged by the Internet in numerous ways.
This is largely due to the fact that the Internet
collapses the distinction between transmitting,
copying and using information. The potential
for sharing information has become limitless, as
digital technology gives everyone the ability to
instantly upload and share copyrighted materials
on websites with global reach.

Currently, policy debate over copyright and
trademark IPRs is characterized by extreme
polarization: state and corporate advocates of
these IPRs continue to support extensive and
systemic interventions into Internet governance
mechanisms, while users and civil liberties groups
form countermovements, supporting free and
open access to knowledge, ideas and information.

Intensive lobbying efforts by recording and
entertainment industries have begun to culminate
in new regulatory actions by governments around
the world. These actions have largely been
aimed at using Internet intermediaries to filter or
monitor the dissemination of copyrighted content.
For example, the Stop Online Piracy Act (SOPA)
and the PROTECT IP Act (PIPA) in the United
States attempted to stop online piracy by giving
Internet intermediaries permission to further
block access to infringing websites and ban search
engines to link to such sites. Internationally, the
Anti-Counterfeiting Trade Agreement (ACTA)
addresses IPR infringements in ways that may
open the possibility for private policing and
enforcement.

All of these regulatory actions have been met with
strong countermovements from civil liberties
groups, users and academics on the grounds of
human right and freedom violations. Developing
a legitimate legal mechanism that finds a balance
between the interests of copyright holders and
users is the biggest challenge faced by policy
makers going forward.

Contemporary Issues

Striking a Balance

There is an ongoing struggle between the
Internet’s ability to facilitate information sharing
and open networking, and the attempts of the
owners of trademarked names and copyrighted
content to build “legal and technical fences
around their assets” (Mueller 2010). Traditionally,
the balance between exclusivity and free use has
been drawn by a concept that the law calls fair use
or “fair dealing.” While the specifics vary among
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different legal systems that have adopted “fair
use” doctrines, in general, the law provides an
exemption from copyright liability for purposes of
research, private study, education, parody, satire,
criticism or review.

However, striking a fair balance in the digital age
is a complex issue, given that digital reproduction
has many applications. Further, fair use has been
criticized for focusing on the rights of the right
holder, leaving individuals ill-equipped to make
fair use of digital information. Therefore, finding a
fair definition of fair use is important for balancing
the rights of right holders and users.

Enforcement

The growing regulatory trend emerging from
the IPR debate is a shift from state responsibility
for monitoring and policing Internet conduct
onto private sector intermediaries. It is not only
territorial boundaries that pose a problem to state
regulation, but the massive scale and scope of
the interactions enabled by the Internet: “if it is
too difficult and costly for the state to police the
billions of interactions among a billion individuals
connected by the Internet, then one can vest those
who provide the platforms and capabilities for
digital communications with the responsibility
for infringing actions by their users” (ibid.).
Delegating responsibility to the private sector can
be a strategy for overcoming the limits of territorial
jurisdiction, but outlining what their roles will
be and establishing accountability, legitimacy
and transparency are all issues that need to be
considered.

Considerations

Any restriction of fair use could weaken the
position of developing countries. The Internet
provides researchers, students and others from
developing countries with a powerful tool for
participating in global academic and scientific
exchanges. A restrictive copyright regime could
have a negative impact on capacity building in
developing countries. Furthermore, restrictions of
fair use could limit the right to freedom of speech
and education.

Domain Name Trademark Disputes

Trademark disputes have been at the centre of
many policy controversies over domain names.
Since the establishment of the Internet, there have
been a number of “cybersquatting” issues, where
actors have tried to capitalize on the unique nature
of domain names by registering a domain name
that might become popular, such as a product or

a name, and then selling it back to the owners of
the product or to the individual. Traditionally,
DNS trademark disputes have been managed
by ICANN’s Uniform Domain-Name Dispute
Resolution Policy. However, this system has been
criticized for having limited remedies and for
being non-binding in the sense that decisions do
not preclude a subsequent or contemporaneous
court proceeding (Fernbach 2012). Furthermore,
because intellectual property laws vary across
national jurisdictions, a number of complexities
have arisen, such as “where a trademark is
registered versus where a server is located versus
where a trademark infringing entity resides”
(DeNardis 2013).
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2.4d Technological Patents

Background

While copyright and trademark issues on the
Internet receive more public attention, it is
important to recognize that full consideration of
IPR issues in the context of Internet governance
should also include patents. Patents protect
inventions by providing a government-granted
monopoly to an invention that excludes others
from making, using, selling or importing claimed
inventions for a limited period of time. Only
recently have patents started being granted for
software, making patents applicable to Internet
technology. Coordinating mechanisms around
standards-based patents are also a complex area
of IPRs built into the Internet’s architecture.

“Patent trolling” refers to enterprises that apply for
a massive number of patents, or that use patents
they own to extract a toll from the competition,
giving them an advantage in the market, or as
a stand-alone business model. The term “troll”
is often used by critics who compare these acts
to mythical trolls who hide under bridges built
by others and unexpectedly demands tolls or
payments from those who wish to cross (Yeh
2012). Patent trolling has gained a significant
amount of attention in the information and
telecommunications industry over the past few
years, as numerous firms have been entangled in
courts around the world for patent infringement
cases.

Contemporary Issues

“Fuzzy” Patents

Patenting software raises a number of issues
that current laws and governing infrastructure
are unable to address. In order for an invention
or process to be patented, it must be deemed
“novel and non-obvious.” However, the legal
conditions of novelty and non-obviousness have
been poorly applied to software patents. One
way governing bodies determine whether or not
something is novel and non-obvious is by making
sure the requested patent hasn’t been captured by
a “prior art” condition — i.e., something similar
has not been created. However, because software
programmers develop an incredible amount of
code, it is hard to distinguish the novelty and non-
obviousness conditions (Vee 2010).

A second reason it is difficult to examine the
novelty and non-obvious factor when it comes
to software patents is because software patent
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applications only require a written description.
Consequently, many software patent applications
have “fuzzy boundaries,” as they are deliberately
written with vague and expansive scope, in
order to maximize their potential value. The
vagueness of these patents allows companies to
take advantage of the patent system. Currently,
companies litigate software patents at a rate that is
30 percent higher than other patents (Bessen and
Meurer 2008, 187). The higher rates of litigation on
software patents and the huge spending on patent
litigation indicates that companies are treating
patents as commodities and attempting to acquire
them and defend them as a means to extract
revenue. This is at odds with the purpose of the
patent system, which is to allow creators to profit
from their innovations — but in good faith efforts
to innovate, rather than in attempts to maximize
individual corporate profits.

Standards-embedded Patents

Internet standards serve as blueprints that product
developers follow to achieve compatibility with
other products. As discussed in Section 2.4b,
many (but not all) Internet standards are generally
considered to be open standards. At the nexus
of global Internet governance are intellectual
property and Internet standards, and some
stakeholders are concerned about the increasing
extent of royalty-bearing patent applications and
claims for standards required for the exchange of
information over the Internet. These critics argue
that royalty-bearing patents on standards will
have a negative effect on innovation, economic
competition and costs to end-users. Part of their
concern emanates from the evolution of more
complicated conditions of intellectual property
rights under technical standards necessary for
routine Internet use. As more devices that connect
to the Internet embed hundreds of different
standards (such as a smartphone), it becomes
more difficult for new innovators to pay royalty
fees to patent holders (DeNardis 2014). In contrast,
proponents of standards-based patents argue that
innovators should be compensated for their ideas,
and a small royalty fee that is non-discriminatory
and reasonable is a fair way to balance the need for
innovation and rights of the patent holder.
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2.5 The Internet and Economic
Development

Developed countries are a decade ahead of the
rest of the world in terms of Internet access. This
is an important concern, because the Internet is
increasingly viewed as an economic and social
platform that not only supports activities across
the entire economy, but also provides a space for
different cultures to share their values, ideas and
knowledge.

There is clear evidence that access to the
Internet can aid countries in their development
by improving access to health services and
education, and by offering new opportunities
for employment. It is both an important and
pressing concern that all populations living in the
developing world have the necessary means to
access and meaningfully utilize the Internet.

While on the one hand it is important to maintain
a clear distinction between the issues of technical
governance and coordination that ensure the
stability and end-to-end accessibility of the
Internet, and issues arising from how the Internet s
used on the other hand, it is also important to bear
in mind that current Internet governance debates
are occurring in the context of a real and persistent
digital divide. That divide is a product of the
globally uneven deployment and penetration of
ICTs but also a product of inequalities in access to
the kinds of skills and training necessary to allow
individual users to maximize their use of ICTs.

Although this briefing book cannot address all
issues relating to this digital divide, let alone
all policy-relevant aspects of Internet use, the
following section addresses a selected group of
development-related issues. It should also be
noted that progress on these development issues
can be expected to improve Internet governance by
ensuring that users, firms and other stakeholders
in developing and emerging markets are able to
participate fully and meaningfully in Internet
governance debates, as well as in the deployment
and operation of Internet infrastructure.

2.5a Developing and Emerging Countries
as Internet Consumers

Background

In many parts of the developing world, people are
connecting to the Internet at an unprecedented
rate. By the end of 2011, more than three billion
people worldwide were using the Internet. While
only 24 percent of people in developing countries
are connected, this number is projected to reach
50 percent by 2015 (OCHA 2012). In addition, the
convergence of mobile and Internet technologies
is opening up new opportunities for connection.
According to the Broadband Commission (2013),
“mobile broadband subscriptions overtook fixed
broadband subscriptions in 2008, and show an
astonishingly high growth rate of some 30 percent
per year, the highest growth rate of any ICT,
exceeding fixed broadband subscriptions by a
ratio of 3:1.”

ICTs facilitate access to knowledge materials
that are necessary for economic development,
cultural realization and individual fulfillment.
Instead of being constrained by location, ICTs
can act as a gateway to money, communication
services, books, education and work to users
wherever they are (World Economic Forum 2013).
ICTs also play an important role in supporting
economic growth, business innovation and the
creation of high-quality jobs. Particularly, research
has demonstrated that ICTs are “now widely
recognized everywhere as an important source
of efficiency gains for companies that will allow
them to optimize their production function and
liberalize resources toward other productive
investments” (ibid.). This is particularly true as
more businesses in the developing world make
use of cloud computing applications to reduce IT
costs and start-up costs (National Board of Trade
2012).
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Contemporary Issues

Infrastructure

In order to connect to the Internet and
experience it with a good quality of service,
Internet infrastructure is needed in many parts
of the developing world. Although Internet
infrastructure has seen substantial growth over the
past few years, there are many pockets throughout
the developing world that are unable to connect to
the Internet or experience good quality of service.
In particular, three areas of infrastructure can
be expanded to help improve connectivity and
reduce the digital divide are: submarine cables
— undersea fibre optic cables which make up
the part of the Internet backbone that connects
continents across the ocean; IXPs — the locations
where Internet traffic moves between networks
and network operators; and broadband towers.

Costs

In addition to basic Internet infrastructure,
communities need access to affordable broadband
services and the equipment necessary to utilize
them. In 2012, the cost of using the Internet as
a proportion of average income in developing
countries was 40 percent (OCHA 2012). High
Internet prices disproportionately impact women
compared to men, as women have lower incomes
and often have less control over spending
(Broadband Commission 2013). More affordable
prices will play a significant role in reducing both
the digital divide and the digital gender gap.

Intellectual Property

Some scholars argue that accessing knowledge
and technology is a crucial element of sustainable
development, and that an access-enabled
copyright regime is necessary for supporting
sustainable development (Schonwetter and
Ncube 2011). These experts argue that intellectual
property policies threaten to impede the benefits
available to developing countries, as they make
digital content inaccessible, hinder the adaptation
of software to local needs, drain revenues from
developing countries to developed countries, and
allow the abuse of IPRs in software and other
technologies (Bannerman 2008). This is in contrast
to the views of other experts who support the
current intellectual property regime. These latter
experts commonly argue that the implementation
of current intellectual property policies in
developing countries encourages economic growth
by providing incentives to authors and inventors
for creativity and innovation, encouraging
research and development, and providing security
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to those who invest in IP products and related
industries, including the area of ICTs (ibid.).
Policy makers must consider whether or not an
access-enabled copyright regime is necessary for
promoting development, and whether or not the
current intellectual property regime is sufficient
at incentivizing economic growth while making
digital content and other forms of knowledge
accessible.
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2.5b Developing and Emerging Countries
as Digital Innovators

Background

Developing economies play an important role as
producers in the Internet economy. Their unique
experiences provide them with opportunities to
innovate ICT and related Internet applications.
The developing world is not solely a consumer of
Internet technology, but also plays an important
role in the production and design of many ICTs.
There are already many examples of innovative
ideas coming from the developing world.

One example is “Ushahidi,” a platform that
was initially developed in Kenya to crowd-map

Global Commission on Internet Governance

31



I rinding Common Ground

32

reports of violence after the post-election fallout
at the beginning of 2008. Relying on open-source
software, Ushahidi captures, organizes and shares
critical information gathered from social media
and text messages. The Ushahidi platform has
since been adopted and used in other countries. In
particular, it was used in Haiti in 2010 and in the
Philippines in 2013 after the devastating natural
disasters to help relief efforts, by creating real-time
reports about trapped persons and disseminating
information for specific needs such as food, water
and shelter.

Free and open-source software (FOSS) plays an
importantrole in the ability of developing countries
to design ICT according to local needs. FOSS
encapsulates a couple of different philosophies
of software development and licensing. The first,
“free software,” operates on the philosophy that
software code is like a language, and therefore
should not be owned because it is foundational to
the society that uses it. The second, “open-source
software,” requires that software code be made
openly available, but does not necessarily include
a clause that prevents the use of open-source code
in proprietary software.

The use of FOSS is often pointed to as a way
to encourage software localization, expand IT
knowledge and skills, and increase the security
and independence of the developing world.
First, FOSS “not only creates the potential for a
‘spin off’ IT sector to grow in developing or least
developing countries, but also allows users and
developers to create their own software tailored
to their own needs and their own national
and regional languages” (Story 2004). Second,
FOSS encourages the development of computer
programming, maintained and developmental
skills within the local user community for free.
Finally, FOSS is a way that developing countries
can assert independence from the proprietary
software.

Contemporary Issues

Open-Source Software, Patents and Other
Challenges

Countries such as the United States and the
United Kingdom grant patents in software, while
many developing countries do not (Bannerman
2008). Although these countries do grant patents
in software, their legitimacy and legality are still
highly contested in the courts. In general, software
patents have been criticized for presenting a
particular danger to FOSS initiatives. A FOSS
programmer or user could unknowingly infringe

on a software patent in a FOSS program, which
would mean that the FOSS developer or user
would have to pay damages or licensing fees to
the patentee (ibid.). In addition, there are other
issues to consider when adopting FOSS. Although
FOSS may reduce the costs of accessing and
utilizing software, there are other relevant costs
that may still prevent an individual from using
it, such as the cost to connect to the Internet or
to purchase hardware that would be able to run
the programs. In addition, language barriers, lack
of education in information technology, lack of
Internet infrastructure, and the poor availability
and reliability of electricity are other barriers.
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2.5¢ Developing and Emerging Countries,
Multinational Enterprises and Foreign
Direct Investment

Background

Foreign direct investment (FDI) is a cross-border
investmentby aresident firm or entity into a foreign
economy. FDI is a key element of international
economic integration as it creates direct and long-
lasting links between economies. It encourages
technology transfer between countries and allows
host countries to promote their products on an
international market. FDI is an additional source
of funding for investment and can also be used as
a tool for development (OECD 2013).
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In the context of Internet governance, FDI
is particularly useful for improving Internet
and  telecommunication infrastructure in
developing countries, and is the biggest source
of private investment into this infrastructure.
This is especially true today, as markets in the
developing world are largely untapped due to a
lack of infrastructure or incredibly high costs to
connect. As a result, markets in Asia, Africa and
Latin America present ICT corporations with the
biggest market for new customers.

One contemporary example of FDI in Internet
and communication infrastructure is the Internet.org
project,launched by Facebook, Ericsson, MediaTek,
Nokia, Opera, Qualcomm and Samsung. The goal
of the project is to tap into the developing world’s
markets, by making the Internet more accessible
and affordable across the developing world.

Contemporary Issues

Monopolies and Incumbents

Internet access is very costly in many places in
the developing world. In some cases, it costs as
much as 40 percent of an earner’s average income
to connect. Some stakeholders have argued
that incumbent telecommunication operators
are responsible for keeping prices high and
stifling economic growth (Southwood 2014).
The privatization and increased competition in
the telecommunication sector has been cited as
a solution to reduce costs of Internet access. In
contrast, however, incumbent telecommunication
operators are alarge source of government revenue
in the developing world. Opening up these
monopolies to private investment may in turn
lower the amount of (vital) revenue governments
can collect.

Another solution policy makers can consider is
improving public-private partnerships (PPPs) that
contribute to Internet infrastructure development.
The ITU has published a report on best practices
PPPs can adopt to improve broadband access,
use public funds more effectively, manage risks,
and stimulate and create demand to ensure the
broadband infrastructure is effectively used (see
ITU 2012).
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2.5d Internationalization of Internet
Content

Background

Different societies have rich and unique histories
that should be recognized and shared. One of the
fundamental aspects of internationalizing Internet
content is ensuring that technology will support
text in any writing system of the world. This will
allow cultures with different writing systems to
communicate with a global audience and share
their values, knowledge and ideas with others.
Internationalizing the Internet and its content
is important for both accessing content through
domain names and viewing content uploaded
online.

ICANN has played an important role in
internationalizing the DNS. Until recently,
TLDs were limited to the Latin alphabet and
were therefore largely inaccessible to various
populations around the world. However, in May
2010, ICANN began approving TLDs in a variety
of scripts, including Chinese, Arabic and Cyrillic.
While the introduction of IDNs is considered
to be one of the main successes of the Internet
governance regime, there are still a number
of technical and policy issues that need to be
addressed.
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Contemporary Issues

International Standards and Technical
Challenges

Despite IDNs being available for over a decade,
they have not worked in all email applications
(EURid and UNESCO 2012). For example, social
networking sites such as Facebook require users
to create an account with an email address;
however, it does not support IDN email addresses
in user accounts, despite its extensive support
for multilingualism on its content pages. In 2012,
the IETF published standards for IDNs in email;
however, they have not been adopted in email
clients such as Gmail and Outlook (ibid.).

As new gTLDs are being rolled out by ICANN,
there are also some barriers for the development
of IDNs. The new gTLD application guidebook
contains policy requirements for gTLDs. One of
these requirements is that “applied for strings
must be comprised of three or more visually
distinct letters or characters in the script, as
appropriate” (cited in Seng 2009). This imposes
serious constraints on Chinese, Japanese and
Korean languages, where every ideograph
represents a word. This means that the three-
character policy would require TLDs to be at least
three words (Seng 2009).

The internationalization of Internet content is both
a technical and a policy issue: in order to help
make Internet content more accessible worldwide,
policy makers need to work with technical experts
to help establish sound policy and standards that
promote International content.
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2.5e Access and Infrastructure Expansion

Background

Over the past five years, Internet infrastructure
has seen substantial growth due to the rapid
growth of mobile services. In Africa, for example,
SIM card uptake grew from 23 percent in 2007 to
65 percent in 2011 (African Development Bank
Group 2013). However, the spectacular growth
in the mobile sector has not been replicated in the
landline broadband segment. Although Internet
penetration has almost doubled between 2007 and
2011, about 87 percent of the African population
is still unable to connect to it (ibid.). High access
costs are the largest barrier of entry due to
limited Internet infrastructure such as Internet
interconnection points, submarine cables, wireless
broadband towers and reliable power grids.

Contemporary Issues

Infrastructure Expansion
Submarine and Other Backbone Cables

Access to international Internet backbones
depends on the availability of submarine fibre
optic cables. For landlocked countries, increasing
the number of cross-border terrestrial fibre
optic cables that connect landlocked countries
to submarine cables could help deliver Internet
access to end-users. In addition, there are many
coastal countries that have no submarine cables
and others with only one or two cables that may
not fully benefit from competition on those cables.
A small number of additional submarine cables
could substantially increase the available Internet
bandwidth and improve the quality of service for
countries around the world.

IXPs

The expansion of local IXPs is another component
of a comprehensive solution to access problems.
IXPs provide a concentrated shared location
where Internet traffic can move between networks
and network operators. The location of the IXP is
important because it can determine the distance
and cost of sending information from one network
to another. When IXPs are local, Internet traffic
can be handled locally, reducing the costs of the
communication and increasing the speed for
users. In countries without IXPs, the handoffs
between networks have to take place in foreign
countries. This can increase costs as information is
transferred across foreign networks and then sent
back to the country of origin (OECD 2011). The
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lack of local IXPs also creates challenges relating
to the privacy and security of data in transit.

Mobile Towers and Broadband Expansion

Rural areas consistently lag urban areas in
deployment of mobile broadband infrastructure.
Broadband is increasingly regarded as central
to the development of an information and
knowledge-based society and key to achieving
digital inclusion. The affordability of broadband
is a key barrier to extending Internet access
in developing countries. While broadband is
becoming more affordable around the world,
huge discrepancies in affordability still exist. In
2012, fixed broadband services remain expensive,
accounting for 30.1 percent of average monthly
income in developing countries, compared to just
1.7 percent in developed countries (Broadband
Commission 2013). In poorer countries, like
Sub-Saharan Africa, the cost is extreme: fixed
broadband Internet services cost more than
100 percent of an individual’'s average monthly
income (ibid.).
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2.5f The Governance of Big Data

Background

A massive amount of data is being generated
from a variety of sources (UN Global Pulse 2012).
This data is called big data, which can be defined
as “an umbrella term that represents the massive
volume and variety of data that is created and
stored on the Internet” (Bradshaw, Harris and
Zeifman 2013). Big data is enabled by the Internet
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and devices that connect to it; for example, it is
collected in the process of online searches, the
creation of social media accounts, surveys and the
data mining of phone calls and text message logs
(ibid.). It is also collected in large stores of actual
content, such as eHealth, scientific data and other
forms of knowledge. Most of the data collected
through our interactions with technology is done
by private corporations and while some of this
data collection is incidental, much is an intrinsic
part of the business models driving the global
information economy.

Big data is increasingly viewed as a tool to fill the
void of real-time data. Unlike traditional sources
and techniques for data collection, such as surveys
and census data, that generate a long-term picture,
big data sources are much more effective at
generating a real-time picture for decision makers.
The UN Global Pulse (2012) has outlined some of
the common features of big data sources:

¢ Digitally generated: data is created digitally (as
opposed to being digitized manually) and can
be manipulated by computers.

¢ Passively produced: data is a by-product of our
daily lives or interactions with digital services.

* Automatically collected: there is a system
in place that extracts and stores data as it is
generated.

* Geographically or temporarily traceable: data is
associated with a time or place.

* Real time: data can be analyzed in real time.

As a result, private corporations, governments
and humanitarian aid agencies are beginning to
explore how these new data sources can be used
to improve development and build more resilient
communities. While big data has generally been
applied to hard sciences and business, there is
already evidence of its applicability beyond these
fields. Applying big data analytics to public health,
for example, can help detect disease outbreaks
before confirmed diagnosis or laboratory
confirmations. Google Dengue Trends is one
example that works on predictive public health,
monitoring certain search terms that indicate
dengue activity.

However, applying big data to the field of
development faces several challenges; some
concerns relate to privacy and security concerns,
whereas other concerns pertain to data analysis.
This section will highlight some of the contemporary
issues policy makers will have to consider.
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Contemporary Issues

Privacy and Security

Privacy is one of the most sensitive issues when
it comes to accessing, utilizing and securing data.
Internet users — who are the primary producers of
data — may be unaware that they are producing
data, and may be unaware of how it is being used.
For example, people routinely consent to Terms of
Service (ToS) agreements, Web forms and surveys,
or onsite paperwork, such as health questionnaires
or store loyalty programs, without fully realizing
how their data might be used or misused.
Furthermore, many people who are aware of the
privacy risks associated with using the Internet
and mobile technology are unable to avoid them
due to ToS agreements that give companies
permission to collect and store an individual’s
data. While it can be said that consumers consent
to these agreements by using the services in
question, in reality they have little to no ability to
negotiate the contracts themselves. Because many
Internet services — such as search engines, email
or social media — have become an essential part of
society, opting out of ToS agreements essentially
amounts to opting out of the economy and digital
public sphere.

Furthermore, data can often be sold or distributed
to third parties without an individual’s knowledge
as to where the data is going and for what purposes
it will be used. While most companies purchase
data as a major marketing asset, governments and
NGOs have also been known to buy and sell data
(Bradshaw, Harris and Zeifman 2013). This raises
a number of security concerns for individuals, as
it can put their physical security or privacy at risk.
Evenif data is anonymized before it is sold, studies
have shown that it is fairly easy to de-anonymize
information (UN Global Pulse 2012). This raises
a number of security concerns regarding the
traceability of data. When information can be
tracked back to a particular individual or group
of individuals, it can put these people at risk.
Information that identifies individuals who report
on acts of violence or human right violations could
be used by governments or armed groups for
retribution (OCHA 2013).

Accuracy and Interpretation

Animportant challenge in applying big data to any
particular issue is making sure that the data used in
analysis is accurate. However, there are challenges
in ensuring that information is actually accurate
and representative of any given situation. For
example, data could easily be false or fabricated, or

it might simply reflect an individual’s perceptions
rather than fact. There might also be difficulties
in interpreting the information if sarcasm, slang
or ironies are used. Big data sets are also prone to
selection effects and other sampling errors such as
the systematic underrepresentation of individuals
with limited or no Internet connectivity and
the systematic overrepresentation of the most
connected individuals.

A second and related challenge to getting the
picture right is recognizing bias in the data. While
bias and accuracy might appear to be similar,
there are important differences: a piece of data
may be factual, but it might also contain a built-
in bias due to factors such as participation. A
2011 Gallup poll of cellphone users across Africa
highlights the risk of such a bias. The poll showed
that cellphones tended to be sued more by the
educate elite in richer countries. For example,
“76 percent of people with over nine years of
education owned a mobile phone in South Africa,
whereas only 10 percent of people with less than
four years of education owned a mobile phone in
the Central African Republic” (OCHA 2013). One
of the promises of big data is its alleged objectivity;
that there will be less discrimination against
minority groups because “raw data is immune
to social bias, allowing analysis to be conducted
at a mass level and thus avoiding group based
discrimination” (Sydney Morning Herald 2013). Yet,
big data cannot fully capture the whole picture if
all of society is not represented, and is therefore
highly discriminatory in terms of who has access
to the Internet and mobile technology.
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2.6 Competition Policy and
Regulation

Background

Incumbent Operators

Physical network infrastructure is needed to
deliver high-speed Internet service. However, it
is costly to build and requires local governments
in many countries to grant relevant construction
permits. There are many challenges for new
market entrants. When a new ISP wishes to enter
the market, instead of building its own physical
infrastructure, it will often pay existing network
operators a rate to piggyback off their networks.
Some stakeholders have argued that incumbent
network operators engage in anti-competitive
behaviour, often throttling the service that smaller
ISPs are offering their customers and offering poor
customer support. This is especially problematicin
the developing world where ISPs are often smaller
businesses that do not have the capital to develop
infrastructure or the capacity to reach more remote
areas. As a result, many stakeholders have been
arguing for a more liberalized telecommunication
sector to increase competition.

Search Engines

Search engines must perform several important
tasks, such as mapping content available on
the Internet, employing algorithms to provide
a list of the most relevant search results without
tampering, and aggregating and indexing
information (Langford 2013). In November
2010, the European Union launched an antitrust
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investigation of Google, prompted by complaints
from smaller, competitive EU search engines
that Google was employing search biases in its
algorithms, constituting an antitrust violation. The
Federal Trade Commission (FTC) launched an
inquiry into Google that ended in early 2013 when
“the FTC concluded that there was insufficient
evidence to bring an enforcement action against
Google” (ibid.). The EU investigation was recently
settled as Google agreed to give its EU rivals more
prominence in specialized search results, making
searches in Europe look different than searches in
the United States. Despite this settlement, Google’s
competitors still feel that the remedies “hardly
provide them with protection” because they “do
not believe Google has any intention of holding
themselves to account on these proposals” (The
New York Times 2014).

Contemporary Issues

Telecommunication Monopolies

Market forces may result in an increasingly
oligopolistic global market structure for Internet
access (Kurbalija 2012). This problem exists in
both developed and developing countries. Some
stakeholders have argued that the process of
liberalizing network operators — i.e., privatizing
the telecommunication sector — will solve the
problem of monopolies and incumbent operators.
However, liberalization has been criticized by
other stakeholders who argue that it could simply
lead to the replacement of a public monopoly with
a private monopoly, affecting the price and quality
of Internet services.

Transition Issues Associated with
Telecommunication Liberalization

A considerable number of countries have
liberalized their telecommunication markets.
However, countries that have not yet undergone
this process are often faced with a hard choice:
to liberalize and make their telecommunication
market more efficient, or to preserve an important
source of government revenue from existing
monopolies.  Liberalizing telecommunication
markets has been a point of contention throughout
the developing world. Brazil and India are usually
mentioned as countries where liberalization
facilitated the fast development of the Internet
and ICT sector, benefiting their overall economic
growth. However, least developed countries
found the liberalization of telecommunications
to be a major challenge: the telecommunication
sector in these countries are an important source of
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budgetary income, and as the monopolies started
to disappear, governments also lost an important
source of revenue (ibid.). Managing these
difficult transition issues will require thoughtful
leadership and openness to innovative financing
mechanisms.

Antitrust and Search Engines

For years, there has been a debate as to whether
or not searches engines should be regulated. On
the one hand, state regulation could be effective
at ensuring fair competition in search results.
However, search algorithms are valuable industry
secrets. If states were to begin regulating search
engines, private firms would need to give up
the details of their valuable algorithm to state
authority if meaningful regulation were to occur.

Some search models are being regulated. For
example, airline Computer Reservation Systems
(CRS) are searches that have been considered as a
model for the regulation of larger search engines
such as Google (see Langford 2013). However,
unlike CRS regulations, which have “relatively
few variables, a small number of parties, and a
steady number of flights based on existing routes,”
Google search algorithms continuously seek out
and organize billions of web pages, are constantly
updated and are of far greater complexity than the
ranking systems a CRS probably would employ”
(ibid.). Going forward, policy makers will need to
determine if regulation is needed to promote and
protect fair competition in search algorithms.
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3.1 Establishing the Principle of
Technological Neutrality for Human
Rights

Background

The Universal Declaration of Human Rights
(UDHR) was drafted with foresight to
accommodate future technological developments
so that individuals could continue to exercise
their basic human rights regardless of new
technological developments (UNGA 2013). The
UDHR was also drafted so that technology,
despite its developments, would remain neutral
— meaning that the same rights people have
offline, must also be protected online. Therefore,
international human rights should remain relevant
and applicable, and neutral to new technologies,
such as the Internet and other emerging ICTs.

During the 20th Session of the Human Rights
Council in June 2012, the UNHRC reaffirmed the
neutrality of technology by passing Resolution
A/HRC/20/L.13 on the Promotion, Protection
and Enjoyment of Human Rights on the Internet.
The resolution “affirms that the same rights that
people have offline must also be protected online,
in particular freedom of expression, which is
applicable regardless of frontiers and through any
media of one’s choice, in accordance with articles
19 of the Universal Declaration of Human Rights
and the International Covenant on Civil and
Political Rights” (UNHRC 2012).

Despite this resolution, there has not been a
direct translation from rights offline to rights
online; in particular, a number of challenges are
evident as a result of revelations about online
surveillance. States and corporations actively
collect information about individuals, including
their own citizens; Internet content is blocked for
various purposes, some of which may infringe on
an individual’s right to freedom of expression;
and social media platforms are being monitored
and sometimes restricted by governments to limit
freedom of expression, assembly and religion.

It is important to recognize that rights, both online
and offline, are not absolute and have limitations
that are generally defined by national laws. Article
29 of the UDHR states that: “In the exercise of his
rights and freedoms, everyone shall be subject
only to such limitations as are determined by law
solely for the purpose of securing due recognition
and respect for the rights and freedoms of
others and of meeting the just requirements of

morality, public order and the general welfare in a
democratic society” (UN 1948).

These limitations are important because
individuals not only have rights, but also have
duties to ensure that the rights of others are
respected. The commitment to ensuring that
all human rights are technology-neutral is an
important first step by the UNHRC. The challenge
for policy makers going forward is not defining
new rights for cyberspace, but affirming how
existing human rights are relevant on the Internet.
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3.2 Privacy and the Right to be
Forgotten

Background

Rapid technological advances are changing the
world around us, bringing new challenges for the
protection of privacy and personal data. These
advances allow individuals to share information
about themselves easily and on a global scale.
Social networking sites and cloud computing
are two examples that pose challenges to data
protection, as they can involve the loss of an
individual’s control over their potentially sensitive
information when they upload and share their data
with programs hosted on third-party hardware.
At the same time, data collection techniques
are evolving. They are becoming “increasingly
elaborated and less easily detectable,” as new and
sophisticated tools allow operators to better target
and monitor an individual’s behaviour (European
Commission 2010).
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In response to these concerns, European policy
makers have called for the recognition of a “right
to be forgotten,” which would provide individuals
with a legal mechanism to have their personal
information permanently removed from online
databases (ibid.). This right has already been
exercised in a number of European jurisdictions,
as Spanish and Italian authorities have demanded
the removal of content from Google on the grounds
that the information infringed on the privacy of
their respective citizens (Bennett 2012).

Many commentators have confronted the right to
be forgotten, arguing that it is inconsistent with the
fundamental values of freedom of expression and
freedom of the press. Others have also suggested
that the EU approach could create a “property
right in information,” producing a “bureaucratic
nightmare which might interfere with business
demands for data” (ibid., 166).

Contemporary Issues: Privacy and the Right to
Be Forgotten

The Permanency of Data

There are two major points of contention around
the right to be forgotten. The first is a technical
problembuiltinto the way that datais disseminated
and stored on the Internet. Information cannot
easily be deleted from the Internet once it has been
uploaded, replicated, propagated and stored on
multiple Internet servers. When a user uploads
information to the Internet, a copy of the material
is cached and can become accessible via web
searches on a potentially permanent basis, making
information easily searchable and duplicated by
others (Australian Human Rights Commission
2014). Therefore, this technical feature of the
Internet can significantly undermine the utility of
a court ordering the removal of material from the
Internet.

Universal Access and Other Fundamental
Rights

The second point of contention surrounding the
right to be forgotten is based on the principle of
universal access. Universal access to information
is one of the greatest virtues of the Internet,
but it raises a number of important privacy
concerns regarding the content of the data. Often,
these privacy concerns are at odds with other
fundamental rights, such as the freedom of speech.
For example, forcing companies to block search
results without any person or court overseeing
the context in which content is appearing could
be seen as a restriction on free speech. A worthy
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question policy makers should consider is “if
an individual wants their personal data to be
removed, and if there is no legitimate reason for
keeping it, should it be removed?” (Walker 2012).

Works Cited
Australian ~ Human  Rights = Commission.
2014. “Some  Regulatory  Challenges.”

www.humanrights.gov.au/publications/
background-paper-human-rights-
cyberspace/6-some-regulatory-challenges.

Bennett, S. C. 2012. “The Right to Be Forgotten:
Reconciling EU and US Perspectives.” Berkeley
Journal of International Law 30 (1): 161-95.

European Commission. 2010. “Communication
from the Commission to the FEuropean
Parliament, the Council, the Economic
and Social Committee, and the Committee of the
Regions: A Comprehensive Approach on
Personal Data Protection in the European
Union.” http://ec.europa.eu/justice/news/
consulting_public/0006/com_2010_609_en.pdf.

Walker, R. K. 2012. “Note: The Right to Be
Forgotten.” Hastings Law Journal 64 (101): 257—
86.

3.3 Freedom of Expression and
Freedom of Assembly Online

Background

The discussion on freedom of expression on
the Internet has been a contentious policy area,
especially in terms of Internet censorship. On the
one hand, the Internet is an incredibly powerful
communication platform that gives individuals
and groups a vehicle to exercise their rights.
On the other hand, this shift in communicative
power has “spawned greater efforts to restrict
and control information and communication on
moral, cultural, and political grounds” (UNESCO
2012). This has largely been driven by both a need
to “improve the quality and security of services,
such as screening out spam emails and viruses,”
as well as a need to block content deemed
inappropriate by society (ibid.). The nature and
degree of legitimate targets of online censorship
vary significantly, depending on the actor and the
cultural or political character of the state where it
occurs.
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Contemporary Issues

Online Censorship

Internet censorship has been on the rise. In 2007,
the OpenNet Initiative reported that only a few
governments were censoring online content,
but today, OpenNet estimates that more than 40
countries are doing so (cited in UNESCO 2012).
While there can be legitimate reasons for actors
to filter content, determining what is filtered, how
it is filtered, who it is filtered by and for what
purposes are important questions that need to be
considered.

Governments and  private  information
intermediaries can block and censor information
for a variety of reasons. Often, it is not clear
to what extent these actors actively engage in
blocking access to materials on the Internet.
Filtering methods can be applied at various points
throughout the network by various actors along
the chain. ISPs can restrict access to specific content
through a number of technical measures, such as
IP blocking, DNS tampering and URL blocking by
using a proxy. Content providers can also employ
content restriction techniques, by removing search
results from a search engine or issuing take-down
notices (OpenNet Initiative 2014). However, these
Internet filtering technologies have been criticized
for being prone to over-blocking, which can inhibit
freedom of speech, as well as under-blocking,
which raises questions about their effectiveness
(OECD 2010).

It is important to note that protecting certain
human rights or freedoms often has a direct and
immediate impact on other rights and freedoms.
Internet freedom is complex: filtering content
might cause conflict between the right to freedom
of expression and rights to dignity and reputation,
rights to safety, intellectual property rights, the
right to innovation, respect for privacy, and
freedom of association and belief and the right to
work. It is important, therefore, to ask how online
rights should be weighed against each other when
they conflict.
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3.4 Differentiating Cybercrime and
Cyber Protest

Background

The Internet is an increasingly vital medium for
political speech and action, including protest.
Democratic societies and international human
rights law provide a significant degree of latitude
for such activity, even though it can sometimes
be offensive and even disruptive. As additional
measures to facilitate cooperation on investigating
and prosecuting cybercrime are contemplated,
concerted efforts are advisable to consider whether
these may have chilling effects on political speech
and action.

Hacktivism is defined as the “non-violent use
for political ends of illegal or legally ambiguous
digital tools like website defacements, information
theft, website parodies, DoS attacks, virtual sit-ins
and virtual sabotage” (Hampson 2012). Particular
hacktivist groups, such as Anonymous, have
attracted media attention for taking direct digital
action against governments and corporations,
shedding light on issues ranging from free speech
on the Internet, to publicizing rape cases and
assisting in the so-called Arab Spring (Coleman
2013).

In popular media, hacktivism sometimes carries
a negative connotation. However, the range of
hacktivist activities exists on a scale: at one end,
forms of hacktivism exploit illegal access to
networks causing extensive damage or harm; while
at the other end, forms of hacktivism are primarily
used to advocate for political or social change,
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with little to no damage or harm. Calibrating legal
regimes to account for such differences, at least in
sentencing, may be advisable in order to balance
mutually legitimate, yet sometimes conflicting
societal values.

Contemporary Issues

In most developed countries, laws generally
prohibit hacktivism. However, these countries
also protect the right to protest as an essential
element of free speech. Hackers and technologists
can play an important role in whistleblowing
and in the communication of citizen preferences
and views to policy makers. However, many
national governments still treat all hacktivism as
straightforwardly criminal. Such a stance imposes
significant costs on citizens contemplating online
political speech or action.
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3.5 Protecting Vulnerable
Populations Online

Background

Most discussion related to Internet safety has
been primarily concerned with youth. However,
other kinds of populations are also vulnerable to
an array of harmful content, including depictions
or representations of violence and self-harm,
pornography, discrimination and racism, as
well as harmful behaviours, such as grooming,
bullying, harassment, hate crime and stalking.
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Contemporary Issues: Protecting Vulnerable
Populations

Hate Speech

The Internet can be a platform for spreading
democratic principles and sharing differing
ideas and opinions. However, it can also be
used as a vehicle for disseminating hate speech.
Legal treatments of hate speech vary, with
some jurisdictions viewing it as a negative but
unavoidable consequence of free and open spaces,
and other jurisdictions treating it as a serious
criminal matter. For example, the United States
encourages the free and open exchange of ideas
online, while Germany directly blocks hate speech
on the Internet. The main questions policy makers
need to ask are: Should we monitor and control
hate speech online? If so, how can a balance be
found between attempts to protect vulnerable
populations while ensuring a culture of vibrant
expression?

Sexual Exploitation, Abuse and Child
Protection

Child protection has been one of the most
contentious debates around freedom of expression
online. It is important, however, to note that not
only children are at risk online. The use of the
Internet for the recruitment, advertisement and
sale of men, women and children is a global
issue that has grown exponentially as a result of
Internet technology. There are many vulnerable
individuals that can be targeted and exploited
sexually online. This raises a number of important
questions: how much regulation is enough
regulation when it comes to protecting vulnerable
populations online; whether enforcement should
be performed exclusively by law enforcement
agencies or done in partnership with private
Internet intermediaries; and how can the Internet’s
infrastructure create an environment where
regulation can be efficient and effective?
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3.6 Economic Liberties Online

Background

The Internet is not only a platform to express social
rights, such as freedom of speech or freedom of
assembly, but can also be used by individuals to
express or carry out their basic economic rights.
The UN International Covenant on Economic,
Social and Cultural Rights recognizes various
rights that can be applied to the Internet and other
ICTs.

The Internet has become an important tool for
conducting business. Companies use email to
communicate with partners and customers, web
pages to advertise and sell products, and cloud
servers to maintain business databases. Article 6
of the covenant recognizes that “everyone has the
right to work, which includes the right of everyone
to the opportunity to gain his living by the work
which he freely chooses or accepts” (UN 1976).

The Internet has also become an important
platform for innovation, as individuals and
corporations create new products and advertise
them online, develop software and applications
for users to download, or create images, stories or
music and share them online. In the age of Web
2.0, innovation and creativity online has grown
exponentially, as many popular websites rely on
users to create, upload and share their work and
ideas. These platforms and applications have
become an important part of cultural life, as
individuals share and connect with each other.
Article 15 of the covenant states:

1. The States Parties to the present Covenant
recognize the right of everyone:

(a)To take part in cultural life;

(b)To enjoy the benefits of scientific progress
and its applications;

(c) To benefit from the protection of the moral
and material interests resulting from any
scientific, literary or artistic production of
which he is the author.

2. The steps to be taken by the States Parties to the
present Covenant to achieve the full realization
of this right shall include those necessary for
the conservation, the development and the
diffusion of science and culture.

3. The States Parties to the present Covenant
undertake to respect the freedom indispensable
for scientific research and creative activity.

4. The States Parties to the present Covenant
recognize the benefits to be derived from
the encouragement and development of
international contacts and co-operation in the
scientific and cultural fields (ibid.).

Contemporary Issues

Online Payments

Purchasing products online or making donations
to non-profit organizations through major credit
companies such as PayPal, MasterCard or Visa are
now commonplace activities in many countries.
These services not only help businesses and
other organizations reach a larger audience,
but they also make it easy for individuals to
buy products or donate money. Prevention of
access to these services should be understood as
entailing significant restrictions on the economic
rights of affected individuals and organizations.
In December 2010, PayPal, MasterCard and Visa
refused to accept donations made to WikiLeaks
when it released a number of leaked classified
documents to the public. By blocking online
payment systems, individuals may not be able to
fully express their economic or social rights online.

Right to Innovate

According to the Covenant on Economic, Social
and Cultural Rights, all individuals have a right
to innovate and benefit from their innovations
(UN 1976). However, these rights often come into
contention in the age of Web 2.0 applications.
Users will often mix, rip and burn content online,
creating potential conflict with copyright holders.
Copyright contentions online are further debated
in terms of development and access to knowledge.
Going forward, policy makers will need to
consider how to balance the rights of copyright
holders and users, so that users can continue to
make fair use of works and exercise their right
to creative activity, and copyright holders can
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benefit from their contributions to society. Lack
of access to high-quality broadband also threatens
enjoyment of the right to innovate, by shutting
disadvantaged individuals out of modern markets
and innovation ecosystems.
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3.7 The Right to Access the Internet

The Internet has become an essential platform for
exercising individual human rights. Therefore,
having access to the Internet is a particular concern.
Barriers to access can exist for a number of reasons,
such as a lack of Internet infrastructure, high costs
or digital illiteracy. Some groups of people are
more prone to facing these access barriers than
others. It is important that policy makers and
stakeholders recognize these challenges so that,
in the future, the Internet can continue to be an
open platform that promotes human rights for all
segments of society.

3.7a Women and the Internet

Background

In many developing countries, there are huge
disparities between men and women in terms of
Internet access. According to a study published
by Intel Corporation (2012), nearly 25 percent
fewer women and girls are online compared to
men and boys. This disparity grows wider in
poorer regions, like Sub-Saharan Africa where
approximately 43 percent of women do not have
access to the Internet (ibid.). Women in many
developing countries are also less likely to use
the Internet for business purposes than men, and
often lag in terms of overall digital literacy.

The Internet is a catalyst for fostering digital
inclusion among women, which can improve
gender equality across a variety of social,
economic and political dimensions. The Internet
also empowers women and girls by: giving
them a voice to effectively participate in political
processes; providing them with access to resources
to educate themselves and their children; giving
them opportunities to improve their own health
and the health of their families and communities;
and providing a forum for starting their own
businesses or to help keep them safe (ibid.).
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Contemporary Issues

Reducing Costs

Communities, and especially women, need
access to affordable broadband services and the
equipment and training necessary to utilize it.
High Internet prices “disproportionately impact
women compared to men, as women have lower
incomes and often have less control over spending”
(Broadband Commission 2013). More affordable
prices will play a significant role in reducing the
digital gender gap. There are ways to achieve
cost reductions through public support, “such as
increasing tele-centres, libraries, and community
services centres” (UNESCO 2012). National policy
making that considers gender can also help lower
costs for women who wish to access the Internet.
However, most national governments do not have
gender considerations in their ICT policies.

National Policy Making

Gender concerns are largely absent from ICT
policies, just as ICT is largely absent from gender
policies. The Broadband Commission (2013)
recently found that only 30 out of 119 (29 percent)
countries included a reference to gender in their
National Broadband Plan. Many states are not
treating affordable, pervasive access as a basic
right for the entire population. There is a need
to prioritize gender equality issues at all levels of
policy making.
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3.7b Persons with Disabilities

Background

International organizations, national governments,
companies and the technical community all play
an important role in ensuring that people with
disabilities can access and use ICT. Internationally,
the United Nations Convention on the Rights of
Persons with Disabilities recognizes that access
to information and communication technologies
can enable persons with disabilities to participate
more fully in life (ISOC 2012).

Through the legislative process, national
governments play an important role in increasing
access for persons with disabilities and a number
of countries have created specific legislation to
promote accessibility online. For example, the US
government has incorporated accessibility into
public procurement policy, which encourages ICT
manufacturers to supply products that are more
accessible. As a result, products from companies
such as Microsoft and Apple are now designed to
be accessible (ibid.).

The technical community also plays an important
role in increasing accessibility for persons with a
disability by setting standards that form the basis of
user interaction with ICT. The IETF has developed
several frameworks for improving accessibility,
such as real-time text, which enables a person with
a hearing impairment to communicate by text in
real time. The W3C has also developed guidelines
on making Web content as accessible as possible

(ibid.).

Contemporary Issues

For an individual with a disability, accessibility
means “being able to use a product or service as
effectively as a person without a disability” (ibid.).
However, when it comes to the Internet and the
various applications made available through new
technologies, persons with disabilities will face
different barriers as there are various degrees and
types of disabilities. For example, “an individual
with a visual impairment who uses screen reading
software may be confronted by a website that has
confusing navigation, or that lacks descriptions of
images, whilea [person witha] hearingimpairment
may be unable to participate in online conferencing
because it lacks captioning” (ibid.). While there
have been many positive developments in terms
of making technology accessible, there are still
many challenges, which require raised awareness
and innovation by relevant actors.
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3.7c¢ Digital Literacy

Background

Digital literacy is how people make, understand
and share meaning on a digital platform. It
incorporates a wide range of interrelated skills that
fall under literacies such as ICT literacy, media
literacy, visual literacy and communication literacy
(Canadian Internet Forum 2010). Although there
is no single universal definition of digital literacy,
the concept is built upon three principles: the skills
and knowledge to use a variety of digital media
software and hardware; the ability to understand
digital media content and applications; and the
knowledge and capacity to create with digital
technology (ibid.).

Having the hardware to connect to and use the
Internet and other ICTs is only meaningful for
an individual if they have the knowledge and
skills required to use them. Unlike traditional
communication technologies, the Internet is
user-driven. It stimulates creativity and new
opportunities that can lead to innovation and
growth, and can improve productivity for
individuals and businesses. In addition, it
provides a wealth of knowledge that can improve
all aspects of human well-being. However, many
people lack the knowledge and skills necessary
to use the Internet and other ICTs, limiting their
ability to take advantage of this technology and
improve their lives.

Contemporary Issues

Expanding Digital Literacy

In both the developed and developing worlds,
digital literacy is a barrier to Internet access for
different segments of the population. The elderly
and the poor are particularly vulnerable. Often,
these populations do not have access to ICTs, or
the time to learn how to use them. This is further
complicated when ICTs are manufactured in
languages that are not native to an individual’s
state. It is important for policy makers to recognize
that access requires an expansion of infrastructure,
content and devices that are internationalized, as
well as services that teach people the skills they
need to use ICTs to their full potential.
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4.1 The Governance Role of Private
Sector Actors

4.1a Network Operators and Content
Intermediaries

Background

Network Operators

Network operators are companies or organizations
that operate the networks that collectively make
up the global Internet. These include ISPs, cellular
providers, content-distribution networks, cable
companies and others. Because network operators
have a physical presence, they must interact
with the national authorities in the jurisdictions
in which they operate (Kurbalija 2012). Since
network operators, such as ISPs, are the closest
connection between the end-user and Internet
content, they play an important role in enforcing
legal rules on the Internet. In the past few years,
states have controversially begun to assign
governance responsibility to network operators,
raising questions of accountability and creating
compliance costs for those firms (ibid.).

Content Intermediaries

Internet content intermediaries such as Facebook,
Google and Twitter perform a number of Internet
governance functions related to IPR enforcement,
privacy and data protection. Increasingly, large
content intermediaries, such as Google and
Facebook, are developing their own infrastructure
to deliver Internet content (and especially their
own content) to end-users (Wholson 2014).

Contemporary Issues

Intellectual Property

Internet platforms, such as YouTube and Facebook,
allow users to broadcast themselves and share
their work across a variety of media formats.
Combined with the “rip, mix and burn” nature
of the Internet, this information sharing process
often involves the illegal usage of copyrighted
materials (Collins 2010). This has drawn certain
Internet users into conflict with copyright owners
seeking to maintain rights over their work. Because
Internet content providers host information that
may infringe copyrighted information, they have
often been at the centre of this conflict.

Common to all legal systems is the principle that
a content intermediary cannot be held responsible
for hosting materials that breach copyright if
they are not aware of the violation (Kurbalija
2012). Across various legal jurisdictions, the main
difference lies in the legal action taken after the
content intermediary is informed that the material
it is hosting is in breach of copyright: US and EU
law employs a Notice-Take-Down procedure,
which requests the network operator to remove
such material in order to avoid being prosecuted;
in contrast, Japanese law employs a Notice-Notice-
Take-Down procedure, which provides the user of
the material with the right to contest the request
for removal (ibid.). These takedown procedures
have been criticized for their implications for
freedom of expression. Because the notice-take-
down system is inexpensive for the copyright
holder, the system invites more frequent abuse
than a standard copyright adjudication. Under the
Digital Millennium Copyright Act, if an individual
feels their content was wrongly issued a takedown
notice, they can submit a dispute or counter-
notice. However, this can be risky and costly for
an individual, because issuing a counter-notice or
dispute gives the copyright holder the option to
sue the individual (Electronic Frontier Foundation
[EFF] 2013).

In recent years, there has been increased pressure
on network operators to handle copyright
enforcement, since their position of gatekeepers
between end-users and Internet content places
them in the best position to control content.
Network operators will employ a number of
techniques to monitor what citizens are using
their bandwidth for. However, the use of these
techniques to monitor copyright compliance has
been highly criticized by privacy advocates for
infringing on an individual’s privacy rights.

Law Enforcement Cooperation and Network
Operators

While law enforcement officials can work with
network operators to help track down criminals,
several governments in the developed world have
been introducing bills that give police the ability to
ask for subscriber information without a warrant
(CBC 2012). This raises privacy and human right
concerns relating to the adequacy of oversight
mechanisms and judicial review procedures.
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While governments maintain that the kind of
information law enforcement officials would get
would be no different than what is found in the
public phonebook, privacy advocates argue that
in the age of big data and interconnectedness,
law enforcement officials could easily track an
individual’'s movement and learn more about
their behaviours.

Monopoly

In countries with telecommunication monopolies,
it is common for incumbent operators to
also provide Internet access. However,
telecommunication ~ monopolies are often
criticized for precluding other ISPs from entering
the market, inhibiting competition (Kurbalija
2012; Southwood 2014). The lack of competition
often results in higher prices and lower quality of
service, which can exacerbate the digital divide.
In some cases, telecommunication monopolies
tolerate the existence of other network operators,
but “interfere at an operational level, such
as providing lower bandwidths or causing
disruptions in services” (Kurbalija 2012).

Traffic Shaping

Network management techniques are often
employed by network operators to shape and
prioritize certain Internet traffic, such as online
games, video calls or streaming video. These
techniques  include: throttling bandwidth-
intensive traffic; inhibiting competing services;
or blocking content, applications and services at
the request of governments. Network operators
often argue that these techniques are important
for improving the user experience. For example,
network operators will often give Internet traffic
carrying voice conversation over VoIP services
priority over traffic carrying a simple email; while
a user can hear delays in VolP services, they won't
notice a minor delay in email exchange. However,
proponents of net neutrality argue that “all bits
are created equal” and that Internet traffic must
be treated equally (ibid.). Network operators
continue to challenge this view, arguing that “it is
the users who should have equal access to Internet
services and if this is to happen, Internet traffic
cannot be treated equally” (ibid.).

ToS Agreements

ToS agreements outline the relationship between
the user and the network operator or the content
intermediary. In many cases, ToS agreements are
restrictive for the user. Often, they give content
intermediaries and network operators permission
to collect, store and share an individual’s data. In
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many cases, the ToS can be changed at any time
and users can be disconnected from services for
various reasons. ToS agreements can also allow
network operators to block content at their
discretion. These rules can have implications for
a user’s privacy, as well as Internet censorship
and universal access. However, there are no
basic consumer protection rules when it comes to
regulation of network provider ToS agreements.
While it is important to recognize that content
intermedjiaries provide users many online services
free of monetary cost in exchange for rights to
collect and use data, one should ask whether or
not ToS agreements should be allowed to insert or
enforce provisions that put individual privacy and
security at risk (Bradshaw, Harris and Zeifman
2013).

Some grassroots campaigns have attempted to
push for more transparency and fairness in user
agreements. For example, the “Terms of Service;
Didn’t Read” project aims to create a database
that analyzes the fairness of user agreements from
Internet content providers. The project employs
a crowd-sourcing approach, inviting individuals
to submit ToS agreements for consideration
in a Google Group. Other initiatives include
the Swedish “CommonTerms” website, which
advocates for agreements to be explained through
a standard set of privacy icons instead of lengthy,
hard-to-read documents. Another initiative called
“TOSBack” tracks the changes a website makes
to their terms, which can be updated as often as
once a month for major content platforms such as
Facebook (Luckerson 2012).

Data Sales

Internet content providers often employ a
variety of tools to collect unique data about their
customers, such as HTTP cookies, flash cookies,
location, cellular number, web bugs and globally
unique identifiers (Bradshaw, Harris and Zeifman
2013). This information is used for customized
delivery of online advertisements and frequently
shared with third parties over the Internet. This
exchange is often done without the individual’s
knowledge about where the data will end up and
for what purposes it will be used. The resale of
data in tertiary markets is also a major concern, as
it greatly inhibits an individual’s ability to access
their data, verify its contents and ask for removal
(ibid.).
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4.1b RIRs, TLD Registries and ccTLD
Registries

Background

RIRs

RIRs are private, non-profit organizations
responsible for the distribution and management
of IP addresses in specific regional areas. Each
device connected to the Internet has a unique IP
address, either assigned permanently or assigned
temporarily for asession. IP addresses are allocated
from the IANA to RIRs for distribution. RIRs
will allocate or assign these numbers as required
to various network operators, government
bodies, educational institutions and private
enterprises. Currently, there are five RIRs that
operate independently in the management of IP
addresses. These organizations are: The American
Registry for Internet Numbers; Latin America and
Caribbean Network Information Centre; Asia-
Pacific Network Information Centre; Reseaux IP
Europeens Network Coordination Centre; and
African Network Information Centre.

TLD Registries

TLD registries are responsible for maintaining
a database of names and associated IP address
for every domain name registered within a
given TLD. The IANA delegates authority for
overseeing each global TLD to registry operators.
For each TLD and gTLD (such as .com or .org)
and for each country code TLD (such as .ca or .ch)
there is a registry operator. For example, VeriSign,
Inc. operates the .com and .net domains (among
others), and a non-profit organization called
EDUCAUSE has long maintained the authoritative
mapping information for the .edu domain and
also assigns domains in the .edu space. Some of
these registry operators are also domain name
registrars, meaning they assign domain names to
individuals and institutions requiring these names
(DeNardis 2014).

ccTLD Registries

ccTLDs are two-letter Internet TLDs designated
for a particular state. Examples include .ca, .uk
and .jp. In many countries, extensive use is made
of the ccTLD, while in other countries most
domain name registrations are under gTLDs
(such as .com and .org) rather than ccTLD. Some
ccTLDs are in demand for use outside of their
home country because their name can be used as
a part of a commercially meaningful phrase. As
a result, some smaller countries have opened up
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their ccTLDs for worldwide commercial purposes.
For example, Tuvalu has partnered with VeriSign
to sell domain name registrations using the .tv
ccTLD for television stations.

Contemporary Issues

ccTLD Administration

Most ccTLD registries are local non-profit
organizations responsible for administering
and operating a ccTLD in compliance with
local or regional legislation. ICANN has formal
agreements with a few ccTLDs; however, the
relationship between ICANN and c¢cTLD registries
mostly operates under codes of best practices,
such as ICANN’s Accountability Framework
document and ICANN'’s Country Code Names
Supporting Organization.

During the 2005 World Summit on the Information
Society, the Tunis Agenda recognized that
“governments have legitimate interests in the
management of their respective ccTLDs” (OECD
2006). However, most ccTLDs are managed in the
interest of the local community and in compliance
with local or national laws. Policy makers must
ask whether or not governments should have
more authority over their respective ccTLD. Some
stakeholders have argued for more oversight and
similarity in the governance of ccTLDs, not only
from national governments but from ICANN,
to help improve accountability and legitimacy.
In contrast, other stakeholders argue that the
present governance model strengthens the ccTLD
community by allowing c¢cTLDs to reflect local
requirements, without any “one-size-fits-all” rules

(ibid.).

Domain Name Trademark Disputes

Domain name trademark disputes have arisen
since the development of the World Wide Web.
Part of the contemporary problem is that “there
is no direct connection between the system for
registering trademarks, which is territorially
nation-bound and publicly administered, and
the system for registering domain names,
which is privately administered with no ex ante
consideration of trademark rights” (DeNardis
2014). Not surprisingly, trademark disputes have
represented a significant policy controversy for
the domain name administration.

Shortly after the inception of the Web, academics
and legal experts started asking what the
appropriate legal remedies for dealing with
trademark-infringing domain name registrations
would be and whether or not domain name
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registrars would assume any responsibility
for infringement. Domain name trademark
disputes are a complicated problem for Internet
governance: in trademark law, it is possible for
two registered trademarks to be identical if they
are registered as different classes of goods or
services. However, this does not translate into the
Internet environment, where each domain name
must be globally unique (ibid.).

In order to address contemporary trademark
disputes, ICANN has established an arbitration
procedure called the Uniform Domain-Name
Dispute Resolution Policy (UDRP). The UDRP
arose initially from a United States Commerce
Department proposal after an international
consultation by World Intellectual Property
Organization. When a registrant applies for
a domain name, he or she must declare that
the domain name they are applying for does
not infringe on the rights of a third party. The
registrant must also agree to participate in an
arbitration process if a third party comes forward
with a claim. A dispute is usually required to
be resolved by agreement, court decision or
arbitration before the registrar of the domain
name will cancel or transfer the domain name in
question. However, if the dispute is viewed to
be an “abusive registration,” the third party can
submit their claim through an “approved dispute-
resolution service provider,” or they can file a
complaint in a jurisdictionally appropriate court
(DeNardis 2014).

The UDRP has been criticized because it was not
formed through the same type of deliberative
international construction that gives legitimacy
to other types of global governance institutions,
often undergoing ratification by multiple nations’
legislative bodies (ibid.). However, advocates of
the system argue that the nation-state deliberative
governance approach would have taken years,
giving free reign to domain name trademark
violations in the interim. A second criticism of
the UDRP takes aim at the “approved dispute-
resolution service provider” system, suggesting
that trademark holders “forum shop” and use
the service providers most likely to rule in their
favour. However, advocates suggest that the
UDRP is still a relatively recent and evolving
system of trademark governance, and despite the
criticism against its constitution and operations,
advocates suggest that it has provided much
quicker and much less expensive global resolution
of trademark disputes than litigation, particularly
considering the cross national complications
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of such litigation (ibid.). Going forward, policy
makers will have to consider if the UDRP is an
appropriate forum for dealing with trademark
and domain name issues, and whether or not
improvements can be made to the current system.
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4.1c International Coordination of State-
Firm Relations

Background

Within a state, national governments will regulate
corporations that operate within their jurisdiction
to ensure adequate competition and good
practices. However, this traditional understanding
of state-firm relationships is challenged by the
rise of multinational corporations that operate
in various jurisdictions across the world. These
challenges are further complicated by information
and telecommunication companies, who not only
operate in various legal jurisdictions, but operate
in a realm where rules are highly fragmented.
Broadly speaking, states interpret and apply
national laws around hate speech, defamation and
Internet censorship in different ways. After the
recent cyber espionage revelations, some states
are becoming more sensitive about data privacy
issues and have been pushing for restrictions on
the business models of technology companies that
monetize user information. Others do not want to
put a strict limit (or any limit) on data aggregation
and retention practices, because these activities
are vital for their security and law enforcement
functions. As a result, current state-firm relations
are in flux. This contestation is two-sided: while
governments look to assert greater control over
Internet policy issues, technology companies have
pushed back. In particular, seven major American
ICT firms (AOL, Facebook, Google, LinkedIn,
Microsoft, Twitter and Yahoo) have called for
limitations and oversight when governments
collect user information (see Reform Government
Surveillance 2013). These major corporations are

now lobbying the government, to help re-establish
their legitimacy across the numerous jurisdictions
in which they operate.

Contemporary Issues

Regulatory Issues

Internet  firms face different regulatory
constraints in the various states in which they
operate. This increases the compliance costs for
these corporations. For example, privacy laws
pertaining to the collection and retention of data
about individuals could conceivably require
corporations to administer multiple web forms
for users subject to different jurisdictions, and
even build and maintain different data storage
centres in various locations with different levels
of security (Raymond 2013). In some cases,
complying with all the relevant legal regimes may
become impossible and necessitate withdrawing
from some markets (ibid.). In other cases, it can
create public relations dilemmas or challenge a
corporation’s core operating values and norms.
Firms may face issues of this kind when they
comply with censorship requests from relevant
national authorities.

Judicial Issues

Once laws are established, they are then applied by
the courts. This can cause further complexities for
state-firm relations because different legal regimes
will interpret and apply laws differently across
jurisdictions, and laws are constantly changing as
new precedents are set and courts discover gaps
in, and unintended consequences of, legislation.
Because Internet firms operate across various
jurisdictions, this raises the question of whether
there needs to be some level of international
coordination, while also responding to local and
regional judicial systems. However, there also
needs to be room to apply laws based on local
practices and values.
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4.2 The Governance Role of Public
Sector Actors

4.2a The State

Background

For some countries, public officials have been
involved in a variety of Internet governance
activities, from participating in the various
standards-setting fora to the establishment of IXPs.
For other countries, public officials have lacked
the technical knowledge and skills necessary
to participate in these Internet governance
mechanisms. For these states, constraints such
as simultaneously training officials, developing
policy and actively participating in the various
international fora are becoming less significant,
as more states continue to build capacity and
participate in various Internet governance
activities.

Mainly, states participate in Internet governance
through the development of national legislation,
covering a diverse set of issues such as privacy,
data protection, intellectual property, cybercrime,
cyber espionage and censorship. States also act as
regulators of Internet-based firms by enforcing
competition and antitrust policies.

The role of the state is a recurring theme
throughout this briefing book, as it plays a critical
role in shaping the governance of all relevant
issues. However, the multi-stakeholder model,
the speed at which Internet technology changes
and the Internet’s borderless nature challenge the
autonomy and capacity of national governments
to effectively govern aspects of the Internet that
have direct impact on the economic and social
aspects of the state.

Going forward, the precise role and authority
of the state with regard to Internet governance
will ultimately need to be determined by policy
makers and other stakeholders within the context
of a multi-stakeholder approach.

4.2b Regional Trade Agreements

Background

The Internet plays an important role in global
economic growth. As more firms operate
online and do business in a variety of national
jurisdictions, regional trade agreements are
becoming an important source of rules for Internet
governance.
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ACTA

ACTA was a regional trade agreement that
aimed to establish international standards for IPR
enforcement in areas such as medicine, counterfeit
goods and copyright infringement on the Internet.
Although ACTA was eventually rejected, many
elements of it have been carried into the two major
regional trade agreements discussed below.

TTIP

The TTIP is a free trade agreement that is currently
being negotiated between the United States
and the European Union. Although the TTIP
is colloquially known as a trade agreement, its
primary focus is regulatory barriers, not lowering
tariffs (Alden 2014). This is why the TTIP is
important for various stakeholders in Internet
governance, due to its provisions related to data
flows and data protection. US tech companies
have lobbied the American government to create
“a single global digital information marketplace”
(Chester 2013). However, after the allegations of
the NSA spying on European institutions and
politicians, EU data concerns have escalated. This
has led some EU commentators and politicians to
call for the suspension of continued TTIP talks.

TPP

The TPP is a multinational trade agreement that
is aimed at expanding the flow of goods, services
and capital across borders. It is currently being
negotiated by 12 nations, namely the United
States, Japan, Australia, Peru, Malaysia, Vietnam,
New Zealand, Chile, Singapore, Canada, Mexico
and Brunei Darussalam. Like the TTIP, the TPP is
an important trade agreement for various Internet
governance stakeholders, particularly as it will
include an important chapter on IPRs, as well as
provisions on encouraging transborder data flows.

Contemporary Issues

IPRs and Internet Governance

The leaked intellectual property chapter of the
TPP proposed reforms to patents, copyright,
trademarks, civil liberties and liability of ISPs.
Many Internet freedom organizations have
criticized the chapter, saying that proposals
would restrict innovation and force Internet
service providers to police copyright. A few of the
controversial TPP provisions that are listed are
(cited in EFF 2013):

* Expanding copyright terms: Create copyright
terms that will extend copyright ownership
from the life of the author +50 years, to life of
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the author +70 years and 120 years after creation
for corporate owned works (such as Mickey
Mouse).

® Regulate temporary copies: Treat temporary
reproductions of copyrighted works without
copyright holders’ authorization as copyright
infringement. This is incompatible with modern
routing and interconnection practices, as all
computers and networks rely upon the creation
of temporary copies of programs and files.

® Adopt criminal sanctions for copyright
infringement done without a commercial
motivation.

e Expand ISP liability by providing legal
incentives for ISPs to enforce copyright
protection rules.

Policy makers will need to determine what
governance function (if any) regional trade
agreements should play for establishing rules
around Internet governance issues related to
copyright and intellectual property enforcement,
the flow of data across borders and other trade-
related Internet issues.

Multi-stakeholder vs. Multilateral

One criticism of the TPP negotiations is that it
is creating Internet governance rules behind
closed doors, which does not fit with the multi-
stakeholder approach to Internet governance.
Policy makers need to consider whether or not
non-governmental stakeholders should be a part
of these discussions, and if so, how would they
enter these discussions in a meaningful way?
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4.3 The United Nations

The appropriate role of the United Nations
in Internet governance and Internet-related
policy issues remains an area of considerable
contention. A variety of bodies within the larger
UN system have responsibilities pertaining to
ICT policy, which at times sits uneasily between
these areas. Together, these UN bodies deal with
issues pertaining to human rights, development,
infrastructure  expansion, the  promotion
of inclusive Internet governance dialogue,
e-commerce, intellectual property and cyber
security.

The following sections of this briefing book are
intended to provide an introduction to these
efforts, without presuming an answer as to
whether the UN should take a greater role in
issues of Internet governance narrowly defined.
In any such discussion, strong emphasis must be
placed on avoiding unintended damage to the
stability, security and end-to-end accessibility of
the Internet.

4.3a UNHRC

Background

The UNHRC has 47 member states elected
by the UNGA. The purpose of the UNHRC
is to strengthen, promote and protect human
rights around the world, address human right
violations and make recommendations on
violations. The UNHRC manages working groups
on particular human rights issues and creates
Special Rapporteurs for particular human rights
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questions. It has played an important role in
promoting human rights online, particularly with
respect to freedoms of expression, assembly and
privacy.

In June 2012, the UNHRC passed the Resolution
A/HRC/20/L.13 on the Promotion Protection and
Enjoyment of Human Rights on the Internet,
affirming that the same rights that people have
offline must also be protected online. In addition,
the Special Rapporteur on the promotion of
freedom of opinion and expression, Frank La Rue,
has played an active role in promoting human
rights online. In April 2013, he wrote an important
report that explored the impact of mass online
surveillance on human rights. The report warned
that human rights standards have not kept pace
with advances in surveillance technology, and
argued that states have an obligation to “revise
national laws regulating [surveillance] in line
with human right standards” (UNGA 2013a).
The report formed the basis for further UN
discussion on human rights online, particularly in
regards to mass surveillance and privacy online.
In November 2013, the General Assembly passed
Resolution A/C.3/68/L.45/Rev.1, recognizing the
Right to Privacy in the Digital Age (UNGA 2013Db).

Although these resolutions are non-binding, they
provide an important mechanism for establishing
international norms online. When states or other
actors do not cooperate with the norm, it can be
used as a public shaming tool by drawing public
attention to human right violations.

Contemporary Issues

UNHRC Membership

On November 12, 2013, the UNGA elected 14 new
states to serve on the UNHRC. The composition
of the UNHRC matters for drafting and passing
resolutions that represent a broad constituency
of global values and interests. However, states
can exercise their power in a negative way, by
either diluting resolutions to suit their needs or
by blocking them. Further, they can gain insider
access to information regarding state human rights
records and monitor what others are saying about
their violations. In the end, this can drastically
affect the future norms of online rights in ways
that go against the visions of liberal democratic
states.
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4.3b UN Development Bodies: UNDP,
UNCTAD, UN CSTD and UNESCO

Background
UNDP

The United Nations Development Programme
(UNDP) works with states to help them withstand
crisis and drive sustainable growth. The
UNDP works with governments, civil society,
industry and academia to bring information
and communication technology to development
efforts: as more people are connecting to the
Internet, new opportunities for improving
health care, agricultural development, political
participation, economic development and health
care arise. In addition, the UNDP is one of the
main international actors that promotes women’s
rights online, and works with other UN bodies,
such as UNESCO and the ITU, to help women
gain access to the Internet (UNDP 2013).

Global Commission on Internet Governance

57



I rinding Common Ground

58

UNCTAD

UNCTAD promotes the integration of developing
countries into the world economy. UNCTAD
works with governments, partners in industry,
civil society and academia to bring information
and communication technology to education,
health and natural disaster management (see
UNCTAD 2013). UNCTAD also focuses on how
e-commerce and e-business applications can
be used by developing countries to participate
in global markets. UNCTAD has a number of
programs that help developing countries with
technical assistance. These programs focus
on building capacity on the legal aspects of
e-commerce, measuring the information economy
and its impact on development, and monitoring
trends with regard to ICT access, use impact and
related policies.

CSTD

The UN Commission on Science and Technology
for Development (CSTD) is a subsidiary body
of the Economic and Social Council (ECOSOC).
The role of the CSTD is to provide the UNGA
and ECOSOC with high-level advice on relevant
science and technology issues. Along with other
UN organs, the CSTD plays an important role
in WSIS action line implementation and WSIS
review. In December 2012, CSTD established
a Working Group on Enhanced Cooperation
(WGEC), to examine the mandate of the WSIS
regarding enhanced cooperation as contained in
the Tunis Agenda, through “seeking compiling
and reviewing inputs from all member states and
other stakeholders, and to make recommendations
on how to fully implement [the mandate of WSIS]”
(UNCTAD 2014a). The WGEC is comprised of
22 member states and five representatives from
the private sector, civil society, technical and
academic communities and intergovernmental
and international organizations (UNCTAD 2014b).

UNESCO

The United Nations Educational Scientific and
Cultural Organization (UNESCO) “strives to
build networks among nations” (UNESCO 2013).
Recognizing that the Internet has the potential
to bring countries together, foster sustainable
development, build democratic societies, and
enhance the free flow of information around
the world, UNESCO has played an active
role in many international forums such as the
Internet Governance Forum (IGF) and WSIS
implementation and review. UNESCO has
constantly stressed that “the mechanisms of

Internet governance should be based on the
principles of openness, privacy and diversity,
encompassing universal access, interoperability,
freedom of expression and measures to resist any
attempt to censor content” (ibid.). UNESCO also
stresses that the Internet should respect cultural
and linguistic diversity. Because of the speed and
scale at which new technologies are becoming
accessible, the emergence of the Internet as a
public network is carving out fresh opportunities
to widen public knowledge. However, Internet
access is still a large concern in many parts of the
developing world. UNESCO plays an important
role in addressing issues of access, by actively
working with states and non-state actors to
address the digital divide.

Contemporary Issues

Incompatibility across International
Organizations

As different UN organs work on important and
often overlapping issues they risk encountering
coordination  problems,  competition and
duplicated efforts. For example, copyright rules
established by the WTO may come in conflict
when development organizations try to expand
norms related to freedom of expression and
access to knowledge; or various UN development
organizations may inefficiently use resources to
by working on overlapping or duplicate issues.
Going forward, international organizations
will need to be cognizant of these risks, while
effectively coordinating their activities to ensure a
coherent regime complex.
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4.3¢ UN GGE

Background

ICTs are reshaping the international security
environment, as they are being increasingly
incorporated into critical infrastructure and
developed as instruments of warfare and
intelligence. Recognizing the need to cooperatively
address cyber threats and international security,
the UNGA has, on three separate occasions,
appointed the GGE on Developments in the Field
of Information and Telecommunications in the
Context of International Security. The first GGE
held its meetings in 2004 and 2005; the second
group held its meetings in 2009 and 2010; and the
third group began its work in 2012 and finished
in 2013 (UN GGE 2010). During these meetings,
all three groups have examined the existing and
potential cyber security threats, and have been
exploring cooperative measures to address them.

The most recent GGE, which concluded in July
2013, was composed of experts from 15 countries:
Argentina, Australia, Belarus, Canada, China,
Egypt, Estonia, France, Germany, India, Indonesia,
Japan, the Russian Federation, the United
Kingdom and the United States. They produced
a landmark consensus report, which affirmed that
the UN Charter and existing international law
applies to cyber space. Section I1I (16) of the report
released by the GGE states:

The application of norms derived from
existing international law relevant to the use
of ICTs by States is an essential measure to
reduce risks to international peace, security
and stability. Common understandings
on how such norms shall apply to State
behaviour and the use of ICTs by States
requires further study. Given the unique
attributes of ICTs, additional norms could be
developed over time. (UNGA 2013)

Contemporary Issues

The Next Step Forward

The GGE report on Developments in the Field
of Information and Telecommunications in the
Context of International Security was a positive
first step toward international cooperation on
cyber security issues. However, there are a number
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of questions that need to be answered when
moving forward. While the report recognizes
a wide range of cyber threats, states a need for
international cooperation to ensure peace and
stability, and makes recommendations for how
states can cooperate, these are only first steps:
determining exactly how international law will
apply to cyberspace and defining the scope of
issues that fall under rules concepts of warfare,
crime and espionage will be the next difficult, but
important steps for states and policy makers.

Multi-stakeholder vs. Multilateral

Because the GGE is comprised of experts from
states, this governance function could be described
as multilateral instead of multi-stakeholder — the
traditional Internet governance mechanism. Thus,
another important issue that policy makers need
to consider is whether or not non-governmental
stakeholders should be a part of these discussions,
and if so, how would they enter the discussions
and activities of the GGE?
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4.3d IGF

Background

The IGF was established by the UN Secretary-
General in 2006 to provide an open and
inclusive forum for multi-stakeholder policy
dialogue regarding the Internet. Its mandate is
to facilitate discussion of the development of
open, transparent and inclusive Internet policy by
identifying emerging issues and bringing them
to the attention of the relevant bodies and the
general public. It is a non-decision-making body,
but provides an opportunity for various Internet
stakeholders to share information and coordinate
their activities.
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Contemporary Issues

More than a Talk Shop?

The IGF is an open and inclusive forum that brings
together different stakeholders for the purpose
of dialogue. At the most recent IGF in Bali, and
in all previous IGFs, there has been discussion
as to whether or not the IGF should become
more than a talk shop and develop actionable
outcomes. However, there are no standards for
who can join and participate in the IGF in any
given year. While the IGF is a useful forum that
allows different voices to share and debate, should
a forum with no restriction on who joins become
a key policy-making body? How would the IGF
ensure transparency and accountability to all its
stakeholders? This may be problematic for many
individuals, organizations and governments who
wish to participate at the IGF and the policy-
making process, but who lack the funds required
to travel. Giving the IGF decision-making
power would therefore only reflect the views of
individuals who can afford to make the trip.

Promoting Inclusiveness and Dialogue in the
Multi-stakeholder system

For many individuals, governments and
organizations, itiseconomically unfeasible to travel
to the IGF every year. In order to address this issue,
the IGF has introduced regional and national IGF
initiatives, as well as remote participation as ways
to promote openness and inclusiveness. However,
this can still be problematic for stakeholders in
the developing world. Regional IGF initiatives
are still not fully representative. Although voices
can be represented through remote or online
participation, various parts of the world, due to
time differences between where the IGF is located
and a participant’'s home country, may still
struggle to participate. Furthermore, there may be
less value placed on individuals or organizations
that participate online, as well as less opportunity
to network, share ideas and promote discussion.

4.3e ITU

Background

The ITU is the key international organization
involved in the regulation of telecommunications.
It has played an important technical role
developing rules for coordination among national
telecommunication systems, allocating radio
spectrum and managing satellite positioning. It
also provides technical assistance to developing
countries to help develop and build their

Internet and communications infrastructure and
capacity. It also plays an important role in setting
voluntary technical standards and administering
telecommunication-specific international treaties
such as the ITRs.

The ITRs facilitate global interconnection and
the exchange of telecommunication traffic across
national borders. For example, the treaty sets rules
around traffic flows between telecommunication
networks, international routing, charging and
billing between operators and other related issues.
The ITRs were previously updated in 1988, at the
World Administrative Telegraph and Telephone
conference, prior to the commercialization of the
Internet. In 2012, the WCIT was held in Dubai, to
review and update the old ITRs.

Contemporary Issues

ITRs and the Internet

The proposals put forward at WCIT in 2012 did not
gain traction. However, some telecommunication
carriers are still concerned that “fair compensation
is received for carried traffic by network
operators” and “are interested in the prospect
of United Nations member states facilitating the
development of international IP interconnections”
(DeNardis 2014, 224-26). Subsequently, this
would place Internet interconnection somewhat
under the jurisdiction of the United Nation,
giving UN member states influence and oversight
into Internet Infrastructure. Some stakeholders
have argued that this would fundamentally
change the way the Internet works, increasing
the cost of Internet access, hindering access
to knowledge and information and slow
Internet economic development (see Centre
for Democracy and Technology 2012). Policy
makers will need to ask whether or not Internet
technologies should or should not be included
in the ITRs. Policy makers will have to consider
whether or not telecommunication carriers are
fairly compensated by the current model for
interconnection, and will have to ask if changing
the current model of interconnection will have any
effect on fundamental human rights, Internet cost
and access, and Internet economic development.

Changing Technologies, the ITRs and the ITU’s
Role

Some governments prefer the ITU to have a
more direct role in Internet governance functions
such as naming and addressing, standard-
setting, cybercrime and spam. This was made
clear when a proposal was made that suggested
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that Internet governance should be done by
states, and that states should be able to manage
their own Internet naming and numbering
and establish and implement policy regarding
Internet access and traffic. However, an alternate
view took the position that the new ITRs should
continue to address only traditional international
telecommunication traffic that a multi-stakeholder
model of Internet governance should continue.
Because the ITU’s voting rights are exclusively for
states, proponents of the multi-stakeholder model
often argue that the ITU should not take any action
that could extend its jurisdiction or authority over
the Internet.

Legal Challenges Posed by Parallel Sets of
ITRs

Once the 2012 ITRs enter into force, there will be
two treaties simultaneously in force on the same
subject matter. This creates a problem governed by
Article 30 of the Vienna Convention on the Law of
Treaties, which provides in this case that the 1988
ITRs will remain in force between states not party
to the 2012 ITRs, as well as between a pair of states
in which one state is party only to the 1988 ITRs
and the other of which is party to both the 1988
and 2012 ITRs. The key point is that this creates
a highly complex legal situation that could create
increasing compliance costs for telecom operators
and for national governments if the states party to
the 2012 ITRs continue to update them over time.
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4.3f UN Guiding Principles on Business
and Human Rights and the UN Global
Compact

Background

Information and telecommunication firms have
enabled individuals to exercise their individual
human rights at an unprecedented scale.
However, ICT firms also collect an extraordinary
amount of personal information, creating
significant issues of trust and of corporate social
responsibility. Recognizing their human rights
obligations, many ICT firms have committed
to upholding the UN Guiding Principles on
Business and Human Rights (Access Now 2013).
According to the Office of the High Commissioner
for Human Rights (OHCHR), the Guiding
Principles are grounded in recognition of: states’
existing obligations to respect, protect and fulfil
human rights and fundamental freedoms; the
role of business enterprises as specialized organs
of society performing specialized functions,
required to comply with all applicable laws and
to respect human rights; and the need for rights
and obligations to be matched to appropriate and
effective remedies when breached (OHCHR 2011).

Contemporary Issues

Guiding Principles Limitations

Corporationsin many industrieshave endorsed the
UN Guiding Principles and various stakeholders
have sought to guide their actual implementation
by producing secondary literature and projects
that explore the principles. However, the
application of the Guiding Principles to ICT has
yet to be deeply explored, especially in regards
to the third principle (Micek and Landale 2013).
Civil society has just begun to fill this gap: Access
Now published a report that offers pragmatic
steps that ICT firms can take to incorporate the
Guiding Principles, particularly the third pillar,
into all aspects of their policies and operations
(ibid.). While these are important first steps at
ensuring ICT firms are responsible towards their
consumers in terms of privacy and security,
they do not address the underlying problem of
corporate data collection and retention that allows
different actors, such as states or other firms, to
abuse the information.
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Expanding the UN Global Compact

The UN Global Compact is a voluntary corporate
responsibility initiative. It consists of 10 principles
derived from the UDHR, The International Labour
Organization’s Declaration on Fundamental
Principles and Rights at Work, the Rio Declaration
on Environment and Development, and the
United Nations Convention Against Corruption.
Because it is a voluntary initiative, its principles
are not legally binding or enforced, and are
therefore intended to complement, not substitute,
existing regulatory approaches for good business
practices. ICT corporations play a large role in data
collection, retention and use. Although initiatives
such as the Guiding Principles help create best
practices around data collection, retention and
use, it does not state any limits to corporate power
over data policies. The Global Compact could be a
place to develop and disseminate codes of conduct
and best practices to encourage ICT corporate
social responsibility that respects human rights
and individual privacy.
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4.4 The OECD

Background

In the period from 1998 to 2007, much of
the OECD’s work focused on ICT policy for
development, particularly in terms of e-commerce
and Internet infrastructure. However, as the
Internet began to grow and expand throughout
the developing world, there was increased
recognition that it was a platform for productivity
and innovation that could fuel economic and
social growth throughout the world. Recognizing
this, in 2008, the OECD held its Seoul Ministerial
where it expanded its focus from ICT policy for
development to consider issues such as security
and privacy, consumer protection, digital content
and broadband development (OECD, n.d.).

Following the Seoul Ministerial, the OECD
convened various leaders from the stakeholder
community to adopt a code of best practices for
a shared and open Internet economy. This code
includes: afocus onexpanding the communications
network and providing access at affordable prices;
fostering the use of the Internet in critical areas
such as health, education and energy in order
to increase efficiency; measuring developments
and quantifying the Internet’s impact on the
economy to develop evidence-based policies;
and encouraging countries to follow a number
of basic principles for Internet policy so that it
remains open and dynamic (OECD 2011a). These
basic principles, taken from the OECD’s Council
Recommendation on Principles for Internet Policy
Making (OECD 2011b), are highlighted below:

* Promote and protect the global free flow of
information.

e Promote the open, distributed and
interconnected nature of the Internet.

* Promote investment and competition in high
speed networks and services.

* Promote and enable the cross border delivery of
services.

* Encourage multi-stakeholder cooperation in
policy development processes.

 Foster voluntary developed codes of conduct.

* Develop capacities to bring publically available
reliable data into the policy making process.

* Ensure transparency, fair
accountability.

process and
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e Strengthen consistency and effectiveness in
privacy protection at a global level.

* Maximize individual empowerment.
* Promote creativity and innovation.
e Limit Internet intermediary liability.

® Encourage cooperation to promote Internet
Security.

e Give appropriate priority to enforcement
efforts.

In addition to the OECD’s Internet policy-
making principles, the council has also developed
Recommendations on the Protection of Children
Online to help governments protect minors online
through principles based on evidence-based
policy making, and has made recommendations
on international mobile roaming services to help
increase competition and reduce high international
mobile roaming prices. These recommendations
are not legally binding but rather best practices
stakeholders are encouraged to adopt.
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4.5 Individuals as Actors in Internet
Governance

Background

The Internet has become an important tool for
empowering individuals. The creation of the
“networked public sphere” (NPS) has created a
space where “citizens can come together to debate
and decide what issues are most salient as well as
determine how to act on them” (Etling 2013a). A
few examples are highlighted below.

The Internet and Protests

Citizens are increasingly using the Internet and
social media to mobilize and coordinate protests.
The Arab Spring is the most recent high-profile
example of Internet enabled protests, which
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eventually led to the fall of governments in a
number of states. These examples complicate
arguments putforward by skeptics that “online talk
ischeap,” “that online activism is not real activism”
and “that the Internet is more useful for dictators”
(ibid.). Recent research has demonstrated the
importance of the Internet and social media in
providing new sources of information and for
increasing individual attendance at protests. For
example, one study showed that social media
greatly increased the likelihood that individuals
would attend protests the first day, when “success
is typically least assured and the risk of attendance
is the greatest” (ibid.). While such protests allow
citizens opportunities to mobilize politically, it
must be noted that such movements can entail
significant short-term costs in the form of upheaval
and uncertainty. Further, it is important to
recognize that these technologies can also be used
by governments to track and identify protestors.
Thus by using this technology in some parts of the
world for the purpose of protest, citizens can run
the risk of imprisonment or death.

Government and Corporate Accountability

Citizens are able to use the Internet as “a check on
corruption, mismanagement and abuse of power
by government, corporations, and political and
economic elites” (ibid.). Online news platforms
can be used to bring issues to the forefront
of public debate, especially in cases where
“political or economic elites have control over
national media” (ibid.). Examples of this include:
NowPublic, Global Voices Internationally and
Ridus in Russia. There are other online platforms,
such as the Terms of Service; Didn’t Read, where
individuals contribute to by analyzing the
fairness of user agreements from Internet content
providers (Luckerson 2012). This can be used to
empower citizens by bringing issues regarding
corporate power into public debate, and by
providing citizens with information to make more
informed decisions. However, it is important to
remember that the same technology that provides
citizens with accountability can be used to repress,
censor, block or surveil its users.
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Issue-specific Campaigning

The NPS has played an important role in the
organization of protests and issue-specific
campaigning. Over the past few years, the NPS
has achieved some important victories. According
to Etling (2013b), the “starkest examples are online
efforts that killed Internet related legislation
that was pushed by the music and recording
industries.” A number of successful tactics were
used to defeat SOPA, PIPA and ACTA: specialized
tech media news outlets and digital rights and
freedom groups played a critical role in bringing
the issue into the mainstream public sphere; major
online platforms, such as Wikipedia, blacked
out their websites and pointed to US voters to
contact their congress representatives; within the
technology industry, Google placed a banner on
its site in opposition to legislation and connecting
users to their congressional representatives;
and users from online platforms, such as Reddit
and gaming communities, pushed technology
companies to reverse their support of SOPA and
PIPA (ibid.).

Contemporary Issues

In addition to recognizing the many ways that
citizens use the Internet, the main question policy
makers must ask is if and how citizens can be
plugged in to Internet governance mechanisms? It
can be argued that citizens are represented by their
membership in non-governmental organizations,
however, is this representation enough? Are
the diverse views or citizens captured by these
organizations? If not, how can they be better
captured and represented in Internet governance
mechanisms?
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