
Key Points
 → The cybersecurity risks of Internet of Things 

(IoT) devices are well documented.

 → In the absence of safety and cybersecurity 
regulations, credible performance 
standards represent our last line of 
defence to embed security into IoT 
devices at the operating level.

 → However, no global standard has 
been set to address this issue.

 → The growing battle for technological 
supremacy between the United States 
and China is partly to blame for the 
current stalemate in global high-
tech standards development. 

 → Recent legislative initiatives in the United 
States could spur the creation of a new 
regional market for cybersafe IoT devices 
for the military and for government 
operations through procurement, 
as opposed to new regulations.

Introduction
In their drive to digitize their economies and societies, 
developed countries are making significant investments 
in big data infrastructure. Over the coming years, billions 
of additional IoT devices and sensors are slated to come 
online. These devices will stream data through fifth-
generation (5G) networks to cloud-based “data lakes.” 
IoT-generated data will help train algorithms and allow 
machine-to-machine systems to operate seamlessly. 

However, users now realize that these devices are not 
designed with cybersecurity in mind. Minimum central 
processing unit (CPU) and memory capacity are needed for 
users to manage and maintain IoT devices and keep them 
cybersafe. The breakneck speed of innovation, the intense 
competition between vendors to capture new markets and 
the absence of safety and security regulations with respect 
to internet-related technologies have contributed to the 
current situation. As a result, every region of the globe 
has witnessed IoT cybersecurity breaches, with impacts 
on products such as self-driving vehicles and medical 
devices, as well as systems and networks operating 
critical infrastructure such as military equipment, utilities 
and telecommunication networks. Although principles 
to make the IoT more secure have been proposed by a 
host of organizations in the past three years, no single 
global standard exists (nor is one under development). 
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A Panoply of Devices
The IoT encompasses a wide variety of internet-
ready devices that do not match the level of 
sophistication of products such as smartphones, 
servers or laptops. In its definition of the IoT, the 
National Institute of Standards and Technology 
(NIST) includes any device that has at least one 
transducer (either a sensor or an actuator) for 
interacting with the physical world, and at least 
one network interface (such as Ethernet, Wi-Fi, 
Bluetooth, Long-Term Evolution or LTE, Zigbee, 
and Ultra-Wideband or UWB) for interacting 
with the digital world (NIST 2020, v).

Figure 1 illustrates IoT devices’ uses in 
residential, commercial and industrial settings

IoT devices can be roughly classified 
into three categories:

 → Low-end IoT technologies that provide 
data: These devices are relatively simple 
and low-cost, such as sensors that transmit 
information one way. Examples include 
sensors used for security that indicate whether 
a window or door is open or closed.

 → Mid-level IoT technologies that provide both 
data and functionality: These devices have 
data-processing capabilities, may send and 
receive data, or could have some actuation 
functionalities. Examples include sensors 
that trigger valves once temperature or 
pressure reaches a certain threshold or 
that communicate actions to operators.

 → High-end IoT technology that provide data, 
functionality and control: These devices, 
such as self-driving cars, perform high-
value functions and require high amounts 
of bandwidth (Rauscher 2019, 8–11).

Depending on the definition being used, there were 
between eight and 15 billion devices connected to 
the internet in 2015. Estimates for 2020 range from 
between 25 and 30 billion devices. Looking ahead, 
the number of connected devices could range from 
between 50 and 75 billion devices by 2025 and 
could continue to increase thereafter (Yoo 2019, 41; 
Hidden Brains 2020; US Senate 2019, 2). This growth 
in IoT is generating large data flows. Although 
traditional data centre traffic was expected to triple 
between 2017 and 2020 to 15.3 zettabytes (ZB), IoT 
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growth over the same period was forecasted to be 
39 times higher and to reach 600 ZB (Keeley 2017).

The economic value of the sector is large and 
growing. According to research firm Gartner, total 
global expenditure on IoT is set to top US$3 trillion 
this year. Although future prospects vary, research 
firm McKinsey estimates that the economic value 
of IoT across sectors could reach US$11 trillion 
per year by 2025, depending on factors such as 

the extent of the deployment of 5G technologies 
globally (Groupe Spécial Mobile Association [GSMA] 
2018, 15). The IoT could spawn hundreds of new 
billion-dollar-plus unicorns as all sectors of the 
economy turn to digitization (Rauscher 2019, 16).

Source: Reproduced with permission from Postscapes and Harbor Research, www.postscapes.com/ 
what-exactly-is-the-internet-of-things-infographic/.

Figure 1: IoT Devices — Sensors and Actuators
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5G Interoperability and 
Cybersecurity Standards
It should be noted, however, that these estimates 
are all contingent on two factors related to 
standardization that are critical for success. The 
first factor is the ability to achieve interoperability 
between devices and networks. Although an 
important bottleneck to the deployment of IoT 
devices was removed with the adoption of Internet 
Protocol (IP) version 6 to deal with the looming 
IP address exhaustion issue, both developers and 
users agree that the industry as a whole needs 
to make significant progress on establishing 
appropriate interoperability standards for data 
to flow freely from IoT devices to 5G networks 
and then to platforms (SOS International [SOSi] 
2018, 3; GSMA 2018, 15). However, given the 
growing competition for technology supremacy 
between the United States and China, progress 
on many important global standards has stalled 
in the United States in the face of significant 
progress in China, notably when it comes to the 
development of global interoperability standards. 
There is a generalized perception that US industry 
participation in global voluntary standards setting 
related to 5G and related technologies has declined 
over the years, in particular at the International 
Telecommunication Union (ITU) (SOSi 2018). US 
industry participation has been further restricted 
across voluntary standards-setting bodies such as 
the International Organization for Standardization 
(ISO) and the International Electrotechnical 
Commission (IEC) since May 2019 when the US 
Department of Commerce added China’s Huawei 
to its export control regulation Entity List (Rubio 
2020). This decision has since been reversed in 
June of 2020. Without significant progress on the 
standards front, interoperability will remain elusive 
for US-backed technologies, and the deployment 
of US-sanctioned 5G technologies will be delayed.

Not Designed with 
Security in Mind
The other significant barrier to widespread 
adoption of the IoT is the absence of cybersecurity 
standards that apply to IoT devices per se. Since 

the commercial deployment of devices a little 
more than 10 years ago, the IoT has been the 
target of a wide array of cybersecurity breaches. 
A growing percentage of cyberattacks featuring 
viruses, worms, trojans and botnets are being 
introduced through unsecured IoT devices. 
In 2017, 48 percent of US companies with IoT 
devices on their network had experienced a 
breach (Businesswire 2017). That percentage is 
bound to rise further with the introduction of 
more devices. According to industry experts, 
approximately 25 percent of all cyberattacks 
will target IoT devices in 2020 (Toomey 2018). 

Regarding botnets, millions of unsecured IoT 
devices have reportedly been used to launch denial 
of service attacks (DDoS), including the 2016 Mirai 
attack, which represented the largest DDoS attack 
on the internet at the time (Holland 2019, 52). Newer 
iterations of IoT-focused attacks, such as Hajime 
and Devil’s Ivy, can identify different devices, 
select known passwords or exploit appropriate 
vulnerabilities, compromise a device and then use 
its communications protocols to spread infection to 
other devices. According to Anthony Giandomenico 
(2017), an expert on the IoT, “the potential for 
using multi-vector worms to create massive IoT 
botnets that span across multiple technologies is 
very real. And the results can be devastating.” 

Nation-states are also directing and funding 
research aimed at identifying IoT cyber 
vulnerabilities. According to SOSi (2018, 109–11), the 
China National Knowledge Infrastructure database 
listed 1,229 published articles on IoT security in 
July 2017, including articles on the development 
of algorithmic and machine-learning techniques 
for the systematic discovery of IoT vulnerabilities 
across a wide range of devices around the world. 

The potential for serious harm or even death for 
users now appears to be higher with unsecured 
IoT devices than with any other consumer 
good. Erroneous information can be introduced 
in industrial sensors and trigger incidents, 
accidents or shutdowns. IoT devices installed in 
appliances, home automation products, cameras 
and laser printers are used by unauthorized 
third parties to access household, commercial 
and industrial networks (Constantine 2015). 
Wind farms can be disabled (Greenberg 2018). 
Individuals or groups can be targeted and killed 
through intrusion in IoT devices operating 
the driving functions of cars, pacemakers or 
insulin pumps. Appliances can self-destruct 
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though the tampering of sensors and actuators. 
Exploding pieces of equipment can maim or kill 
(Yoo 2018, 43; Hunt, Letey and Nightingale 2017, 1).

The main reason why IoT devices are vulnerable 
is because there is not enough CPU and memory 
embedded in them to allow users to manage them 
by updating software, adding unique identifiers 
or new coding or patches. The circuit board 
space is too small to accommodate the required 
security and authentication protocols. Often, 
the software embedded in the device cannot be 
accessed under current configurations, updated or 
patched (Maddison 2019). According to IoT industry 
specialists, manufacturers have an important role 
to play in enhancing the resilience of the devices 
they produce, but they have not prioritized security 
to date, “mostly because they are motivated 
by profit; they want to bring as many of these 
devices to market as quickly and as cheaply as 
possible” (Toomey 2018). Insufficient investments 
in the security needs of these and other price-
sensitive devices have left consumers and society 
critically exposed to device security and privacy 
failures (Hunt, Letey and Nightingale 2017, 1).

This situation has generated a number of responses. 
On the one hand, it has fostered the creation of 
a cottage industry of firms focusing on network 
and system cybersecurity advances to shield IoT 
devices from attack. Websites such as Shodan 
serve as a meeting place to identify, showcase 
and address — or, in some cases, allow malicious 
actors to take advantage of — IoT vulnerabilities 
through comprehensive databases.1 The Department 
of Homeland Security maintains a dedicated 
and ever-expanding webpage focusing on IoT 
devices advisories to alert critical infrastructure 
operators as weaknesses are discovered.2

On the standards front, however, no discernible 
progress has been made in developing global 
cybersecurity standards focusing squarely on IoT 
devices. Standards bodies such as the ISO/IEC, the 
Institute of Electrical and Electronics Engineers 
(IEEE), the ITU and the Internet Engineering Task 
Force have published a wide range of cybersecurity 
standards and guidance focusing on networks, 
systems, processes, controls and vulnerabilities 
(SOSi 2018, 50-51). In the United States, NIST 
has also published cybersecurity guidance in 

1 See www.shodan.io/.

2 See www.us-cert.gov/ics.

its 800 series and in its Federal Information 
Processing Standards series. Underwriters 
Laboratories (UL) has been able to partially 
fill the gap through its UL 2900 Standard for 
Software Cybersecurity for Network-Connectable 
Products. However, the standard, as stated in its 
title, does not contain minimal requirements on 
hardware contained in the devices (UL 2017). 

In the past three years, there has been a growing 
interest in exploring new approaches. On the 
industry side, 12 US and European organizations 
representing developers, vendors and users issued 
detailed guidance to improve the cyberperformance 
of IoT devices. These documents are detailed 
enough to be used as seed documents for future 
standards.3 Governments have started to take 
steps to manage this space as well. In September 
2018, California passed the Security of Connected 
Devices Act, which codifies the state’s ability to 
bring enforcement complaints against companies 
that do not build adequate security safeguards 
into their devices. In September 2019, the US 
Senate Committee on Homeland Security and 
Governmental Affairs reviewed Bill S.734 on the 
Internet of Things Cybersecurity Act and requested 
that NIST develop standards featuring minimum 
security requirements for IoT devices that 
would be procured by federal agencies, thereby 
creating a market for cybersafe IoT devices.

NIST Recommendations 
for IoT Device 
Manufacturers
In response to the Senate Committee, NIST 
issued draft recommendations for IoT devices’ 
cybersecurity to manufacturers in 2019. A second, 
more comprehensive draft was released in January 
2020. Although it clearly states that IoT devices 
“often lack device cybersecurity capabilities their 

3 Detailed guidance on core device cybersecurity capabilities for IoT 
devices has been submitted by the Agelight Digital Trust Advisory Group; 
the Broadband Internet Technical Advisory Group (BITAG); the Cloud 
Security Alliance; the Council to Secure the Digital Economy; CTIA; the 
European Union Agency for Network and Information Security; the 
European Telecommunication Standards Institute; the GSMA; the IEC; 
the Industrial Internet Consortium; the IoT Security Foundation; the ISO/
Online Trust Alliance and the Platform Security Architecture.
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Table 1: Measure and Components of Digital Preparedness Index
Device Capability Objective

Device identification The IoT device can be uniquely identified logically and 
physically.

Device configuration The configuration of the IoT device’s software and firmware 
can be changed, and such changes can be performed by 
authorized entities only.

Data protection The IoT device can protect the data it stores/transmits from 
unauthorized access and modification.

Logical access to interfaces The IoT device can restrict logical access to its local and 
network interfaces, and the protocols and services used by 
those interfaces, to authorized entities only.

Software and firmware update The IoT device’s software and firmware can be updated 
only by authorized entities using a secure and configurable 
mechanism.

Cybersecurity state awareness The IoT device can report on its cybersecurity state and make 
that information accessible to authorized entities only.

Source: NIST (2020).

customers — organizations and individuals — can 
use to help mitigate their cybersecurity risks” 
(NIST 2020, ii), the document does not codify 
performance requirements that manufacturers 
can use to test and, more importantly, certify 
compliant devices. Rather, it provides guidance 
for manufacturers to engage in a dialogue with 
customers, and to respond to their cybersecurity 
needs on a case-by-case basis. Nevertheless, the 
document proposes six categories of capabilities 
that could lend themselves to the creation 
of a credible performance standard. These 
capabilities, shown in Table 1, are extracted 
from 12 reference documents produced by 
industry consortia and published standards.

Although Bill S.734 has not been adopted by 
Congress, the United States and other jurisdictions 
can now mandate that new IoT devices purchased 
by governments and their military adhere to 
the principle outlined in the NIST document, 
thereby creating a market in absence of 
regulation. Embedding the NIST requirements in a 
performance standard would allow for the creation 
of an independent third-party certification program 
for devices and the use of certification marks on 
products that have met the standard. This approach 
is supported by those in the industry who are 
arguing for cybersecurity principles applying to 
IoT devices, such as the BITAG (BITAG 2016, vi).

The Microsoft-MediaTek 
Use Case
One of the criticisms of applying a standard and 
certification program to the IoT is that adding 
CPU power, memory and software will drive up 
the cost of devices and reduce the future growth 
opportunities of the industry as a whole. This 
argument has been largely debunked by a use 
case spearheaded by the Microsoft Research and 
NExT Operating Systems Technologies Group. 
In an article entitled “The Seven Properties of 
Highly Secure Devices,” the authors of the project 
argue it is “within the reach of achievability 
for all devices, even the most price sensitive, 
to be engineered with sufficient security to be 
trustworthy even in the face of aggressive assault 
from determined network attackers.” The NExT 
team partnered with Taiwan-based IoT device 
manufacturer MediaTek to apply to exisiting 
devices cybersecurity performance requirements 
similar to those proposed by NIST. They designed, 
created and tested Sopris, “a proof of concept 
highly secure microcontroller” and demonstrated 
that it is possible to construct a microcontroller 
that can readily provide the basis for highly secure 
IoT devices (Hunt, Letey and Nightingale 2017).
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Next Steps
In the absence of broad-based regulations setting 
the bar for minimum cybersecurity features for 
IoT devices, standards and certification represent 
the last line of defence to protect consumers, 
governments, industry and critical infrastructure 
from cybercriminals and state-sponsored 
cyberattacks. Bill S.734 and the resultant NIST 
guidance have created an incentive, a market 
and sound principles for the development of a 
credible standard. Looking forward, it is becoming 
increasingly clear that such a standard would have 
to be applied to all IoT devices being deployed 
in the marketplace. Given the growing threats of 
DDoS events and the possibility of assassination 
attacks by IoT devices, the health and safety 
risks are too high to justify exemptions. IoT 
industry expert Matt Toomey (2018) recently 
stated: “Hopefully some type of universal security 
standards can be implemented sooner rather 
than later. However, if history is any indication, 
it will probably take more catastrophes to 
inspire any meaningful progress to be made.” 

The challenge before us is to find the right 
standards development body to take on this work. 
As explained in the 2019 CIGI paper entitled Big 
Data Analytics Need Standards to Thrive: What 
Standards Are and Why They Matter (Girard 2019), 
the information and communications technology 
sector as a whole has shunned global standards 
development organizations over the past decades, 
which has created a vacuum in the development of 
appropriate health, safety and security guardrails 
to frame big data value chains and their associated 
hardware, software and policies. A new approach 
is therefore needed to spur the development of 
credible cybersecurity standards for IoT devices. 
Given its neutral position, Canada is ideally 
positioned to take a leading role. Accredited 
standards development organizations such as the 
CIO Strategy Council can offer a neutral ground 
where cybersecurity specialists, industry and 
regulators from like-minded jurisdictions can 
establish trust and achieve results for the benefit of 
consumers — first by developing a solid standard 
applicable in Canada, and then by submitting it as 
an international standard through an established 
global standards body such as the IEEE or the IEC.
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Acronyms and 
Abbreviations
5G fifth-generation

BITAG  Broadband Internet Technical 
Advisory Group 

DDoS denial of service attacks 

CPU central processing unit 

GSMA Groupe Spécial Mobile Association

IEC International Electrotechnical 
Commission 

IEEE Institute of Electrical and 
Electronics Engineers 

IoT Internet of Things

IP Internet Protocol

ISO International Organization 
for Standardization 

ITU International Telecommunication Union

NIST National Institute of Standards 
and Technology

SOSi SOS International

UL Underwriters Laboratories

ZB zettabytes
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