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Executive Summary
In recent years, countries have become increasingly 
concerned about the immediate and future threats 
to their critical services and infrastructures that 
could result from the misuse of information and 
communications technologies (ICTs). As such, 
countries have placed the development of normative 
standards guiding state behaviour in cyberspace 
at the top of their foreign policy agendas. Yet, 
despite broad international consensus regarding 
the basic principles to limit the misuse of ICTs in 
the digital age and to constrain state behaviour, 
the key tenets have been consistently violated. 

All evidence suggests that states are not following 
their own doctrines of restraint and that each 
disruptive and destructive attack further destabilizes 
our future. States have turned a blind eye and 
have shirked their responsibility for curbing or 
halting cyber attacks originating from their own 
territories. Disruption or damage (or both) of critical 
infrastructures that provide services to the public 
has become customary practice — the “new normal.” 
And this intentional misuse of ICTs against critical 
infrastructures and services has great potential to 
lead to misperception, escalation and even conflict.

This paper offers five standards of care that can be 
used to “test” individual states’ true commitment 
to the international norms of behaviour. Only 
with a concerted and coordinated effort across 
the global community will it be possible to change 
the new normal of “anything goes” and move 
forward to ensure the future safety and security of 
the Internet and Internet-based infrastructures.

Introduction
Critical infrastructure sectors and services such 
as electricity generation, gas and oil production, 
telecommunications, water supply, transportation 
and financial services are becoming uniquely 
vulnerable to malicious attacks because of their 
increased automation, interconnectedness and 
reliance on the Internet. This infrastructure-
Internet entanglement has become a strategic 
vulnerability for most countries around the world, 
which are realizing that this profound weakness 
can threaten their national security and, potentially, 
international peace and stability. This realization 
came to the forefront a decade ago, when a 
malicious computer worm known as Stuxnet 
was used to degrade and ultimately shut down 
Iran’s nuclear facility in Natanz in 2007. The use of 
this military-grade cyber weapon against a state 
sparked intense and urgent conversations within 
the international community about the importance 
of norms for state responsibility in cyberspace 
to ensuring the future safety and security of the 
Internet and Internet-based infrastructures.

Cyber insecurity is both a sovereign issue and an 
international challenge. The volume, scope, scale 
and sophistication of cyber threats to critical 
services and infrastructures are outpacing defensive 
measures, while data breaches, criminal activity, 
service disruptions and property destruction are 
becoming commonplace (Hathaway 2016). The 
Stuxnet source code was analyzed by experts around 
the world and then replicated (as, for example, 
Flame, Gauss, DuQu, Wiper and so on), proliferated 
and traded on the black market by both state and 
non-state actors (Hathaway 2012). Countries are now 
increasingly concerned about the immediate and 
future threats that could emanate from the misuse of 
ICTs, and that could jeopardize international peace 
and security similarly to terrorism, transnational 
organized crime, infectious diseases, environmental 
degradation and nuclear, biological, chemical 
and radiological weapons. This makes it all the 
more necessary to advance a dialogue on how 
best to limit the misuse of ICTs in the digital age 
and constrain state behaviour in cyberspace. 
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Codifying Responsible 
State Cyber Behaviour
The development of normative standards guiding 
state behaviour — and especially the “norm of 
state responsibility” — is enshrined in the United 
Nations (UN) Charter (2001).1 By signing the UN 
Charter, states not only commit to respecting the 
sovereignty rights of other countries, but they 
also accept certain responsibilities, which include 
avoiding harm to other states. Seeking to build on 
this common understanding and customary law, 
the United Nations initiated a series of diplomatic 
negotiations among a small group of nations known 
as the UN Governmental Group of Experts (UN 
GGE), established under the UN General Assembly, 
to identify fundamental first steps and behaviours 
to protect critical national and international 
infrastructures from cyber harm and ultimately to 
reduce collective risks posed by malicious activities 
(Lotrionte 2012, 829). Following various UN GGE 
meetings, national experts from member countries 
began to codify assessments and recommendations 
into voluntary, non-binding norms. In July 2015, 
member countries of the UN GGE on Developments 
in the Field of Information and Telecommunications 
in the Context of International Security — a group 
of representatives from 20 nations from all over 
the world2 — endorsed and adopted a new set of 
voluntary, non-binding norms of responsible state 
behaviour in cyberspace (UN General Assembly 2015; 
see also UN Office for Disarmament Affairs n.d.).

Three norms stand out in particular. The UN 
GGE member countries agreed that: 

→→ “A State should not conduct or knowingly 
support ICT activity contrary to its obligations 
under international law that intentionally 
damages critical infrastructure or otherwise 

1	 Under customary international law of state responsibility, states bear 
responsibility for any act that is attributable to the state that is a breach 
of an international legal obligation applicable to that state. Following 
the 9/11 attacks, the “norm of state responsibility” under international 
law has been more broadly interpreted to include “state responsibility 
for the actions of non-state actors that follow from the state’s failure to 
meet its international obligations to prevent its territory from being used 
as a platform or sanctuary for the non-state actors to attack other states” 
(Lotrionte 2012, 857).

2	 Member countries of the UN GGE are: Belarus, Brazil, China, 
Colombia, Egypt, Estonia, France, Germany, Ghana, Israel, Japan, 
Kenya, Malaysia, Mexico, Pakistan, the Republic of Korea, the Russian 
Federation, Spain, the United Kingdom and the United States. 

impairs the use and operation of critical 
infrastructure to provide services to the public” 
(UN General Assembly 2015, para 13(f));

→→ “States should not knowingly allow their 
territory to be used for internationally wrongful 
acts using ICTs” (ibid., para 13(c)); and

→→ “States should take appropriate measures to 
protect their critical infrastructure from ICT 
threats, taking into account General Assembly 
resolution 58/199 on the creation of a global 
culture of cybersecurity and the protection 
of critical information infrastructures, and 
other relevant resolutions” (ibid., para 13(g)). 

The De Facto Norms
Despite unanimous consensus on this high-level set 
of international norms and endorsement by the UN 
General Assembly in December 2015, some of these 
key tenets have been consistently violated, thus 
undermining the integrity of the entire agreement. 
Even worse, not only has there been intentional 
disruption and damage to critical infrastructures 
and services of states since the approval of this 
agreement, none of the signatories have publicly 
objected to the wrongful use of ICTs and harm 
caused to nations. This silence is contributing to 
a new de facto norm — “anything goes” — and 
this is dangerous because it increases the risks 
to international peace, security and stability.

Disrupting or damaging critical infrastructures 
that provide services to the public has become 
customary practice — the new normal. In the past 
two years and since the UN GGE agreement, there 
have been an alarming number of harmful incidents 
targeting critical infrastructures around the world, 
ranging from power systems to telecommunications 
systems to transportation systems to financial 
systems. For example, in late December 2015, three 
Ukrainian regional electric power distribution 
companies were simultaneously targeted, bringing 
more than 50 substations off-line and leaving 
more than 225,000 residents without power for 
up to six hours. The malicious software used in 
this attack damaged equipment and prevented 
engineers from remotely restoring power. Months 
later, the distribution centres were still running 
under constrained operations, affecting quality 
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of service to citizens and businesses (Industrial 
Control Systems Cyber Emergency Response 
Team 2016). Almost exactly one year later, Ukraine 
suffered another sophisticated attack against the 
Pivnichna substation outside of its capital, Kiev 
(Goodin 2017). The attacks against Ukraine were 
successful and quite instructive, especially because 
they were clear instances in which intentional 
damage against a state’s critical infrastructure was 
perpetrated (Lee, Assante and Conway 2016) — and 
likely conducted by a UN GGE member state — and 
the rest of the world did not condemn the actions. 
And while the UN GGE norm only applies during 
peacetime, others would say that this type of attack 
against a civilian target must still meet a necessary 
and proportional threshold, permissible during 
wartime under international law. Similar destructive 
malware has since been discovered in nuclear and 
electric power plants in Germany, South Korea, 
the United States and elsewhere, and the leaders 
of those nations have remained largely silent. 

In the last quarter of 2016, Internet service providers 
(ISPs) and businesses around the globe were 
victims of a variety of disruptive and damaging 
distributed denial of service (DDoS) attacks. Even 
more worrisome is the fact that DDoS attacks that 
are significantly above 200 gigabits per second 
can be dangerous for network operators and cause 
collateral damage across service providers, cloud 
hosting environments and enterprise networks 
(NetScout 2016). Attacks of this size can also impair 
the functionality of the entire Internet infrastructure 
— disrupting the free flow of goods, services, data 
and capital across borders. Recent DDoS attacks 
have peaked at 1 terabit per second (Khandelwai 
2016; Goodin 2016). The harm posed to nations by 
DDoS attacks underscores the importance of two 
of the international norms adopted by UN GGE 
and from the list above, specifically that “States 
should take appropriate measures to protect their 
critical infrastructure from ICT threats” and “should 
not knowingly allow their territory to be used 
for internationally wrongful acts using ICTs.”

In 2016, individuals in the United States created and 
deployed a malicious software called “Mirai” to turn 
Internet-connected devices into remotely controlled 
“bots” that were then used to mount large-scale 

network attacks.3 For example, in October 2016, 
the Mirai malicious software was used to launch 
a DDoS attack against the Domain Name System 
(DNS) infrastructure and Internet provider Dyn in 
the United States (York 2016; Hilton 2016). The DNS 
is the “telephone directory” for the Internet, so 
when Dyn was knocked off-line, all of its customers 
were too, including PayPal, The New York Times, 
Spotify, Airbnb and others. Thousands of citizens and 
other businesses were adversely affected as well.

In November 2016, the Mirai software was used 
again in Europe, knocking nearly one million 
Deutsche Telekom customers off-line (Auchard 
2016). This time, the malicious software attempted 
to infect routers and thus could have affected a 
much broader part of the Internet’s infrastructure.

The Mirai attacks have highlighted various 
vulnerabilities and the lack of security of the 
“Internet of Things” (IoT) and the “smart” 
devices it comprises. This attack also highlights 
why the Internet’s security and stability is 
an international issue. As countries continue 
to embrace the economic opportunities of 
becoming more connected to the Internet and 
adopting and embedding more IoT devices in 
every part of life, they must also prepare for 
the misuse of those same ICT-based devices.

Moreover, countries should be held accountable to 
the UN GGE norm that “States should not knowingly 
allow their territory to be used for internationally 
wrongful acts using ICTs.” Allowing infected devices 
within a country’s territory to be harnessed to 
conduct illegal or illicit activity against another 
state, is, in fact, a clear violation of this norm. States 
must demonstrate that they are willing to take the 
necessary steps to protect the security and mitigate 
the misuse of the Internet in their own countries. 
By funding and fielding results-based initiatives, 
a state can demonstrate its active vigilance and 
commitment to minimize and mitigate the damages 
caused by any misuse of ICT-based devices and 
therefore become a steward for the promotion of 
safety, security and stability in cyberspace. For 
example, states should invest in technologies and 
regulations that could be used to mitigate malicious 
rerouting of Internet traffic and that would make 

3	 The Mirai malicious software has two functions: it has an “attack now” 
component that harnesses and channels traffic from an infected device 
and directs it toward a victim’s server, and a “go looking” function that 
uses traffic from an infected device to hunt for other insecure devices to 
infect.
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it harder for machines (within a state’s sovereign 
networked infrastructures) to be harnessed in 
a botnet and used in a scaled DDoS attack. 

Earlier in 2016, Sweden also suffered a series of 
attacks against its critical infrastructures. The attacks 
began in May with the purposeful sabotage of the 
radio mast owned and operated by the state-owned 
broadcasting company, Teracom. Of particular 
importance, this mast supports the national 
command-and-control system of the country 
(Reuters 2016b). Swedish experts believe that this 
activity was a violation of the UN GGE norm of non-
interference in the internal affairs of the state. It was 
also a clear violation of the norm against conducting 
activities that impair the use and operation of critical 
infrastructures. A few days later, air traffic control 
glitches were recorded in the computer systems at 
Stockholm’s Arlanda and Bromma airports, as well as 
at the Landvetter airport in Gothenburg. At that time, 
aviation authorities said that a “communications 
problem” with a radar system forced them to ground 
all planes (NT News 2016; Roden 2016). Although 
the radar problem was fixed several hours later, 
subsequent delays and disruptions raised fears 
about the ramifications of a potential compromise 
of Sweden’s air traffic control system. The possibility 
of sabotage was later dismissed, but the events 
caused great concern among Sweden’s leaders.4 

Beginning in November 2016 and culminating in 
January 2017, Saudi Arabia was the victim of a 
series of critical infrastructure attacks that used 
the Shamoon 2 virus. The original Shamoon virus 
was first observed in 2012 and was designed to 
collect, disrupt and damage targeted systems. The 
virus propagates through networked systems, 
compiles lists of files from specific locations on 
those systems, uploads files to the attacker and 
then erases the master boot record of the infected 
system to render it inoperable. The Shamoon 2 virus 
is even more virulent and effective. In January 2017, 
the Saudi government issued a warning notice to 
all telecommunications companies alerting them 
that they had “detected destructive electronic 
strikes against several government agencies and 
vital establishments” (Agence France Press 2017; 
Shamseddine et al. 2017). The Saudi government 
went on to claim that this was a systemic attack 
on crucial government agencies, including the 

4	 Personal interview with Richard Oehme, director, Office of Cybersecurity 
and Critical Infrastructure Protection, Swedish Civil Contingencies Agency, 
in Arlington, VA, on October 3, 2016.

transportation sector, and that the attacks were 
aimed at halting operations, stealing data, planting 
viruses and damaging equipment by overwriting 
the master boot record (which makes attribution 
difficult because it erases the intruder’s tracks) (Chan 
2016). These attacks have continued for months 
and are a clear violation of the UN GGE norm that 
a “State should not conduct or knowingly support 
ICT activity contrary to its obligations under 
international law that intentionally damages critical 
infrastructure or otherwise impairs the use and 
operation of critical infrastructure to provide services 
to the public.” At the time of this writing, members 
of the UN GGE have not publicly renounced the 
harm caused to Saudi Arabia by these attacks.

Finally, for the last several years and especially since 
December 2015, the global financial services sector 
has experienced a wide range of malicious activities 
ranging from DDoS attacks to breaches of core 
networks, which, in turn, have resulted in the loss 
of both personal identifiable information and real 
money. A number of breaches at major banks were 
caused by security weaknesses in their Society for 
Worldwide Interbank Financial Telecommunication 
(SWIFT) system — the interbank messaging system 
used by banks and companies to move money. 
In February 2016, hackers were able to use this 
electronic bank messaging technology to steal 
US$81 million — one of the biggest electronic 
heists in history — from the Bangladesh Central 
Bank’s official account at the New York Federal 
Reserve Bank, and to transfer it to accounts in the 
Philippines. After intense investigation by law 
enforcement, SWIFT acknowledged that the scheme 
involved altering SWIFT software on Bangladesh 
Bank’s computers to hide evidence of fraudulent 
transfers, and the Philippine Central Bank admitted 
that its accounts were illegally used to enable a 
web of transfers and currency conversions, before 
moving the cash through casinos in Manila and 
junket operators (Barrett and Burne 2016). 

It was not until April 2016 that SWIFT finally warned 
customers that it was aware of “a number of recent 
cyber incidents” where attackers had sent fraudulent 
messages over its system and manipulated SWIFT’s 
Alliance Access server software (Reuters 2016a, 
Finkle 2016). While the warning did not contain 
the names of any of the victims or discuss the 
value of any losses from the previous attacks, 
publicly available information reveals that at least 
a dozen other banks were victims of this software 
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vulnerability (Bergin and Finkle 2016; Riley and 
Katz 2016), some of which lost millions of dollars: 

→→ Tien Phong Bank, Vietnam (thwarted attack 
in December 2015) (RT News 2016);

→→ Banco del Austro SA, Ecuador (lost US$12 million 
in January 2015) (Schwartz 2016; Townsend 2016);

→→ Bangladesh Central Bank, Bangladesh (lost US$81 
million in February 2016) (Kovacs 2016); and

→→ Philippine Central Bank, Philippines 
(involved in the Bangladesh fraud) (ibid.).

The forensic analysis of the malware used 
against the Tien Phong Bank showed that 
the malware contained a “target folder” that 
included SWIFT coldes for many other banks 
(Riley, Robertson and Katz 2016), including: 

→→ Industrial & Commercial Bank of China Ltd., 
China (world’s largest bank by assets);

→→ Bank of Tokyo Mitsubishi UFJ Ltd., 
Japan (Japan’s largest bank);

→→ UniCredit SpA, Italy (Italy’s largest bank);

→→ Australia & New Zealand Banking Group 
Ltd., Australia and New Zealand;

→→ United Overseas Bank Ltd., Singapore;

→→ Kookmin Bank, South Korea; and

→→ Mizuho Bank Ltd., Japan.

SWIFT has publicly acknowledged that “the 
Bangladesh fraud was not an isolated incident,” 
and that they were aware “of at least two, but 
possibly more, other cases where fraudsters used 
the same modus operandi” to compromise banks, 
obtain credentials to payment generation systems 
to send fraudulent payments and obfuscate the 
statements/confirmations from their counterparties 
(Leibbrandt 2016). They also have stated that “the 
threat is very persistent, adaptive and sophisticated 
— and it is here to stay,” and that banks using the 
SWIFT network — which includes both central 
banks and commercial banks — had been hit 
with a “meaningful” number of attacks, about 
one-fifth of them resulting in stolen funds since 
the Bangladesh heist (Bergin and Finkle 2016).

While many of the banks affected are private 
entities, all central banks and federal reserve 

banks are also critical infrastructures of nations. 
The misuse of ICTs against the SWIFT system 
and the victimization of banks all around the 
world violate the UN GGE norm that “States 
should take appropriate measures to protect 
their critical infrastructure from ICT threats.” 
The SWIFT vulnerability also highlights 
the needs for states to cooperate, exchange 
information, assist each other and prosecute 
the criminal use of ICTs and the Internet.

Five Standards of Care
The number of, and the extent of damage caused by, 
targeted attacks against power, telecommunication 
systems, transportation and financial systems 
since the unanimous endorsement of the UN 
GGE’s set of international norms in December 
2015 is alarming. All evidence suggests that states 
are not following their own doctrine of restraint 
and that each disruptive and destructive attack 
further destabilizes our future. States have turned 
a blind eye and shirked their responsibility for 
curbing or halting cyber attacks originating from 
their own territories. Furthermore, the intentional 
misuse of ICTs against critical infrastructures and 
services will eventually turn into widespread, 
transnational disruption of services essential 
to citizens. It also has great potential to lead to 
misperception, escalation and even conflict.

If states want these voluntary, non-binding norms 
of responsible state behaviour in cyberspace to 
be truly meaningful words that can achieve their 
desired goals, then their actions and practice must 
demonstrate those tenets. States must demonstrate 
that they are willing to take the necessary steps 
to protect the security and prevent the misuse of 
the Internet in their respective countries. They 
must also outwardly condemn harmful acts 
conducted or condoned by other states. These 
results-based initiatives would demonstrate 
individual states’ vigilance and commitment 
to minimize and mitigate the damages caused 
by any misuse of ICTs, and therefore to become 
stewards for the promotion of safety, security 
and stability in cyberspace. The following five 
standards of care can be used to test individual 
states’ true commitment to the international 
norms of behaviour they have ascribed to:
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→→ States should take the necessary measures to 
stop malicious rerouting of Internet traffic and 
make it harder for machines to be harnessed 
in a botnet and to participate in a scaled DDoS 
attack. Specifically, states should require: 

¯¯ ISPs and the Internet Exchange (IX) 
community to do more to identify 
compromised devices, provide early 
warning of new infections and offer 
managed security services to clean up the 
networked infrastructures to significantly 
reduce, if not eliminate, the infections;

¯¯ ISPs and the IX community to provide 
authentic and authoritative routing 
information, by adopting secure 
Border Gateway Protocol routing 
procedures and protocols; and

¯¯ the Internet services community 
(manufacturers, distributors, suppliers, 
retailers and others who make digital 
products and services) to provide 
authentic and authoritative naming 
information as part of their product 
interface or service. DNS trust must be 
established throughout the DNS hierarchy, 
from root servers to browsers. (Hathaway 
2016; Hathaway and Savage 2012)

→→ Today’s flawed products are disrupting 
businesses, damaging property and jeopardizing 
economic and national security. States should 
focus on consumer protection and citizen safety, 
in order to mitigate the risks of next-generation 
threats now posed by the IoT, by introducing 
proactive responsibility and accountability 
into the marketplace through product liability. 
States need to take the necessary steps to 
hold accountable manufacturers, distributors, 
suppliers, retailers and others who make 
digital products and services available to the 
public for security flaws in their offerings, 
in particular when the security flaws are 
easily prevented by commonly accepted 
good engineering principles at that time. 

→→ States should cooperate on investigations 
and provide technical, investigative and 
financial assistance to other states that 
lack the domestic capacity to do so.

→→ States should demonstrate commitment 
to protect their society against cybercrime 

by codifying domestic criminal legislation 
and using those laws to prosecute criminal 
offences both nationally and internationally.

→→ States should build capacity to investigate 
cybercrime by training legislative 
authorities and investigative personnel.

Conclusion
Leaders around the globe have come to recognize 
that cyber insecurity is both a sovereign issue and 
an international challenge. The risks to critical 
infrastructure and services have been shown to 
adversely affect international peace, security and 
stability. The UN GGE endorsed and adopted a set of 
norms for responsible state behaviour in cyberspace. 
To move from cyber insecurity to cyber stability, 
states need to enforce these norms, speak out when 
others violate them, and take steps to adopt and 
implement the standards of care outlined above. 
Only with a concerted and coordinated effort across 
the global community will it be possible to change 
the new normal of “anything goes” and move 
forward to ensure the future safety and security of 
the Internet and Internet-based infrastructures.
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