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Executive Summary
For the millions of refugees fleeing conflict and 
persecution every year, access to information 
about their rights and control over their personal 
data are crucial for their ability to assess risk 
and navigate the asylum process. While asylum 
seekers are required to provide significant 
amounts of personal information on their 
journey to safety, they are rarely fully informed 
of their data rights by UN agencies or local 
border control and law enforcement staff tasked 
with obtaining and processing their personal 
information. Despite recent improvements in data 
protection mechanisms in the European Union, 
refugees’ informed consent for the collection 
and use of their personal data is rarely sought. 
Using examples drawn from interviews with 
refugees who have arrived in Europe since 2013, 
and an analysis of the impacts of the 2016 EU-
Turkey deal on migration, this paper analyzes 
how the vast amount of data collected from 
refugees is gathered, stored and shared today, 
and considers the additional risks this collection 
process poses to an already vulnerable population 
navigating a perilous information-decision gap.

Methodology
Eleven interviews were conducted in English 
and Arabic with asylum seekers and refugees in 
Greece, Spain, Germany and Italy to capture their 
experiences of the asylum process in the European 
Union, and to record attitudes toward and beliefs 
about the collection of personal information and 
biometric data. The semi-structured interviews 
were conducted between August 2018 and January 
2019, using snowball sampling. All interview 
subjects provided their consent for the use of the 
quotations that appear in this paper, and their 
names have been changed to protect their privacy.

The interviews were conducted to compare the 
subjects’ lived experiences with the directives and 
policies of EU and humanitarian organizations 
tasked with collection of data. The interviews 
were supplemented with a review of relevant 
academic literature, legal documents and 
organizational policies regarding data collection 

and data protection. Current and former legal 
aid volunteers working with asylum seekers 
in Italy and Greece shared their insights on the 
systemic challenges of the EU asylum process 
and data collection, as did staff of the UN Refugee 
Agency (UNHCR) and the UN Office for the 
Coordination of Humanitarian Affairs (OCHA).

Introduction
The term “refugee crisis,” as it was mediatized in 
2015, when a record 1.3 million asylum applications 
were submitted in the European Union (European 
Statistical Office 2019), is one that is puzzling 
to refugees and asylum seekers alike. This crisis 
is framed in terms of the European Union’s 
inability to control its borders and of the socio-
economic impacts on host countries — instead 
of in terms of the crisis and trauma experienced 
by refugees fleeing the violence in Syria, Somalia 
and Afghanistan. For them, the crisis started 
long before they reached the EU border.

Refugees are expected to give vast amounts 
of personal information and biometric data 
while going through the asylum process in the 
European Union, to authorities, UN agencies 
and their implementing partners. They must 
provide personally identifying data, including 
sensitive information about surviving sexual 
violence, torture, war crimes or crimes against 
humanity. In order to make an informed 
decision about sharing sensitive data and 
information, refugees need to be able to assess 
the risks involved in doing so. They need to 
be able to trust the people and organizations 
requesting this data and to understand who it 
will be shared with and how it will be protected. 
Without this information, refugees navigate 
the system with uncertainty, making decisions 
that may ultimately cause them more harm. 

Throughout this process, asylum seekers and 
refugees are stripped of their “digital agency,” 
as they are forced to give up information and 
biometric data that they are no longer in sole 
possession of. Drawing on the definitions of 
agency from sociology, cognitive science and 
technology (Barker and Jane 2016; Jeannerod 
2003; Kalantzis-Cope and Gherab-Martin 2010), 
digital agency can be defined as a sense of 
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ownership and control over one’s own electronic 
data, and the ability to independently create, 
access and make informed decisions about it. 

Refugees fleeing war and persecution are in a 
vulnerable position because their country of 
origin does not afford them protections; indeed, 
often it is their own governments that are 
persecuting them. Once they cross the border into 
another country, they have fewer rights as non-
citizens in their host country, which leaves them 
vulnerable to abuse. While the UNHCR and many 
non-governmental organizations (NGOs) have a 
mandate to protect refugees, the laws related to 
their protection are rarely enforced. Refugees also 
cannot rely on protection from law enforcement 
and legal mechanisms in host countries that 
protect citizens, because many law enforcement 
agencies are specifically tasked with finding, 
detaining or deporting them (Purkey 2013). This also 
means that, without equal access to mechanisms 
that enforce data protection laws, refugees are 
particularly vulnerable to violations of their rights. 

A global struggle to achieve data protection laws 
and safeguards for consumers has emerged in 
response to the rapid growth in information 
technology and data privacy concerns. Refugees’ 
inability to access legal mechanisms of protection 
results in a gap between their data protection 
and privacy rights and those of citizens of the 
host country they reside in. Expansive data 
collection in the humanitarian sector is concerning, 
especially with regard to security, proportionality 
and sharing of data, and is in need of more 
sophisticated safeguards to protect vulnerable 
individuals who are treated as mere data subjects.

Surveillance programs, such as the European 
Border Surveillance System, have been found to 
acquire refugees’ data without their consent and 
knowledge (Kift 2016). This activity further hinders 
refugees’ ability to control their own information. 
The very devices refugees use to navigate, translate, 
send and receive money, connect with family, 
and even employ as a makeshift flashlight when 
necessary (Kaurin 2016) are used by governments 
and private sector actors as powerful instruments 
of surveillance (Taylor and Graham-Harrison 2016). 
Social media platforms have been scrutinized for 
collecting and harvesting information, especially 
amid reports of spying on asylum seekers (Meaker 
2018). Even when refugees are aware of the 
possibility of government surveillance, they rely on 
social media as an important source of information 

and connectivity. It is also perceived as a reliable 
way for humanitarians and legal aid volunteers to 
get in touch with refugees on the move, since their 
addresses, conditions and phone numbers often 
change (Bellanova, Jumbert and Gellert 2016).

Requiring biometric data from asylum seekers, as 
has become common among governments, UN 
agencies and NGOs, presents both challenges and 
opportunities. UN agencies, such as the World 
Food Programme (WFP), argue that being able 
to confirm an individual’s identity at any time 
or location through an iris scan presents many 
opportunities for refugees (Rahman 2018). Another 
justification behind the use of biometrics in the 
humanitarian sector is that using this type of 
authentication may reduce instances of fraud, 
although there is no research available that proves 
this claim. Furthermore, the lack of transparency 
on why this data is collected, the lack of digital 
security and the sharing of data with host countries 
have been criticized by a number of NGOs such 
as Caribou Digital and Privacy International. 

The following paper identifies the information gap 
and lack of digital agency faced by asylum seekers 
during the asylum process, and it analyzes the 
lack of transparency and accountability around 
both how technologies operate and how data 
is subsequently collected, used and protected. 
It provides an overview of the data protection 
policies and practices of entities collecting personal 
and biometric data from asylum seekers entering 
the European Union. Interviews with refugees 
and asylum seekers about how they navigate 
the asylum process with the information they 
are given or are able to find on their own will be 
used to better understand the impact of these 
policies on the refugee community. Finally, the 
paper will provide recommendations for the 
European Asylum Dactyloscopy (EURODAC), 
UN agencies and NGOs for restoring the digital 
agency of asylum seekers and refugees and for 
seeking informed consent from data subjects.

What Data Is Collected 
from Refugees?
Asylum seekers are expected to give vast 
amounts of personal information and biometric 
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data throughout the many stages of the asylum 
process, the information required varying slightly 
depending on the EU country where they claimed 
asylum. Upon arrival in Europe, asylum seekers 
are subject to screening, photographing and 
fingerprinting1 for those 14 and over,2 done by 
local law enforcement and FRONTEX3 (Box 1). 
Anyone who enters the European Union without 
a visa is considered an “irregular migrant” and 
their fingerprints are taken immediately upon 
entry, sometimes by force (EC 2016/0132(COD)). 
Fingerprinting is done to enforce the Dublin 
Regulation.4 If they do not have any documents 
that prove their nationality, they are asked a series 
of questions about language, geography, history 
and customs in their country.5 In Denmark, under 
Danish law, immigration officials can request social 
media passwords from asylum seekers to verify 
their identity and nationality (Meaker 2018). 

Asylum seekers go through the Reception and 
Identification Procedure (RIP), an eligibility 
assessment, full registration and an asylum 
interview, in order to be considered for refugee 
status. UN agencies involved in the asylum 
process also collect, share and store personal 

1 In Italy, this process is called the fotosegnalamento.

2 There is currently a EURODAC legislation in the European Parliament 
awaiting vote that would lower the age of fingerprinting and 
photographing from 14 to six. 

3 FRONTEX — known variously as Frontières Extérieures and the European 
Border and Coast Guard Agency — is an EU agency tasked with border 
control of the European Schengen Area, in coordination with the border 
and coast guards of Schengen Area member states.

4 The Dublin Regulation is an EU law that determines which EU member 
state is responsible for the examination of an application for asylum, and 
that prevents an asylum seeker from submitting multiple applications in the 
European Union.

5 See www.refugee.info.

information and biometric data for refugee 
registration and aid distribution.6 This is the time 
when an individual claims their intent to apply 
for asylum and the determination of vulnerability 
status is done (Asylum Information Database, 
n.d.). Unaccompanied minors, handicapped 
persons, elderly people, and pregnant and 
nursing women are considered vulnerable and 
prioritized in the asylum process, as are victims 
of torture and sexual violence (Greek Law 
4375/2016: 28 art. 9; see Greece 2016) (Box 2).

When it comes to cross-cutting issues surrounding 
applicants in the asylum process — such as 
gender-based violence, gender and sexual 
minorities (LGBTQIA+),7 physical and mental 
disabilities, HIV/AIDS8 and age-related issues 
(for example, vulnerabilities experienced by 
unaccompanied minors or the elderly) — asylum 
services are supposed to take special care to 
create safe conditions for sharing information. 
This isn’t always the case for people from these 
marginalized groups; if they do not have an 
opportunity to do their asylum interview alone, or 
if they do not know who will see this information, 
they are not able to make informed decisions 
when they share such sensitive information. 

One individual explained how, not knowing what 
would be done with this information, he had to 
explain the sensitivity of these issues to the Greek 
official asking him questions during RIP. Throughout 
the author’s interview with this individual, in 
particular, it became evident that for many it is not 
possible to give informed consent, because data 
subjects do not understand what asylum status 
entitles an individual to, what the conditions are 
for granting asylum and even, on a more basic 
level, who is interviewing them and what they 
will do with the information that is collected.

6 Ibid.

7 Although the UNHCR states their commitment to asylum seekers and 
refugees who identify as LGBTQIA+ (lesbian, gay, bisexual, transgender, 
queer, intersex and ally), the asylum process still poses risks and 
obstacles for them, including the various registration and family tracing 
and reunification (FTR) forms produced by the UNHCR. When giving 
information about themselves to the asylum official, stating one’s gender 
is a binary option of male or female on all forms, making the process 
more complicated for transgender and non-binary asylum seekers. 
The UNHCR forms available in English also use “sex” and “gender” 
interchangeably, despite these terms’ different meanings — biological sex 
and gender identification, respectively. 

8 Human immunodeficiency virus/acquired immune deficiency syndrome.

Box 1: Data Required at the Border

 → Name

 → Age

 → Place and date of birth

 → Fingerprints

 → Photograph

 → Nationality

Data sources: RefuComm (2018); www.refugee.info.
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Box 2: Data Required at the RIP Stage

 → Name

 → Age

 → Gender

 → Verification of documents and determination 
of nationality. If the person doesn’t 
have any identification, they will be 
asked a series of questions about their 
country for verification, for example: 

• language

• cultural customs

• national currency

• flag

Data source: RefuComm (2018). 
Note: RIP = Reception and Identification Procedure.

 → A medical screening to check the individual’s 
health condition and to try verifying their age

 → Questions regarding one’s claim to asylum

 → Determination of vulnerability status. Those 
who are given vulnerability status are:

• women who are pregnant or nursing;

• single parents of children under 18;

• unaccompanied minors;

• survivors of rape, torture, sex 
trafficking, female genital 
mutilation or other physical or 
psychological violence; and

• those who are over 65, have a serious 
illness or disability, or suffer from 
post-traumatic stress disorder. 

I live with two personalities inside me, I 
have two faces. One person who is gay — 
who is comfortable with [himself ], accepts 
his personality and his sexual orientation, 
but doesn’t talk about it with others. 
Especially not with family. And the other 
— the straight, or “the normal person” 
— someone who would marry a woman, 
and walks like there is nothing wrong. It’s 
very hard to explain it to a person asking 
these questions in the interview because 
I was very nervous to speak, and a little 
uncomfortable to tell them anything. They 
said “Hey, this is serious!” so finally I said 
“Okay, I’m gay. I’m from Syria, and I can’t 
talk about that publicly. I left Syria because 
of war, but also I have this other problem.”

It’s hard for many people to [get refugee 
status] here if they don’t want to say sensitive 
things like this, or they can’t say it because 
other family members are sitting next to you. 
Or to say that it can be dangerous if they 
return to Turkey, or what other country they 
came through. So, they must say these things, 
but they don’t have the right opportunity to 
say it, or they don’t know what they need 
to say; some of them experienced a lot of 

war, and have [mental health issues] and 
need to be helped through the process.

 —Mohamed, 24, Syria

The full registration interview is done by the Greek 
Asylum Service in Greece, and by the Territorial 
Commission in Italy, who may request more 
information to ensure adequate protection and 
assess vulnerability9 (Box 3). The process is similar 
when the UNHCR runs registration, although it is 
not any more informative for the asylum seekers. 
The final question in the general form used to 
register individual asylum claims is the following10: 

In seeking a durable solution for you 
in the future, do you authorise UNHCR 
to share the information contained 
on this form with other agencies and/
or governments as may be required?

□ Yes  □ No

9 See www.refugee.info.

10 See Annex 6(c) of the UNHCR’s Handbook for Registration 
(UNHCR 2003, 262).
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Box 3: Data Required at Full Registration

 → Name and address

 → Size of family

 → Age of family members

 → Date and place of birth

 → Sex

 → Language spoken 

 → Whether the applicant is applying for 
asylum, family reunification or relocation

 → Existing national identity number

 → Marital status

 → Special needs (e.g., certain health 
conditions and disabilities) 

 → Level of education

 → Occupational skills

 → Ethnic origins

Data sources: www.refugee.info; Bohlin (2008).

 → Religion

 → Languages spoken

 → Date of arrival

 → Information about medical or health status

 → Personal data about non-
accompanying family members

 → Reason for flight

 → Intentions of return

 → Place and date of return

 → Family property

 → Means of arrival

 → Place of local integration

 → Resettlement opportunity and 
place and date of resettlement 

For refugees, this is a critical moment, and to 
answer this binary question correctly, they need to 
have understood the exact conditions for and the 
risks associated with sharing information.
For those who arrived after March 20, 2016, when 
the EU-Turkey deal11 came into effect, the asylum 
process has become longer and more difficult. 
Currently, only vulnerable cases are transferred 
from the EU “hotspot” islands12 to the mainland 
after registration, and the rest go through an extra 
interview to be eligible for the asylum appointment 

11 On March 18, 2016, the European Union and Turkey adopted the EU-
Turkey Statement, a non-binding document more commonly known as the 
EU-Turkey deal, designed with the purpose of managing the migration 
flow into the European Union and, some say, of deterring refugees from 
coming to Europe. At the core of the deal is a commitment from Turkey to 
manage sea crossings into Greece, a deal for the European Union to give 
€3 billion to Turkey in aid, and a policy of swapping asylum seekers: “For 
every Syrian refugee being returned to Turkey from the Greek islands, 
another Syrian will be resettled to the EU taking into account the UN 
Vulnerability Criteria” (Council of the European Union 2016). 

12 “Hotspot” islands are the 10 Greek and Italian islands designated by the 
European Union to act as a second border, to curb the arrival of irregular 
migrants from Turkey and Libya.

 In Greece, if they come from one of the countries 
with high recognition rates of asylum,13 they will 
undergo an admissibility interview, to examine 
whether it is a safe country for them to return 
to (see Box 4). Those who are not from these 
countries undergo an eligibility interview, where 
authorities will ask what compelled them to 
leave their country of origin. Authorities will then 
decide if they are eligible for the asylum interview 
in Greece. In Italy, this is done through a form 
called Folio Senzone that asylum seekers fill out. 

The asylum interview is traditionally done by 
states, with the International Organization for 
Migration and the UNHCR taking on a supporting 
role where necessary. In both Italy and Greece, if 
the individual is granted an asylum appointment at 
this stage, it is usually scheduled for months, or 
even years, later, due to limited resources. During 

13 Admissibility interviews are given to asylum seekers from countries that 
have high recognition rates of asylum as well as stateless people. The 
European Union determines these countries; they are usually places 
affected by conflict, such as Syria, Iraq, Afghanistan, Yemen and South 
Sudan.
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Box 4: Admissibility Interview Questions
(for some asylum seekers coming 
from Turkey to Greece)

Admissibility interviews are for asylum seekers:

 → from a country with a high recognition rate 
of asylum (Syria, Iraq, Iran, Afghanistan);

 → classed as vulnerable; or

 → eligible for family reunification.

During this interview, authorities decide 
whether the asylum claim should be examined 
in Greece or the applicant will be deported 
back to Turkey. Asylum seekers are asked:

 → What happened during their stay in Turkey?

 → How long did they stay in Turkey?

 → Is Turkey a safe country for 
them to return to?

 → What might happen to them 
if they return to Turkey?

Data sources: RefuComm (2018); www.refugee.info.

this time, asylum seekers have limited movement 
on the hotspot islands. When the appointment time 
arrives, individuals are fingerprinted again and 
asked for some of the same information they had to 
give during RIP and the full registration. The focus 
of this interview, however, is to ask why they left 
their country of origin, and what would happen to 
them if they were to return. The responses will 
ultimately be used by authorities to decide whether 
to grant someone asylum14 (Box 5).

14 See www.refugee.info.

How Asylum Seekers 
Experience the Process
Language is one of the biggest challenges for 
asylum seekers throughout this process. At the 
initial asylum registration interview, paperwork is 
filled out in local languages, using very different 
script from the languages most refugees speak. For 
example, Arabic, Dari and Kurdish each have their 
own alphabet and need to be transliterated into 
scripts of local European languages. Transliteration 
can result in many spellings of one name, which 
can make it more difficult to locate the data 
or case files of a particular asylum seeker.

Interpretation is often either lacking (due to too few 
interpreters) or inaccurate, even though domestic 
law states that asylum seekers should be informed 
about the registration procedure and their rights 
and obligations in a language that they understand 
(Greek Law 4375/2016; see Greece (2016), 40). 
This shortfall leads to mistakes, such as minors 
being registered as adults, the wrong nationality 
being recorded or other basic information being 
recorded inaccurately, such as the place of birth 
being registered instead of the name of the 
individual. Once the data is registered in the 
system, it is often very difficult for the individual 
moving through the asylum process to correct it.

One refugee from Somalia explained how the 
lack of adequate translators can exacerbate 
the situation for refugees. He noted that in 
Lampedusa, either translators were unavailable 
or the agency doing the processing failed to 
notify asylum seekers and refugees of the right 
to speak with a translator, or to speak with an 
interviewer of the same sex, where necessary. 

When we arrived in Lampedusa, they [took] 
fingerprints from everyone, and they said it 
was because we broke the law by coming 
in a boat. They will not tell you anything, 
what you think doesn’t matter — even if 
you say you don’t want to give fingerprints, 
they’ll take it anyway. Before we reached 
Lampedusa, people told me that I will be 
detained when we arrive because I was 15 
years old then, and travelling to Europe alone. 
So, when I arrived, I told them I was 19, and 
I didn’t have any documents with me that 
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said how old I was. Sometimes you have to 
tell a small lie to keep moving forward. 

My interview took three hours: “Why did 
you leave your country? How did you arrive? 
Why don’t you go back home?” It’s not like I 
trust them, but it’s your duty to say the truth, 
even the pretty private questions. You must 
tell them about all the difficulties at home, 
and what will happen to you if you go back. 
There is no information in our language, 
there is nothing available to say what will 
happen next, what they will do with the 
information — it’s up to you to find it online. 
I used to translate for people while I was 
there, with an organization called Cittadini 
del Mondo. It is especially hard for Muslim 
women, because you get shamed for [sexual] 

violence, so it’s difficult to talk about it, and 
many women don’t say anything even when 
I explain it’s important. There is no female 
translator there, and they can’t give the 
details, even though the police keep asking.

 —Samir, 19, Somalia

Biometric Data 
Law enforcement and border control agencies 
such as EURODAC are not the only ones collecting 
biometric data from asylum seekers and refugees. 
UN aid agencies and NGOs also use biometrics 
in the form of fingerprints, iris scans and facial 
recognition technology for registration of 
beneficiaries and for aid distribution. Biometrics 
can be defined as any kind of “automatically 
measurable, robust and distinctive physical 
characteristic or trait that can be used to identify 
an individual or verify the claimed identity of an 
individual” (Woodward et al. 2003, cited in Rahman 
2018, 4). Biometrics are commonly classified 
into biometrics for verification (one-to-one 
authentication), and biometrics for identification 
(one-to-many authentication), the latter requiring a 
larger amount of data and also tending to produce 
more false matches in the process (Rahman 2018, 6).

The EURODAC 
The main purpose of the EURODAC database is 
to effectively enforce the Dublin Regulation, that 
is, to prevent multiple asylum applications and 
unauthorized entry. Fingerprints taken from asylum 
applicants are submitted digitally to a central unit 
at the European Commission and automatically 
checked against other prints in the database. This 
process enables authorities to determine whether 
asylum seekers have either already applied for 
asylum or illegally transited through another EU 
member state (European Commission 2016). Several 
refugees interviewed for this paper reported being 
deported back to Italy or Greece from elsewhere 
in the European Union after law enforcement 
representatives took their fingerprints and 
determined where they had applied for asylum.

Box 5: Asylum Interview

Applicants are asked:

 → why they left their country of origin;

 → what would happen to them if they 
were to go back (they will need to share 
specific details such as the dates and 
times of the events that forced them 
to leave their country of origin); 

 → the date, time and places where 
these events happened;

 → what other people were 
involved in these events;

 → how they arrived in Europe;

 → if they were part of any armed 
group or military; and

 → details about their health, 
education and career.

As well, applicants may have their 
fingerprints taken again.

If the claim is accepted, the asylum seeker 
will receive one of two kinds of protection:

 → Refugee status (full asylum) or

 → Subsidiary protection (partial asylum).

Data sources: www.refugee.info; Bohlin (2008).
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Article 29 of EURODAC regulation (Regulation (EU) 
No. 603/2013)15 gives explicit rights to data subjects: 
the right to access data relating to them, to request 
that inaccurate data be corrected and to have 
unlawfully processed data erased. The regulations, 
however, do not go into detail or give examples of 
what constitutes “unlawfully processed data.” It 
also gives subjects the right to request information 
on how to exercise these rights, as well as the right 
to bring action or complaints against “competent 
authorities” of the state that recorded and stored 
an individual’s information in a database. While 
these regulations and protections serve as 
mechanisms intended to build digital agency and 
to give asylum seekers some control over their own 
data to mitigate risks, none of the asylum seekers 
and refugees interviewed for this paper said they 
were aware they had these rights and options.

In 2016, a regulation on EURODAC was passed 
in the European Parliament that requires 
fingerprinting of every “irregular migrant” and 
condones detention and use of force in obtaining 
fingerprints, if the individual refuses to comply 
(European Commission 2016, 14, 25, 35). Another 
EURODAC regulation was passed in 2018, although 
it is not yet enforced, lowering the age of those 
fingerprinted from 14 to six, and allowing “some 
use of coercion” on minors in order to obtain 
their fingerprints. The justification for extending 
the scope of EURODAC is to prevent cases of 
child trafficking, although there is no evidence 
that collection of biometrics prevents trafficking, 
or clarity on how specifically biometrics will 
act as a child protection mechanism in the 
European Union (European Parliament 2018).

UN Agencies and NGOs
Some UN agencies, including the WFP and the 
UNHCR, use biometrics for identification purposes, 
specifically, iris scans and fingerprints to register 
beneficiaries and distribute assistance. One of 
the most frequently cited justifications for using 
biometrics in the humanitarian sector is that they 
reduce fraud and duplication, ensuring aid does 
not go to the wrong person or that one person 
does not get more than what was allocated for 
them. On their journey to safety, refugees often 
lose their travel documents and identification, or 
do not have an opportunity to take them at all. 
This poses many challenges for access to aid and 

15 See European Union (2013).

services, which humanitarian organizations and 
other stakeholders claim can be addressed with the 
use of biometrics as identification (Rahman 2018).

If the UNHCR decides to use biometric identifiers16 
in Convention Travel Documents (CTDs), which 
are travel documents the organization issues to 
refugees, biometrics may also have the potential 
to aid refugees in freedom of movement. Due 
to perceived security threats, law enforcement 
and border control agencies often discredit the 
authenticity of CTDs and refugee registration 
documents. Many states have adopted biometric 
identifiers on their passports; applying them to 
CTDs may help in preserving refugees’ freedom 
of movement because they work as a second 
authentication for border control. Biometric 
identifiers on the CTDs might also prevent 
unnecessary detention when refugees get 
stopped by law enforcement (Farraj 2010, 908).

In her research on the use of biometrics in the 
humanitarian sector, Zara Rahman (2018) concludes 
that in most cases the risks to refugees far outweigh 
the benefits. Acquiring biometric data presents 
many challenges, as biometric identification 
systems are often systematically biased against 
some ethnic groups. Fingerprint samples can 
be more difficult to collect for persons of darker 
skin colour or for people with disabilities, while 
fingerprinting can be inaccurate if beneficiaries’ 
fingerprints are less pronounced due to manual 
and rural labour. Similarly, facial analysis software 
performs worse on darker skinned female faces 
than on any other faces, which may cause further 
obstacles to identification and access to services 
for refugees (Buolamwini and Gebru 2018).

False matches and unimagined repurposing of this 
data can also have consequences for refugees (as 
the case in Box 6 describes). False matches can 
happen when the quality of the data itself is not 
reliable, for example, with the changing shape of 
irises over time (Rahman 2018). These problems 
may pose serious harm to asylum seekers and 
refugees who may have their asylum requests 
denied or be turned away at the border because 
of a false match. There is little independent 
auditing and oversight to ensure equitable 
outcomes in these systems (Farraj 2010, 936).

16 Biometric passports are equipped with an electronic chip that stores the 
individual’s information such as their name, digital photograph, date of 
birth and other data.
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Box 6: Case Study: Trace the  
Face Program

NGOs such as the International Committee 
of the Red Cross (ICRC) also use biometric 
data from asylum seekers and refugees. Their 
Trace the Face program uses facial recognition 
technology for FTR, by comparing uploaded 
“photos of missing migrants provided by 
their family with a current photo the person 
provided themselves” or by comparing “a 
photo of a migrant...[with] that of a possible 
blood relative, especially a sibling, parent, or 
child” (Bollag 2018). The program’s website does 
not give information about how these photos 
and information are protected. Furthermore, 
some of the files on missing persons on the 
Trace the Face website date back decades, and 
it is not clear whether the ICRC is using facial 
recognition technology on these photos as well. 

There is also no information on the Trace 
the Face website regarding any process 
to obtain updated consent from family 
members, considering the technology may 
not have been used or even available at that 
time. When discussing this program with 
one of the refugees from Syria interviewed 
for this paper, they expressed concerns 
about matching photos of missing family 
members with images in the public domain: 
“Everybody is running away from the war, 
but some...are also running from family 
or someone who wants to hurt them.”

When false matches are made, the burden is often 
on the refugee to confirm their identity and prove 
that there was a mistake in the system. Because 
gaining access to the UNHCR services and aid is 
contingent on the biometric system working 
properly, any malfunctions could ultimately cause 
harm to an already vulnerable population. Errors 
could also limit or deny access to food, aid and 
important services, which is what happened to 
6,500 Malian refugees in Mauritania in 2013, when 
there was a system malfunction in the biometric 
registration system (Radio France Internationale 
Afrique 2013).

The UNHCR has added to its handbook on data 
protection a section dedicated to explaining to 
data subjects exactly why biometric data, such as 
their fingerprints or an iris scan, is being taken, and 

what their rights are (UNHCR 2018). The language 
is similar to the rights of the data subject as 
outlined in article 29 of the EURODAC regulation. 
The asylum seekers and refugees interviewed 
for this paper, however, whose fingerprints were 
taken upon entry by law enforcement and border 
control agents in the European Union, said this 
explanation was not given during their registration.

They took our fingerprints when we 
arrived on the island [in Greece]. They 
said [that] only [the] border crossing was 
legal entry, and taking fingerprints was a 
normal procedure because we committed 
a criminal act. They also scanned copies of 
our passports, took photos of us, took our 
names and information. No one explained 
what they were doing with this information.

 —Amin, 28, Syria

This lack of explanation and seeking of consent 
seems to perpetuate the stigma of criminality 
for asylum seekers, as Amin described. 
Although claiming asylum is legal and explicitly 
protected by international law, the European 
Union’s policy of taking fingerprints at the 
border, especially when done by force, can feel 
punitive to asylum seekers (Kroet 2015).

Refugees’ Right to Privacy
As non-nationals, refugees lack domestic legal 
data and privacy protections in their host country 
and must instead rely on international and 
regional legal mechanisms. The right to privacy 
has historically been one of the most difficult 
to define in a legal framework, due to not only 
its roots in cultural rituals, but also changing 
societal and political norms (Klitou 2014, 14). 
For asylum seekers and refugees, there are few 
options available for legal mechanisms that 
will protect their data and right to privacy. 

Two major international human rights mechanisms 
that protect the right to privacy are the Universal 
Declaration of Human Rights (UDHR)17 and the 

17 UN General Assembly, Universal Declaration of Human Rights, 
10 December 1948, 217 A (III), online: <www.refworld.org/
docid/3ae6b3712c.html>.
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International Covenant on Civil and Political 
Rights (ICCPR).18 Article 12 of the UDHR, ratified in 
1948, defines privacy as individual autonomy, and 
identifies the right to demand protection of the law 
against arbitrary interference of privacy. Article 17 
of the ICCPR builds on this UDHR language, and 
comprises a wider concept of obligations to 
protect privacy against interference and attacks 
from the government and others, without a 
limitation clause. The Charter of Fundamental 
Rights of the European Union (1951 Refugee 
Convention) offers refugees special protections.19 

The EURODAC legislation currently under review 
would allow authorities to use fingerprints and 
facial images of children as young as six, and 
may be in violation of several parts of the UN 
Convention on the Rights of the Child (CRC).20 
The proposed legislation also permits use of 
coercion on children to obtain this data and is in 
violation of the CRC’s article 19, which prohibits 
use of violence against children, and of article 22, 
which offers special protections to refugee 
children. The CRC also grants children the right 
to privacy in article 16, which the UN Committee 
on the Rights of the Child (2007, para. 64) defines, 
in cases of legal proceedings, “from the initial 
contact with law enforcement (e.g. a request for 
information and identification)” and may apply 
to taking biometric information from children.

Regionally, the right to privacy is also enshrined 
in article 8 of the European Convention on 
Human Rights. It provides a right to respect for 
one’s “private and family life, his home and his 
correspondence,” which are subject to certain 
restrictions “in accordance with law.” Article 8 of 
the Charter of Fundamental Rights of the European 
Union more specifically outlines the right to 
protection of personal data: “1. Everyone has the 
right to the protection of personal data concerning 
him or her. 2. Such data must be processed fairly for 
specified purposes and on the basis of the consent 
of the person concerned or some other legitimate 
basis laid down by law. Everyone has the right of 

18 UN General Assembly, International Covenant on Civil and Political 
Rights, 16 December 1966, United Nations, Treaty Series, vol. 999, at 
171, online: <www.refworld.org/docid/3ae6b3aa0.html>.

19 European Union, Charter of Fundamental Rights of the European 
Union, 26 October 2012, 2012/C 326/02, online: <www.refworld.org/
docid/3ae6b3b70.html>.

20 Convention on the Rights of the Child, 20 November 1989, 1577 
UNTS 3, 28 ILM 1456 (entered into force 2 September 1990), online:  
<www.ohchr.org/en/professionalinterest/pages/crc.aspx>.

access to data which has been collected concerning 
him or her, and the right to have it rectified.”21

Digital Agency and 
Informed Consent
Informed consent can be defined as granting 
permission with the full knowledge of possible 
consequences around the using, accessing or 
sharing of one’s data, digital identities and online 
interactions (Lee and Tolvier 2017). Seeking consent 
and providing information about why data is 
collected supports the digital agency of refugees. 
There are several important components to the 
definition of “digital agency,” first of which is a 
sense of ownership and control of one’s own body 
and actions, as agency is defined in cognitive 
science (Jeannerod 2003). Secondly, agency can also 
be defined through a sociological lens as refugees’ 
capacity to think, act independently, and make their 
own free choices. In sociology, agency is defined 
in contrast to structure, or outside influences, 
institutions, government, and policies that put 
limits on what individuals or asylum seekers and 
refugees can do, know, or control (Barker and Jane 
2016, 280–82). Lastly, digital agency is defined 
through enabling information and communication 
technology users by providing them information 
they usually lack for making informed decisions 
(Kalantzis-Cope and Gherab-Martin 2010, 92–94).

There is often a big gap in technical literacy for 
some asylum seekers, such as Ali, who described 
how his fingerprinting and asylum application 
were not properly explained to him. In this case, 
not only did authorities fail to inform him that he 
was initiating the asylum application process, they 
also did not explain that the machine they were 
pressing his hand against was a fingerprint scanner 
— a machine he had never before seen (Reidy 2017).

I would say the biggest threat to Afghan 
refugees here is language. It took me a long 
time to understand what is the Dublin 
Regulation, and why I was sent back to 
Greece. I wanted to go to Norway, that’s 

21 European Union, Charter of Fundamental Rights of the European 
Union, 26 October 2012, 2012/C 326/02, online: <www.refworld.org/
docid/3ae6b3b70.html>. 
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where I had some family, and I made it to 
Oslo after two weeks travelling. After some 
time, I applied for asylum in Norway to 
get papers and some kind of assistance. 
That’s when they told me I have to go 
back to Greece, and they explained it’s 
because I already applied for asylum. 
I remembered that they made me sign 
paperwork that was in English, and I spoke 
no English then. I didn’t understand at all.

They also put my hand on a glass box, it 
was very warm, I remember, I was afraid 
because I thought they would burn me. No 
one explained what it was. I didn’t know 
that it was [for scanning fingerprints] and 
that they [can] find me with this anywhere in 
Europe. They should have said this to me first.

 —Ali, 26, Afghanistan

In response to the surge of asylum seekers arriving 
to the European Union in 2015, a critical EURODAC 
regulation was passed as a security measure. The 
vast EURODAC database — including every person 
whose biometric data was recorded in the database 
— was made available to national law enforcement, 
border control and EUROPOL. The regulation 
also states that whoever refuses to have their 
fingerprints taken can, effectively, be forced to do so 
by means of coercion. It remains unclear how much 
force can be used (European Commission 2016).

The language of this regulation is alarming and 
further demonstrates the limitations on refugees’ 
ability to exercise their physical and digital agency 
in this system. Asylum seekers are a particularly 
vulnerable group of people, with deep language 
barriers, who may have experienced trauma, 
post-traumatic stress disorder, persecution and 
state-sanctioned violence (Scherer 2015).

Once we arrived in Moria [refugee camp] 
they took us to registration. They said “Give 
us [your] fingerprints, this is to show you’re 
legal for 6 months.” I didn’t ask who this 
is for, I just wanted to follow orders. I still 
have fear from my own police and military, 
and I didn’t even think once to ask.

 —Hadi, 26, Syria

The UNHCR Handbook for Registration states the 
need for accountability mechanisms that allow 
refugees to file complaints, make suggestions to 
improve the system, and report mistreatment 

or misconduct. However, it also requires the 
person filing a complaint to identify themselves. 
The lack of anonymity could act as a deterrent 
for some to speak up, especially if they fear 
retaliation and interference in their asylum 
application from the people the complaint 
was lodged against (UNHCR 2003, 135).

The UNHCR’s policy on data protection lays out 
a procedure for personnel to notify the data 
controller of any personal data breaches and 
to properly record the breach (UNHCR 2015, 
section 4.41). However, it does not require them 
to contact the data subject affected unless 
the situation is deemed “likely to result in 
personal injury or harm to a data subject” (ibid., 
section 4.42). If this is the case, the data controller 
must notify the data subject and take mitigating 
measures as they see fit. This process is not specific; 
it does not offer any transparency or assurance to 
the data subject, considering the sensitivity of data 
stored. It also assumes the data controller is better 
equipped to judge whether the breach would cause 
injury or harm to the data subject, with limited 
information and understanding of individual risk.

The UNHCR Handbook for Registration (UNHCR 
2003) is clearly geared toward humanitarian 
practitioners, as it misses key points of the process 
and is available only in English and French, 
which is not representative of the languages 
most refugees in the European Union speak. 
However, two of the refugees interviewed for this 
paper, who speak English as a second language, 
noted finding the registration handbook online 
while looking up information about their rights 
and how their data is processed and stored.

Everything I know about the process, and 
what is going to happen to us, I learned 
through Google. No one tells you anything. 
I got moved back from Germany to Italy 
because of [the] Dublin [Regulation], I didn’t 
know about it back then. So, I started 
finding more information online, like the 1951 
Refugee Convention online, and the UNHCR 
[Handbook for Registration]. It’s good to 
have this online, but it’s only in English.

Everyone who travels here they must know 
their rights, what they have to go through, 
and this stuff. People come and they’re 
quite ignorant how Europe works. In the 
beginning, when people are coming they 
need to know what the government is doing 
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with this information, what they want 
to know about them and why. For some 
information the governments are asking, 
you can get killed for this information.

 —Samir, 19, Somalia

Refugees in the digital age are able to coordinate 
their own movement through applications such 
as WhatsApp and Facebook, and may be aware of 
the potential surveillance risks these applications 
pose. Samir also explained how refugees search 
for information about their rights and data 
protection online, but even those materials do not 
offer many options for the millions of refugees 
who speak languages in which information is not 
readily available, such as Somali or Amharic.

A crucial part missing in guidelines for those 
seeking asylum is information about what 
does or does not constitute grounds for being 
granted asylum. This information is absolutely 
vital for an asylum seeker — knowing exactly 
what the interviewer is looking for would allow 
asylum seekers to properly explain those parts 
of their story or experience. Instead, it is almost 
as if it is assumed that those seeking asylum, 
if they had comprehensive information about 
the asylum process and the relevant laws and 
regulations, would give false information or 
abuse the system to act in their favour.

Information-Decision Gap
Being well informed of their rights about the 
data they are giving knowingly and consensually, 
through registration, is not enough for refugees 
and asylum seekers to be able to assess risks 
associated with how, and by whom, their 
data is stored and accessed. There remain 
concerns about future uses of collected data, 
data security risks and potential unintended 
consequences of data collection and storage. 

Understanding How Data 
May Be Repurposed
The personal information and biometric data 
refugees share with authorities is sometimes 
used against them later, to detain or deport 
them if there are changes in administration or 

policies around asylum and security. For example, 
the EURODAC database itself has changed its 
permissions settings without the consent of 
the subjects whose data it made available to 
national law enforcement and EUROPOL in 2016 
(European Commission 2016). Refugees learn 
about these policy changes and incidents online 
and then must take into account both what the 
potential threats of sharing this data might be for 
them and how the data might be repurposed.

There are many cases of migrants giving their 
information consensually for programs that 
promise them protection and rights, and later 
having that information used against them, 
when administrations and policies suddenly 
change. In the United States, 936,394 children of 
undocumented migrants applied for the Deferred 
Action for Childhood Arrivals (DACA) program 
under President Barack Obama’s administration. 
DACA gave new protections: a two-year period 
of deferred action from deportation; and 
eligibility for a work permit. Program participants 
were required to provide sensitive data in the 
application process, including their fingerprints, 
photographs, home address and educational 
history. Such sensitive information is now being 
used as a powerful weapon for surveillance, 
detention and deportations by President Donald 
Trump, who in 2017 announced plans to “phase 
out” DACA altogether (Pilkington 2017).

Refugees and asylum seekers may also be skeptical 
about sharing information with host governments. 
In 2006, then Minister of the Interior Nicolas 
Sarkozy collected information from families who 
were in France without papers, families with 
children in French schools and who demonstrated 
“a ‘real will’ to integrate,” promising them a path 
to residency and legal status (Murphy 2006). 
When only 6,000 out of the 24,000 who applied 
for regularization were given legal status and 
others were deported using the information they 
provided for the scheme, many perceived this 
as a way to trick migrants into giving the state 
information about themselves and the schools 
their children were attending (Pirot 2006).

Understanding Security 
Threats to Data Storage
Law enforcement and border control agencies 
also request access to the data of asylum 
seekers they suspect to be security threats from 
commercial actors such as Facebook, Google 
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and Amazon. Asylum seekers’ right to privacy 
is undermined through the sharing of big data 
with third parties. These companies all share 
data with law enforcement agencies, although 
the extent to which they act on court orders 
or simply respond to unwarranted requests 
from law enforcement agencies, including 
immigration agencies, is still unknown.

These companies have all also experienced 
major data breaches in recent years by hackers, 
including private sector actors such as Cambridge 
Analytica, who use data obtained without consent 
for media manipulation. Accurate information 
about data security breaches and hacking 
threats must be disclosed to data subjects; as 
well, data subjects must be informed that there 
are unknown digital threats to data protection. 
For example, in December 2017, a popular cloud 
storage service used by multiple UN agencies 
and several NGOs was hacked, and information 
about refugees was compromised (Parker 2017). 

Breaches of data could also occur as the result of 
human error. In September 2018, it was revealed 
that OCHA accidentally published internal 
documents, passwords and access links to 
conference calls via a public project management 
application and “made sensitive material available 
online to anyone with the proper link” (Lee 
2018). OCHA has since taken measures to secure 
accounts on external platforms they rely on, such 
as Google’s G Suite and Trello, and has committed 
to developing practical tools to promote more 
consistent, responsible data practice within 
OCHA, stating, “Because documents [and project 
plans]...can contain sensitive information, it is 
important to use a trusted and secure tool and 
set appropriate access permissions when drafting 
them” (Centre for Humanitarian Data 2019, 26). 

UN entities and their implementing partners have 
also been targets of government surveillance. 
The surveillance list of the United States’ 
National Security Agency, which was leaked 
by Edward Snowden in 2013, revealed that the 
United Nations Children’s Fund and Médecins 
du Monde were both surveillance targets (Glanz 
and Lehren 2013). Refugees, who have witnessed 
war crimes and come from countries such as 
Syria with sophisticated cyber intelligence 
operations, experience higher levels of risk in 
association with their data, thereby necessitating 
special and careful handling of this data.

How Is the Data Stored 
and Shared?
For EURODAC, all fingerprints collected from 
asylum seekers are sent and stored for up to 10 
years in the Central Unit database in Brussels. The 
Central Unit is supervised by the European Data 
Protection Supervisor, while each EU member state 
is tasked with supervising the collection, use and 
processing of biometric data at the national level. 
The premises around the Central Unit database are 
secured with several layers of electric fences; 24/7 
closed-circuit television and intrusion detection 
monitoring; security guards; and access control 
using fingerprints and personal badges.22 

While EURODAC legislation currently has strict 
policies prohibiting sharing of data with third 
countries, provision EURODAC 2016/0132 (COD) 
will open the possibility to transfer personal data 
to third countries for return purposes, “if necessary 
in order to prove the identity of third-country 
nationals for the purpose of return” (EURODAC 
2016/0132 (COD), art. 38.1). The UNHCR has been 
critical of this change, which will allow EURODAC 
to potentially give access to countries of origin 
that an asylum seeker has escaped from, in search 
of international protection (UNHCR 2016). 

The UNHCR biometric database does not interact 
with EURODAC, although host countries can 
request the data from the agency. Arguably, the 
bigger problem for refugees is when the UNHCR 
shares data with host countries, who in turn 
share it with their countries of origin, as was 
the case with Rohingya refugees in Bangladesh. 
Refugees who refuse to give biometric data to 
the UNHCR are unable to receive assistance 
from the agency, thereby making the option 
of providing data a false one (Thomas 2018).

The WFP also shares information with 
governments, as well as with its partners 
and the private sector for research, without 
the consent or knowledge of beneficiaries. A 
2017 internal audit found that the WFP also 
handles large amounts of personal data from 
beneficiaries without proper safeguards. The 
audit found that there were numerous data 

22 European Agency for the operational management of large-scale IT 
systems in the area of freedom, security and justice (2017, 9).
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protection failings across the WFP’s data storage 
systems. The audit also found that unnecessary 
information was being gathered, including more 
personal information from beneficiaries than 
was needed, contrary to policy (Parker 2018).

For example, in 2017 the WFP conducted a study 
(Flaemig et al. 2017) with the University of Leiden, 
assessing the “digital footprint” of the WFP cash 
program. While the study produced a map tracking 
where refugees used e-cards for purchasing food 
items and how they moved around the country, 
there is no indication that beneficiaries were 
notified of or consented to the use and publication 
of their data, although the authors state that 
“appropriate data protection precautions were 
taken” and “should transactions analysis go 
into further detail…it is recommended to obtain 
explicit and informed consent from programme 
beneficiaries.” In fact, the apparent disregard for 
consent in this particular study was amplified by 
a commenter asking if authors will share the full 
data set online, because a lot of data scientists 
“would be willing to work on problems and/or 
competitions to help solve humanitarian problems.” 

Those best intentions aside, if such data sets 
were to be published online, they could pose a 
significant threat to individuals, because they 
could be cross-referenced with other open-
source data to identify individuals through 
open-source investigation techniques. 

Refugees have found data sets exposing their 
information online without their explicit consent. 
It is therefore unsurprising that they may draw 
conclusions that their information may be shared 
with governments in their home countries too.

In 2012, in Lebanon, I was asked to register at 
UNHCR, but no more information was given 
to us about the process, what protection we 
have, what rights we have. No one contacted 
us after. I don’t understand how the UN 
operates, to be honest. I don’t trust the UN. 
I believe they share this information with 
the US and EU. It’s possible they share this 
information with [the Syrian government], 
because they sometimes have research they 
publish on Syrian [refugees] in Lebanon — 
where they go, how they work, where they 
live. Their other information has been shared 
with the Syrian government, I’m sure of it.

 —Amin, 28, Syria

I don’t know what information the EU gives 
back to home countries. When I think about 
it, maybe the Afghan people who were 
deported back to Afghanistan, I imagine 
[the European Union] shares their files, they 
must. If that happens to Syrian refugees 
too, if it happened to me and I get sent back 
to war [motions cutting his neck with his 
index finger], I prefer to kill myself instead 
of letting them kill me. I have fear, I don’t 
want to die. I want dignity, that’s all.

 —Hadi, 26, Syria

How Refugees Assess Risk 
with the Information They 
Are Given
In the absence of vital information about their 
data — which should be provided by institutions 
tasked with supporting them — asylum seekers 
and refugees have to rely on assessing risk based 
on rumours and information they can find online. 
Amin explained how another refugee was told 
that she would be deported back to Italy when 
she had claimed asylum in Sweden, and that 
there was a lot of conflicting information about 
what she needed to do to stay in Sweden with 
her child. Next, Rula described how rumours 
form in the Moria refugee camp on Lesvos about 
the asylum process, in the absence of proper 
information and consistent policy enforcement.

There is a community of refugees from 
different countries out here, we help each 
other out. One friend from Sudan entered in 
Italy, and she had to give fingerprints like 
me, and said it’s because it’s a crime to enter 
illegally. Later, in Sweden, she was told they 
have to go back to Italy — and she has a 
child also — and they said it’s because Italy 
is their first point of entry to Europe. The 
other option was to leave the EU and come 
back after six months after your fingerprints 
are erased from the system, so they can 
apply for asylum again in Sweden. But how 
can they come back to Sweden like this, it’s 
not possible. So, they went into hiding. It’s 
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happened to a lot of people, they are sent 
back to Greece, Czech Republic and Italy.

 —Amin, 28, Syria

Some women [on Lesvos] even sleep on the 
beach, instead of [Moria camp], because 
they don’t want to sleep in the same place 
as some men they don’t know — you don’t 
know what kind of things happen here. I 
am still waiting for my interview with the 
Greek Asylum to get [out of Moria camp], 
but I see people who arrived after me 
who get to leave before me, and also I see 
pregnant women, men in wheelchairs who 
should be sent to [the] mainland before 
any of us, and are still here waiting.

 —Rula, 26, Syria

Providing asylum seekers with sufficient 
information about the asylum system and data 
that is being collected is insufficient in creating 
an environment where they feel in control of 
their own data and empowered to ask questions 
and lodge complaints when necessary. Certain 
factors, such as war trauma, cultural customs 
and obvious power imbalances between the 
interviewer and the asylum seeker, may prevent 
asylum seekers and refugees from asking 
questions and making complaints when they 
need to. Being in a situation where they have 
little power or agency, asylum seekers often 
avoid engaging in anything that can be seen as 
contesting authority or that could ultimately 
hurt their chances of being granted asylum.

Recommendations
Building the digital agency of refugees means not 
only advocating for enforcement of data protection 
policies and practices but also empowering 
asylum seekers and refugees through education 
— about how the asylum system works, how to 
control their information through data protection 
mechanisms and how to assess their own risks 
throughout the process. Based on the desk review 
and interviews conducted for this paper, the World 
Refugee Council, the UNHCR, the UNHCR’s national 
implementing partners and other multilateral 
organizations should support and champion the 

digital agency of forcibly displaced persons by 
considering the following recommended actions.

Recommendation One: 
Informed Consent 
Raising awareness about asylum seekers’ and 
refugees’ rights and the asylum process, and 
providing greater transparency regarding issues 
of privacy and consent, are vital to realizing the 
protection of asylum seekers and refugees. While 
asylum seekers may not object to the collection 
of their biometric data, existing processes and 
mechanisms fail to determine whether these 
individuals are provided with the requisite 
information to make an informed decision. 
Informed consent provides asylum seekers and 
refugees with a sense of dignity and respect.

Each country has their own process for 
asylum, it’s a complicated system, and 
they make it complicated on purpose. I 
think the only way to make this easier 
for [asylum seekers] is if they sit down 
and explain the entire system to them 
— what information is important to say, 
why they ask for this information, who 
they will give it to, what might happen.

  —Hadi, 26, Syria

Asylum seekers should be provided with legal 
education and information about their asylum 
claim options; the storage, use and access 
of the data they share; and their rights. 

Recommendation Two: 
Regulatory and Legal Protections 
Regulations to protect the rights of forcibly 
displaced persons, including asylum seekers and 
refugees, and to ensure greater transparency 
in the ways in which their biometric data is 
stored, shared and utilized, should be developed 
by UN agencies and NGOs to prevent further 
systemic marginalization. Gathering data through 
manipulation, pressure or coercion, such as 
through forcibly taking asylum seekers’ and 
refugees’ fingerprints, is not a consensual process.

EURODAC needs to explicitly give all the data 
subjects information about their rights, including 
the right to access, rectify and erase personal data 
and the right to lodge a complaint anonymously.
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EURODAC and the UNHCR must ensure that 
data is freely given. The use of force should be 
explicitly prohibited by EURODAC in taking 
of fingerprints and other biometric data. 

Recommendation Three: 
Access to Personal Data
Refugees and asylum seekers must have the ability 
to easily access and update their information; 
rectify mistakes or inaccurate data; and request 
that their information be deleted. Asylum seekers 
need to be able to request that their data be 
erased if they withdraw their asylum application 
or if their circumstances change in other ways. 

Recommendation Four: 
Data Collection 
Data collection must be minimized by all 
stakeholders, especially by smaller organizations 
that don’t have strong internal data protection 
policies. Data collection should be used only in 
the specific ways the asylum seeker or refugee 
has consented to. For example, giving biometric 
data to the UNHCR does not mean refugees also 
consent to the sharing of their biometric data 
with host countries or their countries of origin.23 

Humanitarian sector organizations must 
establish policies for gathering the minimum 
amount of data and must stop the processing 
of or erase data that is no longer necessary. 

Recommendation Five: 
Curbing Techno-Solutionism 
in the Humanitarian Sector
Complex humanitarian problems merit careful 
analysis and multi-stakeholder engagement; they 
cannot be resolved with technical solutions alone. 
These challenges deserve nuanced, well-thought-
out responses; careful analysis; community 
consent; and consideration of intended and 
unintended consequences. Many of the technology 
and data collection schemes developed by the 
UNHCR and its implementing partners lack a 
clear justification for their use and selection over 
other options. For example, there is currently no 
evidence on how useful biometrics have been 

23 For more on the FRIES consent framework as applied to personal data, 
see the Consentful Technology Zine at www.andalsotoo.net/wp-content/
uploads/2018/10/Building-Consentful-Tech-Zine-SPREADS.pdf.

in reducing fraud, creating opportunities for 
refugees or facilitating freedom of movement.

 → Donors should include data protection 
among their funding eligibility and 
reporting requirements and engage in 
open dialogue on the merits and impact 
of collecting various points of data.

 → The humanitarian sector should gather evidence 
and conduct research on the usefulness 
and feasibility of existing technologies 
being used for and by asylum seekers and 
refugees, and for and by the organizations and 
individuals tasked with supporting them. 

 → UN agencies, in particular, should be transparent 
with the cost-benefit analysis of using 
biometrics and should define clearly how 
fraud is a problem for operations. The cost-
benefit analysis should specifically compare 
the cost of running such a large-scale biometric 
program to the cost of fraud to the organization. 
The UNHCR and the WFP should also share 
evidence of supply chain fraud and fraud 
among field staff or partner organizations.

Recommendation Six: 
Engaging Refugees in Design 
and Problem Solving 
Refugees are rarely consulted and engaged in 
developing solutions to the challenges they 
face. It is important to recognize the invaluable 
insights refugees and asylum seekers can provide 
on the issues and policies that shape their lives 
and to take note of the contributions they want 
to make and how they can utilize their skill 
sets. There is a tremendous amount of untapped 
potential within the refugee community — which 
includes designers, developers, social scientists, 
telecom engineers and others with valuable 
knowledge and expertise (among them are some 
of the individuals interviewed for this paper). 
For example, one person interviewed for this 
paper recommended working with refugees who 
have gone through the process recently to design 
clear visual guides that help asylum seekers and 
refugees navigate the asylum process and the 
biometrics and data required for each step of 
the process. They also suggested that such a tool 
might help authorities, the United Nations and 
NGOs operate more quickly if the asylum seekers 
know how to prepare and what to expect. 
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Organizations such as the Migration Lab, UNHCR 
Innovation Service and the  Massachusetts Institute 
of Technology D-Lab engage the refugee community 
in development and design, thereby offering new 
and accessible socio-economic opportunities for 
them. Design that involves the most impacted 
communities is consistent with emerging best 
practices from the design justice framework for 
socio-technical systems (Costanza-Chock 2018). 
Co-design works best with a group that is diverse 
and representative of the refugee population.

Including minorities and marginalized groups 
from the refugee community in the decision-
making and design process is crucial to 
addressing challenges in the asylum system 
faced by those who are the most vulnerable.

UN agencies and NGOs should post information 
about its programs and policies online in 
languages that refugees speak and understand. 

Recommendation Seven:  
Compliance Mechanisms 
and Transparency 
Humanitarian agencies lack incentives to share 
information on security breaches and missteps. 
Strong compliance mechanisms are needed to 
ensure better data protection and enforcement 
of protection policies. As well, it is difficult for 
asylum seekers and refugees to hold UN staff 
legally accountable for any malpractice because 
of the immunity afforded to many staff against 
major data protection mechanisms such as 
the European Union’s General Data Protection 
Regulation. The individuals interviewed for 
this study have indicated that they would like 
an opportunity to express concern and ask for 
resources they are entitled to, without being afraid 
of how these concerns or requests will affect 
their asylum application and status. Refugees 
need to have a clear way to file a complaint 
against the organization or staff about their 
data internally, within the organization, to be 
able to hold them accountable for negligence or 
sharing their information without consent.

 → Data protection regulations from the United 
Nations and from national asylum agencies 
that collect and handle asylum seekers’ and 
refugees’ data should provide regular updates on 
evolving security threats and more structured 
procedures and guidelines for practitioners. 

 → Funders and watchdog organizations must 
push for regular security audits that are 
shared with funders and the individuals 
who entrust them with their data.

 → The UNHCR must amend its policy of 
not accepting anonymous complaints 
in its Handbook for Registration.

Conclusion
Based on the desk review, discussions with UN 
and NGO staff, and interviews with asylum seekers 
and refugees, it is apparent that true informed 
consent may not be possible in the current EU 
asylum process, given the power dynamics at play 
between authorities and refugees. Stakeholders 
must acknowledge this power imbalance, and 
commit to seeking every opportunity to support the 
digital agency of refugees through legal education 
and participatory design and to access rights such 
as correction or deletion of one’s own data.

One of the two major takeaways from this 
research was that the lack of transparency about 
the asylum process prevents asylum seekers 
from entrusting the system with the exact 
information that would likely win them asylum 
status. Mohamed described how he would not 
discuss sexual orientation and mental health 
illnesses with asylum officers because he felt it 
would lead to his application getting rejected, not 
knowing that that is the information officers need 
to give an applicant special protections. Samir 
also recalled meeting Somali women applying 
for asylum in Italy who did not want to tell the 
asylum officer about surviving sexual violence 
because of the stigma associated with it. 

The second takeaway from this research was 
that innovation in the humanitarian sector may 
inadvertently be causing distrust within the refugee 
community and disrupting the asylum process. 
The best example of this from the interviews is 
when Amin had expressed clear distrust in the 
UN system after discovering research published 
online about Syrian refugees in Lebanon like him, 
used without their knowledge or consent. Another 
refugee from Syria expressed a lack of confidence 
in NGOs that use facial recognition technology, 
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because of lack of regulation of protecting this data, 
and the lack of consent from the data subjects.

The lack of adequate education about the data 
collected quite clearly affects the asylum process, 
when asylum seekers do not trust the person 
taking information or feel comfortable sharing 
very sensitive data. Incorporating co-design in 
addressing challenges in the asylum system is 
an important step toward harm reduction and 
curbing techno-solutionism. Protecting personal 
data is integral to the “do no harm” ethos, as a 
humanitarian principle; transparent handling of 
data following the receipt of informed consent 
is key to building trust with this vulnerable 
group and to fostering greater digital agency.
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du soutien d’un réseau consultatif de recherche.

Le CMR examine les progrès techniques, les occasions de 
financement novatrices ainsi que les possibilités pour ce 
qui est de renforcer le droit international et d’y intégrer une 
vision stratégique pour les réfugiées et les pays concernés.

Par ailleurs, le CMR produira un rapport final fondé sur 
des recherches empiriques et sur les résultats d’un vaste 
programme de sensibilisation ciblant les gouvernements, 
les organisations intergouvernementales et la société civile.  
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