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EXECUTIVE SUMMARY
This paper analyzes continuities and discontinuities 
of collective efforts toward enhanced cyber security 
in Eastern Africa, with a particular focus on Kenya, 
Ethiopia and Somalia. Focusing on the challenges that 
have followed the contours of East Africa’s distinctive 
digital cultures, it challenges the view that cyber security 
and cyber resilience are simply technical problems that 
can be solved by reducing the gap with more technically 
advanced nations. On the contrary, it shows how cyber 
security is an inherently political challenge and that, in the 
absence of adequate checks and balances, the increasing 
securitization of domestic and international politics may 
require costly trade-offs with individual and collective 
freedoms.

Three concepts are suggested — emulation, extraversion 
and enculturation — that can serve to better capture how 
Kenya, Ethiopia and Somalia have respectively answered 
emerging cyber threats. These concepts, rather than adding 
to the already abundant jargon in this area, are simply 
meant to encourage analysts to pay greater attention to how 
the technical, social and political interact in unique ways 
and produce distinctive outcomes in each national context. 
In Kenya, public and private actors have sought to live up 
to international standards, keeping up with the country’s 
reputation as a regional information and communication 
technology (ICT) powerhouse, but it is unclear how such 
an ambitious agenda will find concrete applications. In 
Ethiopia, there is the risk that the need to guarantee better 
cyber security can further legitimize repressive measures 
in the new media sector. Finally, in Somalia, in the absence 
of a functioning state, hybrid solutions have been found 
that connect traditional practices and new technologies to 
offer some level of certainty to individuals using services 
that are vital for the region, such as local and international 
payments over mobile phones. 

INTRODUCTION
Over the last few years, cyber security has gone from a 
concern that loomed large in the future for East Africa to an 
issue of pressing importance. In Kenya — one of Africa’s 
largest economies and East Africa’s central tech hub — it 
is estimated that cybercrimes cost the country more than  
2 billion Kenyan shillings (US$22.56 million) in 2013 
(Otieno 2014).  

The increasing awareness of the need to address cyber- 
security threats in Africa, however, has also reproduced 
old clichés about gaps between the continent and more 
advanced areas of the globe. The few reports available 
on cyber security in Africa have been characterized by 
alarmist tones, asking, for example, whether Africa has 
become “a new safe harbor for cybercriminals” (Kharouni 
2013). They have, however, offered very thin empirical 

evidence that Africa is any more dangerous than other 
continents and, in many cases, have been sponsored by 
cyber security firms with vested interests (Jackson 2015). 
From a different angle, the increasing presence of Chinese 
telecom companies in Africa has led to allegations that 
these companies may be hiding “backdoors” in their 
equipment to allow the Chinese government to spy on 
users, including African citizens, or to shield its own spying 
efforts elsewhere (Protalinski 2012). Recent leaks from the 
former US National Security Agency (NSA) contractor 
Edward Snowden, which revealed that the NSA itself tried 
to install backdoors in equipment produced by Huawei, 
China’s largest IT company, have given such accusations 
an ironic twist. As Thomas Rid (2014) succinctly put it, 
“there is now more publicly available evidence that the 
[US] NSA exploited Huawei than there is public evidence 
that shows the PLA [People’s Liberation Army] or other 
Chinese agencies did so.” 

This paper, while recognizing the threats posed by cyber 
security in East Africa and highlighting some fragilities 
and contradictions of the measures developed to date, 
focuses on the specific challenges that have followed 
the contours of East Africa’s distinctive digital cultures. 
Mobile phone banking innovations have facilitated greater 
flows of currency and increased chances for skimming 
these transactions (Harris, Goodman and Traynor 2013; 
Herbling 2014). Remittance-based economies have 
presented opportunities for cyber attacks on the banking 
institutions that facilitate these transfers (Mukinda 2014; 
Quarshie 2012). Terrorist threats, in particular from the 
Islamist group al-Shabaab, have stressed the need to 
respond to militants employing digital media to further 
their cause (Kagwanja and Karanja 2014), but also to 
reflect on the possibility that the increasing securitization 
of domestic and international politics may require costly 
trade-offs with individual and collective freedoms, and 
offer excessive powers to executive bodies in the absence 
of adequate checks and balances (Makulilo 2012). 

Through three case studies focusing on Kenya, Ethiopia 
and Somalia, national responses are connected to 
continental and global efforts to reinforce cyber security. 
These case studies offer the opportunity to understand 
how three neighbouring countries that have developed 
very different notions of their national information 
societies have elaborated distinctive responses to a similar 
challenge. 

Kenya, given its ambition to emerge as East Africa’s 
leading ICT innovator, has made the most effort to 
respond to cyber security threats. Emulating countries 
that have similarly emerged at the forefront of the 
information revolution, Kenya has made strides to adopt 
internationally recognized standards, seeking to offer a 
sense of readiness to withstand cyber attacks. By doing so, 
however, Kenya has also created high expectations about 
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its ability to adequately respond to growing risks, and will 
have to invest significant resources to live up to them. 

Ethiopia, while similarly showing adherence to 
international standards, as displayed by its draft cyber 
security law, which incorporates many of the provisions in 
the Council of Europe Convention on Cybercrime, appears 
more exposed to the risk that the cyber security agenda 
could be exploited politically to further domestic goals. 
As the precedent of the Anti-Terrorism Proclamation 
analyzed below illustrates, the Ethiopian government has 
often relied on extraversion to achieve its goals, turning its 
unequal relations with the international environment in its 
own favour, and furthering its own agenda while giving 
the impression of responding to international calls. 

Finally, the case of Somalia, or the Somali territories,1 
offers an example of how solutions may emerge through 
enculturation, relying on local knowledge to address global 
threats. As explained later, in the absence of a functioning 
state, customary law has been employed to ensure that 
people get compensated in cases of fraud perpetrated 
through mobile phones or has offered a response when 
sensitive data are released by mistake in the public domain.

These three mechanisms — emulation, extraversion 
and enculturation — are not mutually exclusive. On the 
contrary, while each of the countries surveyed displays one 
of them to a greater extent, these mechanisms can be found 
in all three countries to varying degrees. Approaching the 
analysis of cyber resilience through these lenses is meant 
to offer greater space to appreciate the nuances of how 
global and local agendas interact and to highlight the 
risks of international agendas that too flatly emphasize the 
need for countries in Africa to catch up with more resilient 
countries, without adequately considering the context in 
which legislations and technical measures develop.

The paper begins by clarifying the contours of cyber 
security and cyber resilience in Africa and then 
concentrates on the three case studies of Kenya, Ethiopia 
and Somalia, focusing on governments’ role in shaping the 
cyber security agenda and drawing comparisons that can 
offer new lessons for, and beyond, East Africa. 

CYBER SECURITY AND CYBER 
RESILIENCE IN EAST AFRICA
Debates on cybercrime and cyber security tend to 
concentrate around dramatic events such as the defacement 

1	  The term Somali territories is used to reflect the realities of 
governance within what is formally represented by the state of Somalia. 
In the north, the self-declared independent country of Somaliland has 
its own government, constitution and media legislation.  Independent 
governance is similar in Puntland, the region south of Somaliland, 
although Puntland seeks a role in a greater Somalia. There are other 
smaller regions of the country that claim self-governance in the absence 
of a functioning central government. 

of popular online spaces, sensitive information leaks or 
diffusion of particularly infectious malware. Less attention 
has been paid to broader issues of cyber resilience, that is, 
an organization or government’s capability “to withstand 
negative impacts due to known, predictable, unknown, 
unpredictable, uncertain, and unexpected threats from 
activities in cyberspace” (ISACA 2014). Resilience refers to 
the idea that failures will inevitably occur, but promotes 
the adoption of holistic, cooperative measures that ensure a 
system does not wholly collapse. The objective is therefore 
maintaining as much normalcy as possible or returning to 
that level as quickly as possible following a cyber attack.

The concept of cyber resilience underlines the need for 
broad, concerted and comprehensive approaches to cyber 
security, but in reality, the implementation of measures 
to curb cyber attacks has been selective and driven by 
narrower agendas. Western powers with interest in East 
Africa have largely emphasized the need to combat 
extremism (Cassim 2011). The United States’ efforts in East 
Africa, for example, have contributed to supporting greater 
preparedness for cyber attacks as a component of its larger 
anti-terrorist strategy, rather than as part of a coherent 
and concerted cyber security initiative for the region 
(Ploch 2010). China, for its part, through its increasing 
investment in telecommunication in Africa — more 
than US$3 billion went to Ethiopia alone to overhaul its 
telecommunication infrastructure — has largely favoured 
state-led initiatives, leading to fears that the state actors 
may be gaining too much power compared to other players 
involved in the shaping of national information societies  
(Gagliardone 2014). 

It is in this light that the African Union Convention on 
Cyber Security and Personal Data Protection, which offers 
continental reference to improve cyber preparedness 
in Africa, has also raised concerns that in the charged 
political climate characterizing many countries on the 
continent, the heightened emphasis on security and 
state-led responses may impact free speech and privacy 
as governments that have been criticized for their 
abuses gain enhanced abilities to police the cyber world 
(Macharia 2014). The possibility that personal data could 
be processed without subjects giving free and informed 
consent when this is “in the public interest” (Art. 14.2.i), 
in particular, delineate scenarios where users may be 
stripped of their ability to be in control of their data and, 
on the contrary, be controlled in the name of agendas they 
had little voice in shaping (Access 2014). Concerns related 
to political tensions characterizing specific countries in 
Africa, as well as the fragility of institutions that should 
safeguard individual and collective freedoms, need to be 
taken into serious account. They should, however, avoid 
giving the impression that this is just an African problem, 
reproducing the cliché that unaccountable governments 
on the continent are simply implementing good provisions 
poorly. As the now abundant literature on the securitization 
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of foreign and domestic policy (see, for example, Howell 
and Lind 2009), as well as on the abuses of individual rights 
perpetrated by the most advanced regimes (see Greenwald 
2014) illustrate, the security agenda has created ample 
spaces for abuse by governments and private companies 
globally. The quest for more coordinated approaches to 
withstand cyber attacks should thus not be simply treated 
as a technical problem that requires technical solutions, 
but as a political one that requires transparent and open 
debates. 

COUNTRY CASE STUDIES

Kenya: Putting Policies, Laws and 
Frameworks into Practice

Holding a dominant ICT position in East Africa, Kenya 
has made great strides in incorporating ICTs into various 
industry sectors. As of 2013, it was noted that ICTs 
contributed to 12.1 percent of the country’s GDP (Mwenesi 
2014a). International organizations appear to have bet on 
Kenya’s ICT visions and ambitions. The World Bank Group 
alone invested around US$4.1 billion between 2003 and 
2010 (Mwenesi 2014b). Such confidence presents massive 
opportunities, but can also be easily eroded if Kenya is not 
able to face emerging challenges in ways that match its 
ambition to be recognized as East Africa’s ICT hub. 

Kenya’s first major international cybercrime case exposed 
some of the cyber vulnerabilities and gaps the country 
faces. In December 2014, 77 foreigners — one Thai national 
and 76 Chinese — were arrested in Nairobi; they were 
found in possession of equipment capable of a massive 
cyber attack, such as infiltrating Safaricom’s2 M-PESA 
(mobile money transfer) system, cash machines and bank 
accounts (Agence France-Presse 2014). Chinese officials 
claimed that this was another fraud den aimed outwardly 
at China, however, and not at Kenya (Otuki 2014). 
Even if this was the case, the cybercrime ring was only 
discovered by chance, when a fire broke out in a house 
some members were living in, and it had been operating 
completely hidden from authorities. According to the 
Kenyan police, the suspects were charged with operating 
an unlicensed telecommunication facility, and could face 
up to 15 years in jail or have to pay a 5 million Kenyan 
shilling fine (US$54,000), with more charges pending 
(Nzwili 2015). It is not clear yet under which specific law 
these suspects would be tried. The Chinese government 
assumes the criminal acts were targeted at them and has 
officially requested that its Kenyan counterpart extradite 
the suspects to face trial in China, where sound judicial 
procedures are in place, rather than potentially releasing 
the group in Kenya. The latter part of the Chinese 
government’s reasoning was interpreted as indicating that 
Kenya may not have strong enough laws under which 

2	  Safaricom is Kenya’s leading mobile network operator.

to prosecute the cybercrime suspects, eliciting reactions 
that Kenya must prove it has the “capacity, and will, to 
investigate and prosecute crimes of such magnitude and 
complexity” (Daily Nation 2015).

Kenya’s strategy to strengthen the country’s cyber resilience 
is caught between recognition of the still fragile status of 
the country in the digital realm and the ambition to make 
Kenya one of East Africa’s leading players, emulating and 
seeking partnerships with actors that are better prepared 
to respond to emerging threats. 

In 2012, with support from the International 
Telecommunications Unit as part of its Global 
Cybersecurity Agenda, the government created the Kenya 
National Computer Incident Response Team Coordination 
Centre (KE-CIRT/CC) to offer technical services in the 
management of cyber security.3 More specifically, KE-
CIRT/CC’s role is to offer advice on national cyber-security 
matters and to coordinate responses to cyber incidents 
in collaboration with local, regional and international 
stakeholders. The centre falls under the Communication 
Authority of Kenya’s docket, and offers what it dubs as 
“reactive and proactive services.” The former service 
entails incident response, coordination and resolution, 
including the collection of national statistics about cyber 
incidents, while the latter entail technical advisory and 
capacity building, including technical research and 
development.4 However, there is hardly any publicly 
available information, in the form of reports or news items 
on the centre’s work or outputs, indicating if and how it has 
worked in conjunction with other government institutions 
addressing cyber-security matters. It has also been noted 
that due to capacity and requisite skills constraints, as well 
as engagement with other stakeholders, the centre’s effects 
and impacts are hardly felt, and it could risk losing its 
relevance in the industry (Kigen et al. 2014, 41). 

The contradictions between the tendency to emulate 
solutions adopted elsewhere and the need to concretely 
implement them into a national context have also been felt 
in more recent and apparently more coordinated efforts. 
Kenya’s National Cybersecurity Strategy, developed in 
2014, for example, aims to define the country’s cyber-
security vision, goals and objectives to secure the nation’s 
cyberspace while continuing to promote the use of ICT to 
enable economic growth (Government of Kenya 2014, 5). 
In this strategy, the national government, through the ICT 
ministry, purports to enhance the nation’s cyber-security 
posture by securing critical infrastructure, applications 
and services, with mention of (cyber) resilience through 
business impact analysis, continuity of operations and 
disaster recovery. These elements, however, are not 

3	 See www.ke-cirt.go.ke/index.php/itu-to-support-kenya-cybersecurity-
efforts/. 

4	  See www.ke-cirt.go.ke/index.php/services/national-cirt-services/. 
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articulated further, beyond being listed in a diagrammatic 
format (ibid., 7). The strategy document also talks of 
the government’s awareness raising and training of the 
public and workforce on securing the national cyberspace 
by working in conjunction with academia to develop 
higher education curriculums on cyber security and 
specialized training programs. The third goal touches 
on developing required laws, regulations and policies to 
secure the nation’s cyberspace as well as collaboration 
and information sharing; a comprehensive framework is 
envisioned to minimize duplication of effort as well as 
government-led approaches to designing and maintaining 
information-sharing capabilities to facilitate knowledge 
exchange and lessons learned among various stakeholders.

Given cases of fraud and of incitement to violence 
through ICTs that have occurred in Kenya, and given the 
aforementioned efforts from the government to tackle cyber 
security, the big question is how all the various institutions 
mandated with addressing the issue can work effectively 
and coordinate. The Kenyan case shows that theoretical 
attempts, while impressive, are not sufficient to address 
ever-growing cyber-security threats in the East African 
hub, and the region in general. There is a need to move 
from paper to practice, to strengthen existing institutions 
and processes, especially within the government, as well 
as recruit and build capacity well equipped to tackle 
emerging issues. That will form a critical stepping stone in 
moving from reacting to cyber threats or attacks, to setting 
in place strategies and measures to ensure cyber resilience 
in the country. 

Ethiopia’s Cyber Resilience: Turning 
International Priorities into National 
Agendas

Ethiopia has emerged as a paradox in East Africa with 
regard to ICTs and cyber security. Despite lagging behind in 
access, with only two percent of its population connected to 
the Internet in 2014 (ITU 2015), the Ethiopian government 
has developed increasingly advanced legal and technical 
means to ensure greater control over the information 
transiting over communication networks and to defend 
the country from cyber attacks. These measures have been 
publicly justified by the need to align with international 
standards and respond to mounting cyber threats, but 
have also significantly boosted the ability of centralized 
power to persecute individuals and organizations, often 
without adequate oversight and checks and balances.

The Information Network Security Agency (INSA), first 
created in 2006 and then “re-established” in 2011, has been 
at the forefront of attempts to improve Ethiopia’s cyber 
resilience. Shaped in the guise of the US NSA, the INSA 
has taken on the responsibility of “protecting” the national 
information space, taking counter measures against 
information attacks, which the law frames as any attack 

against the national interest, constitutional order and 
nation’s psychology by using cyber and electromagnetic 
technologies and systems. It is answerable to the prime 
minister’s office and every other governmental body has 
the duty to cooperate with the INSA. Its wide powers have 
caused concern, however. It empowers the director of the 
agency to designate the profiles, financial documents, 
equipment, methods and work outputs of certain personnel, 
as “top secret” and render them inaccessible to individuals, 
including the auditor general, if it is believed that national 
security would be at stake if otherwise disclosed. The law 
also allows the agency’s investigators to conduct “virtual” 
forensic enquiries without judicial warrant on computers 
or infrastructures that are purported to be attacked or to 
be the source of attacks, eroding the constitutional right to 
privacy of users by leaving interpretation of their rights at 
the mercy of intelligence officers (Yilma 2014).

One of INSA’s first acts has been the drafting of what later 
became the Telecom Fraud Offences Proclamation, passed 
by the Council of Ministers in 2012, which reaffirmed 
the state monopoly over telecommunications, imposed 
severe sanctions for any operator trying to compete with 
or bypass Ethio-telecom, and with Article 6 it extended 
the provisions of the Anti-Terrorism Proclamation to the 
online sphere. The proclamation can be considered the 
first “Internet law” in Ethiopia and contained measures 
aimed at combatting cyber attacks, including “unlawful 
interference,” “unlawful interception” and “illegal access 
to a telecom network.” In 2014, INSA proceeded to draft 
Ethiopia’s first dedicated cyber security law, which 
incorporates many of the provisions included in the 
Council of Europe Convention on Cybercrime as well 
as the African Union Convention on Confidence and 
Security in Cyberspace. This could be seen as a welcome 
move, but should be considered also in the context of how 
similar laws have been previously used to stifle dissent. 
French political scientist Jean Francois Bayart (2000) 
has suggested analyzing the interaction of numerous 
governments in Africa with the international system 
through the lens of extraversion, to understand how they 
have turned their weaknesses in their favour. The Anti-
Terrorism Proclamation in Ethiopia, passed in 2009 — five 
years before the cyber-security law began to be drafted — 
is a clear example of this mechanism. Framed as an effort 
to comply with the UN Security Council requests that 
“terrorist acts are established as serious criminal offences 
in domestic laws” (UN Security Council 2001), it also 
created the legal preconditions to actually prosecute critical 
voices within Ethiopia (or Ethiopians in the diaspora). Out 
of the 33 individuals convicted under the Anti-Terrorism 
Proclamation between 2009 and 2014, 13 have been 
journalists, leading organizations such as Human Rights 
Watch to denounce the law and its application as “deeply 
flawed” (Human Rights Watch 2013). The proposed cyber-
security law may risk following a similar path. 
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In an ironic twist, the Ethiopian government has been 
accused of being behind cyber attacks targeting some of its 
political opponents. According to the Citizen Lab, software 
developed in the United Kingdom and in Italy has been 
employed to breach the computers of political opponents 
living abroad and spy on their communications (Citizen 
Lab 2013; 2015). This led an Ethiopian citizen residing in 
the United States to sue the Ethiopian government for 
infecting his computer. The Electronic Frontier Foundation 
is representing the plaintiff in this case.

Somalia and Somaliland: Resilience from 
the Ground Up

The Somali territories have become synonymous with 
stereotypes of chaos and lawlessness. This common 
perception, however, obscures examples of trust, security 
and regulation that have emerged in several areas, 
including trade and telecommunications. Despite decades 
of conflict, an externally oriented, open and relatively 
unrestricted economy has flourished (Little 2003).  
Enterprising companies, not shattered institutions, have 
provided ways for Somalis to send and receive money. 
These companies are primarily owned and initiated from 
the Somali diaspora, and have responded to the needs 
of Somalis and found opportunities in a remittance-
based economy. Radio stations and telecommunications 
companies have also been able to function, and sometimes 
thrive. Hormuud Telecom is the largest of these companies 
and has been turning a profit since 2002. Hormuud also 
runs a mobile money transfer system, and plans to launch 
3G network capacity soon, despite recent orders from al-
Shabaab to close in some regions (Nyambura-Mwaura 
2013). Another telecommunications firm, Telesom, has 
led the way in Somaliland, and also has a mobile money 
transfer system, Zaad. This model has been praised by 
Bill Gates, and was modelled after Kenya’s M-PESA 
system, and has flourished in a region where 26 percent 
of the population pay bills over mobile, the highest rate 
in the world (Stremlau and Osman 2015; Penicaud and  
McGrath 2014). 

The particular growth of mobile banking has been 
connected to the lack of regulation and formal institutions 
that have slowed its growth elsewhere. As Stremlau (2012) 
and Carrier and Lochery (2013) have noted in their studies 
of trade and mobile banking in Somaliland and Eastleigh,5 
trust networks and traditional xeer6 law contribute to the 
functioning of these informal systems. Trust is essential. In 

5	  Eastleigh is a suburb of Nairobi that is populated mainly by Somali 
immigrants. The Somali diaspora has led a thriving economy and 
communications sector, but has also garnered attention from both the 
Kenyan police and al-Shabaab. 

6	  Xeer is analogous to a customary law regime but more extensive, in 
that it serves as an overall social contract governing relations between 
clans as well as defining the role of the individual within the community 
(Stremlau 2012, 160). 

an environment of real physical insecurity, services such as 
EVCPlus, Hormuud’s money transfer system, make much 
more sense than cash. EVCPlus has a US$300 limit, which 
does not reduce the risk of skimming or fraud, but is still 
safer and more convenient than using cash (Mohamed 
2013). Furthermore, mobile money has emerged to fill a 
major gap in the banking sector whereby consumers can 
hold their money in “e-wallets.” While some technical 
solutions have been advanced to reduce or avoid the 
likelihood of fraud, it is in the solving of disputes related 
to the increasing reliance of transfer on ICTs that the most 
interesting phenomena have emerged. 

In the absence of formal regulatory and banking systems, 
complex relations among courts, clan-based governance 
and companies have been able to regulate and resolve 
conflicts (fraud, mistaken transfers or disputes over the 
amount of the transfer) over mobile money. This “hybrid 
judicial process” (Stremlau and Osman 2015) that has 
emerged to resolve disputes is an example of what 
we refer to as enculturation, a process by which local 
knowledge and resources are adopted to address issues 
that have found different solutions elsewhere. Companies 
in Somalia are increasingly regarded as the first authority 
to effectively resolve the conflict. In an area of instability 
and fierce competition among telecommunications and 
mobile money providers, their reputation for fairness and 
effectiveness is critical for their success. Government courts 
are generally regarded as corrupt and easily manipulated 
by the wealthier party, but are nevertheless part of a more 
formal complaints procedure if the conflict involves two 
individuals or families. Sharia courts are regarded as more 
trustworthy and, in some disputes, they may have a role 
if one party advocates for their intervention. But, in many 
cases, the most effective way of resolving a conflict between 
two people is the intervention of elders. This approach 
draws on traditional mechanisms for resolving property 
disputes, including those that would also be applied to 
more traditional businesses such as the livestock trade. 
It has also been refined and tested through the dynamic 
remittance industry, upon which the mobile banking and 
other ICT projects have been built  (ibid.).

This combination of different mechanisms of conflict 
resolution, however, has been more difficult to implement 
in the areas controlled by al-Shabaab, which has highly 
restricted the use of ICTs and banned Internet use, 
declaring it to be un-Islamic. The group, however, uses 
social media to advance its agenda, presenting potential 
threats to its neighbours. Al-Shabaab has posed a different 
set of challenges and issues. Certainly its use of new 
technologies and the potential threat of cyber attack have 
been taken seriously in anti-terror efforts. 
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CONCLUSION
The analysis of how Kenya, Ethiopia and Somalia have 
offered distinctive responses to increasing cyber threats 
offers an important comparative angle to understand 
the continuities and discontinuities of collective efforts 
toward enhanced cyber security at the global, regional and 
national levels. International and national legislations, 
from the Council of Europe Convention on Cybercrime, 
to the African Union Convention on Cyber Security and 
Personal Data Protection, to the national laws seeking 
to implement the norms included in those conventions, 
may offer the impression of a growing consensus on how 
to strengthen cyber resilience. The analysis of the three 
countries indicates significant variance in approaches and 
responses to cyber security and cyber resilience. 

This state of affairs is open to competing interpretations. 
From a more positive angle, this diversity can be 
perceived as the result of a successful interaction between 
international norms, which establish broad frameworks 
and set shared standards, and national legislations and 
practices, which adapt and localize these norms to ensure 
their local relevance. From a more critical point of view, 
some of the laws that are being discussed or the practical 
responses that are being publicly articulated can be seen 
instead as a tactic to please donors and international 
organizations, while implementation takes a different 
route.

As this short paper seeks to explain, a third interpretation 
is possible, which calls for a more participatory agenda 
in deciding norms and procedures to reinforce cyber 
resilience at the national and regional level. Rather than 
reproducing the cliché that good provisions are poorly 
implemented in Africa, either because of a lack of means 
or because political actors on the continent may use them 
to pursue particular agendas, this interpretation more 
broadly cautions toward the ample discretionary power 
entrusted to governments and private companies by the 
(global or national) securitization agenda, and suggests 
avoiding treating cyber security as simply a technical 
problem requiring technical solutions. The three concepts 
of emulation, extraversion and enculturation adopted here 
are meant to establish clearer links between the technical, 
social and political. The debate about cyber resilience in 
Africa is in the early stages and these categories should 
be interpreted simply as an encouragement to break down 
the prevalent narrative that Africa needs to catch up with 
other countries, and highlight some of its contradictions. 
There are multiple paths that can lead to reinforcing a 
country’s ability to withstand or respond to an attack and 
some of them may need spaces for discussion among a 
broader variety of stakeholders than the small niche that 
has driven the agenda to date.  
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