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Digital RMB:
A Possible Way to Reassert
Data Control in the
Digital Economy
Alex He

Key Points
→ The centralized management model and
“controllable anonymity” of digital renminbi
(RMB) have great potential to help secure
capacity for China’s central bank to exert
control over big data in the financial system,
bring the rapidly growing power of Chinese
fintech giants under control, and strengthen
personal information and data protection.
→ A future wide use of digital RMB would enable
the central bank to become the sole entity to
see and control all the transaction data, while
the third-party payment giants would be
cut off from most data and only have access
to the data absolutely necessary to finish
the transactions in a limited time period.
→ The issue of digital RMB will act as a preemptive measure for China’s central bank
to compete with other central bank digital
currencies (CBDCs), positioning itself in the
rulemaking for global CBDC, for example,
in terms of rules to support multi-currency
cross-border payments in the future.

Introduction
As the first digital currency piloted by a major economy,
China’s digital RMB or electronic Chinese yuan
(e-CNY) — officially known as the Digital Currency
Electronic Payment (DC/EP) — has drawn worldwide
attention. Many observers, however, have exaggerated
the e-CNY’s influence on RMB internationalization
and its possibility to challenge the US dollar as the
main reserve and international payment currency
(Blustein 2021). Some commentators have focused on
the digital yuan’s potential replacement of the current
third-party payment system, as well as the possibility
that the digital yuan could be exploited to strengthen
China’s authoritarian regime by way of monitoring
everyday transactions conducted by Chinese citizens.
These observations have missed the main point of e-CNY
as a key fintech innovation in the age of the digital
economy. The digital yuan could be an important tool
in assisting China’s central bank to reassert control
over big data in the financial system and to bring the
rapidly growing power of Chinese fintech giants under
control. Its issuance also acts as a pre-emptive measure
that positions the People’s Bank of China (PBoC) to
compete with other CBDCs and cryptocurrencies.
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Key Features of the
Digital RMB
Before discussing the main motivations and goals
behind China’s e-CNY, let us look first at some of
its key features. According to a white paper issued
by the Working Group on E-CNY Research and
Development of the People’s Bank of China in July
(PBoC 2021), as well as remarks by PBoC officials
in public speeches and comments in recent years,
the major features of a digital RMB are as follows:
→ The e-CNY will have a two-tiered structure,
with the central bank, as the first tier, issuing
the digital yuan to commercial banks, and
the commercial banks, as the second tier,
distributing the e-CNY to the public. The
idea of a two-tiered structure was inspired
by the currency issuance model in Hong
Kong. The commercial banks will be required
to maintain a 100 percent reserve ratio for
the digital yuan to avoid overissuing.
→ The two-tiered structure would avoid financial
disintermediation and maintain big stateowned commercial banks’ dominant role in
China’s financial system. These big banks, as
main second-tier institutions, are authorized
by the PBoC to distribute e-CNY. They also bear
the responsibilities of guaranteeing payment
and providing the necessary technology and
equipment for the digital yuan payment system,
such as liquidity management of supply and
provision and management of digital wallet
software. Their responsibilities also include
know-your-customer compliance, antimoney laundering, big-data analysis and data
privacy protection, auditing and so forth.
→ In contrast to the decentralized structure of
cryptocurrencies such as bitcoin, digital yuan
will be managed with a centralized structure
and allow for controllable anonymity (as
described below) and offline transactions.
→ Digital yuan at the current stage is a replacement
of cash in circulation (M0), not of short- and
long-term deposits in banks (M1 and M2).
→ Digital yuan at the current stage is essentially
designed for domestic retail transactions and
can be used in current account cross-border
transactions, such as retail transactions.
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→ The PBoC takes an open attitude toward the
technologies behind e-CNY. The “long-term
evolution” route (PBoC 2021, 10) will see which
technology or combination of technologies
could meet the demand of issuing digital yuan.

The PBoC’s Current Plan
for the Digital RMB
The PBoC has explained that it is issuing
and circulating digital currency for several
purposes: to keep up with the pace of the
rapidly digitalizing economy; to optimize RMB’s
payment function; to improve efficiency and
reduce cost; and to maintain and enhance
RMB’s status as a fiat currency (PBoC 2021).
Specifically, the digital RMB is expected to help
improve financial regulation and achieve financial
regulatory goals. Digital yuan could play a role
in strengthening anti-money laundering, antiterrorist financing, anti-tax evasion and anti-fraud
activities, as it would enable the central bank
to see and track all necessary real-time data on
money flow. Digital RMB would also help improve
the efficiency of the monetary transmission
mechanism by speeding up money circulation
and enhancing payment system efficacy.
The DC/EP system is also intended to reduce the
cost of printing and circulating notes, reducing
costs for cash management. Due to its status
of fiat currency, digital yuan will also facilitate
inclusive financing and poverty alleviation.
With its loose coupling with bank accounts,
digital RMB will be able to serve people who
have mobile phones but not bank accounts or
internet access, which is a typical situation in
underdeveloped, poor areas of the country. For
the purpose, the PBoC seeks to materialize the DC/
EP “dual offline payment” feature, designed to
make payment transactions workable even when
both the payer and the payee are offline. This
feature is made possible, for instance, through a
short-range wireless technology called near-field
communication, whereby enabled mobile devices
such as smartphones and tablets that contain
built-in security element chips can connect and
communicate when in close physical proximity.

With its advantages of lower cost, greater
anonymity and offline function, enabling
transactions without being connected to the
internet (Kruger 2020), the digital RMB is also
expected to make an impact on the dominating
third-party mobile payment platforms, Alipay
and WeChat Pay. However, digital yuan is not
intended to replace the third-party payment
platforms, as Zhou Xiaochuan, the former governor
of the PBoC and the founding father of digital
yuan, has clarified (Bloomberg News 2021b).
On the contrary, these platforms will be
incorporated into the digital yuan payment
system. Under the two-tiered structure, Alipay
and WeChat Pay, together with the big stateowned commercial banks and three big telecom
operators (China Mobile, China Telecom, China
Unicom), constitute the second-tier institutions
and have already started trial operation. According
to the aforementioned white paper, “as of
June 30, 2021, e-CNY has been applied in over
1.32 million [application] scenarios, covering
utility payment, catering service, transportation,
shopping, and government services” (PBoC
2011, 13). Further, “more than 20.87 million
personal wallets and over 3.51 million corporate
wallets had been opened, with transaction
volume totaling 70.75 million and transaction
value approximating RMB34.5 billion” (ibid.).
Currently, the digital yuan is designed to
replace cash in circulation, and mainly for the
use case of small amount transactions in the
retail sector. It will not greatly impact Alipay
and WeChat Pay and will have only a limited
impact on China’s bank and monetary system.
With regard to e-CNY’s impact on RMB
internationalization, former PBoC governor
Zhou made clear on May 22, 2021, that the design
of e-CNY was not intended to replace the US
dollar as the main reserve and international
payment currency, and would not help RMB
internationalization too much (Bloomberg
News 2021b). Digital yuan at the current stage
is essentially planned to be used for domestic
retail transactions. In addition, it could be used
for cross-border retail payments, for example,
those related to tourism. Zhou (2020) made it
clear that the digital yuan was not targeting
large-scale cross-border transactions.
Based on this design, digital yuan could contribute
to RMB internationalization through facilitating
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small cross-border transactions in the tourism,
retail and e-commerce sectors in the years to come,
but the contribution will be largely limited. It will
not help RMB become an international reserve
currency. RMB internationalization — whether
digital or not — will be determined by China’s
progress toward capital account convertibility
and freely usable RMB, the further opening of
China’s financial system and economy (Blustein
2021), and the stability of the value of RMB.

How Might the Digital
Yuan Plan Evolve?
Officially, the PBoC’s plans for the digital RMB
largely end here. Beyond that, however, a possibly
more significant upshot for the digital RMB not
articulated in the official narrative has not been
fully explored. The digital RMB has the potential
to help reassert the central bank’s control over
the payment system and the transaction data in
the financial system. The centralized digital RMB
could eventually enable the central bank to see
the transaction and users’ data in entirety. Most of
this data is currently in the hands of tech giants
Alibaba and Tencent, who own, respectively,
the two third-party platforms that monopolize
the payments sector, Alipay and WeChat Pay.
In August 2017, the PBoC introduced regulations
and established NetsUnion Clearing Corporation
(NUCC) to provide clearing services for all nonbank online payment institutions, which means
all non-bank online payment transactions need
to be cleared through the NUCC platform, which
enables the PBoC to see all the transactions data.
A wide use of digital RMB, however, would enable
the PBoC not only to see all the transactions data
in a very convenient way but also to become the
sole entity to see and control all the data. The
third-party payment giants would be cut off from
most of the data, such as customers’ personal
information. They would only have access to
the data that was necessary for them to finish
the transactions in a limited period of time.
To realize that goal, digital yuan needs to be
used widely in the whole financial system. But
for now, under the PBoC’s current plan, the
digital RMB is designed only to replace cash
in circulation, and responsible officials have
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already made clear (Mu 2019) that interbank
payments and clearing systems built on interestbearing accounts are already electronic and that
there is no need to use digital yuan to replace
short- and long-term deposits in banks.
However, the design of digital yuan to replace
only cash in circulation means that the magnitude
and roles of the digital RMB in the financial
system will be quite limited. The digital yuan
can only be a complementary tool in the retail
sector in the existing monetary payment system.
It is observed in China’s financial circle that
the PBoC might hold greater ambition for the
future use of the digital RMB. Former officials
at the PBoC (Sina.com.cn 2021), the Bank of
China (Wang 2021) and experts in finance (Zhang
2021) have raised questions about the design
of digital yuan for only cash in circulation and
expect the digital RMB to extend into the whole
financial system in the foreseeable future.
If this extension occurs in the years to come,
e-CNY will be used to replace short- and longterm deposits in banks and be used in issuing
loans and buying bonds, and the central bank
could issue digital yuan to the market via asset
purchasing to achieve monetary policy goals.
When that happens, the government would be
able to see all the data, as everyone would be using
digital yuan for all kinds of financial transactions.
It would not matter whether customers were
using Alipay, WeChat Pay or any other payment
platforms owned by banks and other second-tier
institutions. The central bank would be able to
see all data through designing and setting up a
powerful and comprehensive “super” digital yuan
app and different categories of digital yuan wallets,
and those tech giants’ fintech businesses built on
the data from users’ financial transactions and
personal information could be effectively regulated.
Why and how, then, would the issuance of digital
RMB contribute to the Chinese government’s
control over data? To answer the question, we
need to trace back a few years to find out.

and online lending, that were built on the data
they acquired through their payment platforms.

Losing Control over
Big Data
Since the PBoC issued payment licences to
enterprises in 2011, Alibaba Group’s Alipay and
Tencent’s WeChat Pay, which are built upon
commercial banks’ electronic money system, have
helped foster the booming of China’s e-commerce.
Through playing a crucial role as trusted gobetweens connecting vendors and customers,
Alipay and WeChat Pay rose rapidly in China’s
huge consumption market, where a trustworthy
online payment system had been lacking for years,
while credit cards and online credit card usages
had never been prevalent. The crucial elements
influencing the competitiveness of the big internet
platforms are technology and data. Over decades,
Alibaba and Tencent have accumulated enormous
amounts of financial transaction data and users’
information and established a huge closed loop
through their third-party payment platforms.
On the basis of their payment platforms, Alibaba
and Tencent have developed into giant digital
conglomerates offering a wide variety of financial
services, including mutual fund products, online
lending for small-sized enterprises and high-quality
credit score systems for users. The transaction
volume of the third-party mobile payment sector
reached 226 trillion yuan by the end of 2019
(iResearch Global Group 2020, 3), and Alipay
and WeChat Pay accounted for 93.8 percent of it
(ibid., 4). Tencent Holdings (Horta e Costa 2021)
and Alibaba Group (Xie 2020) are each expected
to reach a market value nearing US$1 trillion in a
few years, with their investments touching almost
every corner of China’s economy. Not simply
tech giants, they have developed into important
financial institutions that are “too big to fail,”
while financial supervision over them is lagging.
Through their third-party payment platforms,
Alibaba and Tencent have monopolized financial
transactions data and users’ information while
China’s financial regulators are largely kept in
the dark. It seems increasingly obvious that, for
Chinese financial regulators, having supervision
of transactions data and users’ information
in the age of the digital economy will ensure
better regulation and defuse possible regulatory
risks posed by Alibaba’s and Tencent’s fintech
businesses, such as wealth management products

Systemic financial risk has been regarded as a
severe threat to the Chinese Communist Party’s
rule in China (Xi 2017) in the recent decade, and
how to prevent it ranks as one of the top priorities
on the list of China’s financial regulators (S. Guo
2020). In the digital era, new types of financial
risks (Y. Guo 2020) posed by fintech businesses,
such as online loans and mutual funds products
run by third-party payment platforms, clearly
need to be addressed. These financial risks are not
like the online peer-to-peer lending crash around
2018, which occurred on a relatively small scale
(Wildau and Jia 2018). Alibaba’s and Tencent’s
fintech businesses operate on a large scale, and
their crash could lead to a systemic crisis. That
scale is probably the reason behind the Chinese
financial regulators’ suspension of Ant Group’s
(Alipay’s) record-breaking US$37 billion initial
public offering in November 2020 (Zhu, Shen
and Roumeliotis 2020). Yi Gang, governor of the
PBoC, called for stronger fintech regulation in his
speech at the Bank for International Settlements
(BIS) on September 18, 2021,1 requiring payment
institutions to separate payment instruments
from other finance products to prevent crossproduct and cross-sectoral financial risks.
The likely role of e-CNY in breaking big internet
platforms’ monopolies in users’ transaction data
and personal information is in harmony with
the spirit of strengthening personal information
protection in the recently issued Personal
Information Protection Law of China (Creemers
and Webster 2021), which obligates internet
platforms to shoulder their responsibilities in
protecting personal information by establishing
independent bodies to supervise these activities
and includes a clause that personal information
handlers may not use coercive measures to obtain
or use personal data. The Cybersecurity Law that
has been effective in June 2017 firstly stipulated
several general clauses for personal information
protection in China (Creemers, Triolo and Webster
2018). The newly effective Data Security Law
otherwise provided another convenient tool
for the Chinese government to tighten control
over data gathered by these big techs in the
name of “state data security” (Chen 2021). By

1

See www.bis.org/review/r210923h.pdf.
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defining a broad range of “core state data”2 and
putting forward compliance requirements, the
law further enabled the government to better
supervise big techs’ collecting, using and sharing
of data to reduce potential security risk.

A Way to Reassert Data
Control
The following steps could provide a way for China’s
central bank to use digital yuan to secure its sole
control of data in the financial system and to break
tech giants’ monopoly over the transaction of data
and user information in the foreseeable future:
→ Under the two-tiered but centralized structure
of the digital yuan, the bank could specify
that any individual, business or financial
institution that intended to exchange and
use e-CNY would need to download a unified
digital yuan app developed by the central bank
and open a digital yuan “wallet” (account) at
second-tier commercial banks or institutions
such as telecom operators. The data of every
transaction would be sent simultaneously
to the central bank through the app and to
the second-tier institutions via the digital
wallet. Behind this “super” digital yuan app,
there would be three data centres equipped
in the banking system for authentication,
registration and big data analysis.
→ In this case, the central bank could access all
data for transactions and user information
pertaining to use of the digital yuan without
dealing directly with customers, while the
second-tier banks, third-party payment
platforms and telecom operations could see,
for a limited time period, only the digital
footprints of those individuals or businesses
using their applications’ digital yuan wallets.
→ In practice, the level of anonymity for a digital
wallet would be decided by the scale of digital
yuan in the wallet. Digital wallets with larger
amounts of e-CNY would have weaker degrees
of anonymity, and vice versa. In this way, digital

2
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wallets would be catalogued into different levels.
All the transactions of large wallets would be
traceable. The smallest digital yuan wallet would
have the strongest degree of anonymity, and
a cellphone number would be all that would
be needed to open it. The smallest digital yuan
wallet could be totally anonymous, even to the
central bank and second-tier institutions, but
it would still be traceable to the authorities.
This scheme is called controllable anonymity.
If necessary — for example, for anti-fraud
purposes — law enforcement departments
could get the registered information for the
cellphone number from telecom operators
and trace the smallest digital yuan wallet.
→ For individuals and firms, depending on the
scale of their digital yuan wallet, they could be
anonymous to a different extent when using
digital yuan. As for the third-party payment
companies and internet platforms, they
would be cut off from their users’ personal
information data that they could previously
see (Bloomberg News 2021a). Users’ payment
information would be encrypted in their
digital sub-wallet for payment purposes, and
platforms would not directly get these users’
personal information. In this way, big platforms’
data monopoly would be broken. Issuance of
e-CNY thus becomes a key move for the PBoC
toward setting up a super app that suits all
payment platforms and business scenarios,
which means a unified digital infrastructure
would be established to provide necessary
support for the circulation of data assets while
maintaining control of the digitalized economy.

Precaution and
Pre-emption in Global
CBDC Competition
Besides the e-CNY’s potential use in reasserting
control over big data in the increasingly digitalized
financial system, its issue by the PBoC also acts
as a precautionary measure toward maintaining
its currency sovereignty and financial stability.
As the director of the Digital Currency Research
Institute at the PBoC, Mu Changchun, said at

the 2020 Bund Summit,3 the central bank’s
centralized structure of digital RMB will be a helpful
measure against the invasion of cryptocurrency
and Libra and prevent the power of currency
issuing from falling into the hands of others.
The PBoC’s study of DC/EP originated when bitcoin
emerged. Spurred by the formal announcement by
Facebook in June 2019 of Project Libra, its plan to
develop a blockchain currency, the PBoC convened
a work meeting4 two months later to accelerate its
preparations for issuing digital RMB. During the
same period, while the PBoC was preparing the
e-CNY, China began to crack down on bitcoin and
other cryptocurrencies. It closed all bitcoin trading
platforms in September 2017 and has further
cracked down on all virtual currencies trading since
May 2021 (Browne 2021a). The PBoC announced in
September 2021 that it will be effectively banning
all transactions of cryptocurrency (Browne 2021b).

At present, the digital RMB is still being piloted.
Many important set issues concerning the digital
RMB under the PBoC’s current plans could
experience changes in the future — including its
operating structure, long-term evolution technology
route, issuance model, decisions regarding interest,
and regulation — while the discussion and debate
on the definition, use cases and roles of global
CBDC are still going on. However, there is no
doubt that the centralized management model and
controllable anonymity of digital yuan have great
potential to help secure the central bank’s capacity
to exert control over big data in the financial system
and to harness the power of tech giants, as well
as to strengthen personal information and data
protection. China’s central bank is also making
no bones about its precautionary measures in
issuing e-CNY as a preliminary move in competing
with other CBDCs and cryptocurrencies.

For the PBoC, it is a crucial task to take the strategic
high ground in global CBDC competition in the
age of the digital economy. The PBoC is keeping
an eye on other central banks’ trials of digital
currency and following any progress in this
regard, for example, Project Ubin by the Monetary
Authority of Singapore; Project Jasper by the Bank
of Canada; and Project Stella, a joint project of the
European Central Bank and the Bank of Japan.
The issuing of the collaborative report Central
bank digital currencies: foundational principles
and core features in October 2020 (BIS 2020),
received much attention from Chinese officials.
The PBoC joined the BIS’s Multiple CBDC Bridge
project,5 trying to position itself in future
rulemaking for global CBDC in terms of crossborder payments. In the eyes of officials at the PBoC
who supervise the digital yuan, CBDC has become
a competition of national strategy in the area of
cross-border transactions, which will be a priority
area for competition among all CBDCs. They have
sensed the urgency in issuing digital RMB (Yao 2021)
and tried to learn from practices of other central
banks to excel in future competition with the
digital dollar, the digital euro and the digital yen.

3

See www.youtube.com/watch?v=jIqQeq5lJ_g.

4

See www.pbc.gov.cn/goutongjiaoliu/113456/113469/3869429/index.
html. [In Chinese.]
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