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• avoiding systemic risk — including establishing
norms regarding state conduct, cybercrime
cooperation and non-proliferation, confidencebuilding measures and disarmament issues.
The goal of the Global Commission on Internet
Governance is two-fold. First, it will encourage globally
inclusive public discussions on the future of Internet
governance. Second, through its comprehensive policyoriented report, and the subsequent promotion of
this final report, the Global Commission on Internet
Governance will communicate its findings with senior
stakeholders at key Internet governance events.
www.ourinternet.org

vi • CENTRE FOR INTERNATIONAL GOVERNANCE INNOVATION • CHATHAM HOUSE

Market-Driven Challenges to open Internet Standards

ACRONYMS
AIN

Advanced Intelligent Network

APIs

Application Programming Interfaces

CPE

customer premises equipment

DHCP

Dynamic Host Configuration Protocol

DNS

Domain Name System

HTTP

Hypertext Transfer Protocol

IEEE

Institute for Electrical and Electronics
Engineers

IETF

Internet Engineering Task Force

IMAP

Internet Message Access Protocol

IoT

Internet of Things

IP

Internet Protocol

IRC

Internet Relay Chat

ISOC

Internet Society

ISPs

Internet Service Providers

ITU

International Telecommunication Union

ITU-T

ITU Telecommunication Standardization
Sector

MIME

Multipurpose Internet Mail Extensions

NAT

network address translation

POP

Post Office Protocol

RFC

Request for Comments

SMTP

Simple Mail Transfer Protocol

TCP

Transmission Control Protocol

TLD

top-level domain names

W3C

World Wide Web Consortium

XMPP

eXtensible Messaging and Presence Protocol

EXECUTIVE SUMMARY
The success of the Internet as a dynamic foundation for
building an enormous variety of interactive services
depends on interoperability, open standards and the ability
to innovate freely and provide services without permission,
all of which arise from its edge-oriented architecture.
Historically, these attributes have required private actors to
leave the comfort zone of traditional telecommunications
and embrace a regulatory environment that encourages
change and innovation. But market forces emerging with
new technologies are challenging these foundations, with
potentially dire consequences for the continued openness
of the Internet.
This paper establishes some of the basic Internet principles
that have enabled innovation and interoperability, such as

globally unique identifiers and open technical standards.
It explains how market economy forces have shaped the
evolution of Internet standards, including a resurgence
of proprietary and anti-competitive approaches. The
paper warns about specific market-driven trends that
threaten to erode the Internet’s openness, trends that
will only accelerate in the context of the Internet of
Things (IoT) and cloud computing. Finally, the paper
makes recommendations for reversing the trend toward
fragmentation through the use of open-standard protocols,
the development of application programming interfaces
(APIs) as if they were protocols, the use of open standards
processes and the use of public procurement to encourage
openness.

INTRODUCTION
The ideal of an “open” Internet is often portrayed as
wishful thinking — something that would be nice to have
in a perfect world, but is not always compatible with
the need for revenue and the harsh reality of the market
economy. This is a profoundly false impression, because
the openness of the Internet and its mechanisms, from the
development of technical standards to the operation of
the global network, confers enormous practical economic
benefits.
In practice, the open Internet has been fertile ground
for the invention and development of remarkable new
companies, capabilities and modes of human interaction.
The openness principle continues to guide the Internet’s
evolution in technical, economic, political and social
dimensions. Innovation in the open Internet is achieved by
consensus through open collaboration among researchers,
manufacturers, service providers and users. Innovation
can start anywhere and propagate in any direction.
But that’s the long-term view. In the short term, market
forces can drive fragmentation and anticompetitive “silo”
approaches to product and standards development that
erode the foundations of the open Internet. These forces are
not only short term with respect to commercial advantage
but also short-sighted regarding sustainable innovation
and economic growth. They can be countered by a clear
understanding of the tangible benefits of the Internet’s
traditional open approach to standards development.

INTERNET FUNDAMENTALS
The Internet, like other communication networks from
highways to telephones, consists of a web of connections,
and anyone who is connected to the Internet can
communicate with anyone else. The basic communication
is via Internet Protocol (IP) packets, each of which carries
a small amount of data; many of them together carry a
document, a movie, a telephone call, a recipe or the latest
photographs of someone’s cat.
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The point (or “node”) at which each device is connected
to the Internet is identified by an IP address, and because
these addresses are globally unique, communication
between two devices is, in its simplest form, a sequence
of IP packets sent back and forth between them, in which
each packet includes the IP addresses of both. The service
we get with Internet access is therefore relatively simple:
the best-effort delivery of IP packets from the source to
whatever node has the address stated as the destination
address in the packet.
The interpretation of the contents (payload) of each packet
is up to the software in the nodes that send and receive
the packets. This is why, when comparing traditional
telecommunication and the Internet architecture, one says
that the intelligence — the knowledge of what services
exist — has moved from the network to the edge. Just by
changing the software in two nodes that communicate
(and without changing anything in the network), a new
service can be launched. We call this “permissionless
communication and innovation.” Innovation and launch
of new services has moved from being a business for the
owner of the network to a business for whomever controls
the devices connected to the Internet — the end user.

End-to-End Communication
The end-to-end communication between two Internet
users is often referred to as “peer-to-peer,” in part to
distinguish it from “client-server” communication between
an end user (the client) and a broadly available application
service provided by someone else, such as Google, Netflix
or Amazon (the server). From an Internet architecture
point of view, these service companies also have nodes
with unique IP addresses with which their customers (the
end users) communicate. Both servers and their clients
are connected to the Internet by companies that provide
the infrastructure to move IP packets from one node to
another. It is very important to distinguish the packet-level
exchanges facilitated by these Internet service providers
(ISPs) from the application-level services, such as “movie
watching on demand,” that are offered by content provider
companies such as Netflix. In this example, both Netflix
and its clients are separate customers of ISPs.

the distributed database called the Domain Name System
(DNS) maps domain names to IP addresses.

We Have One — and Only One — Set of Domain
Names
Domain names are sequences of LDH-string1 labels
organized into a tree-structured hierarchy in which the
manager of a domain at one level can allocate subdomains
at the next level, moving away or “down” from the root of
the tree. At the root, we guarantee the global uniqueness
of all domain names by having one and only one manager
of the top-level domain names (TLDs) (Request for
Comments [RFC} 2826).2 Because each domain name is
unique, when it is used to address a node on the Internet,
it will lead unambiguously to one and only one node (or to
no node at all, of course, if no node with that name exists).
A given domain name, assigned to a domain holder, is
therefore recognized uniquely all over the world.

We Have One — and Only One — Set of IP Addresses
IP addresses are also assigned uniquely and
unambiguously to Internet nodes around the world. A
given IP address will lead to one and only one node (or to
none). Each IP address is assigned through a system of IP
address registries (RFC 7020)3 to just one party, and is via
announcement4 recognized uniquely all over the world.

Open Standards
Having one and only one set of domain names and IP
addresses enables any Internet-connected entity to identify
and communicate with any other entity connected to the
Internet.
But communication relies not only on the ability to convey
information from one party to another; the parties must
also understand each other. Both the syntax (the data
format) and the semantics (meaning) of the information
exchanged must be understood. The information consists
of commands (or requests for action) and data (to which
actions are applied). Standards ensure that all the parties
interpret the commands and data in the same way (Bertin,
Crespi and Magedanz 2013).

Global Uniqueness
The ability to exchange IP packets unambiguously between
any two nodes on the Internet requires that all nodes have
globally unique IP addresses. To make path selection easier,
IP addresses are generally allocated according to network
topology, so that two nodes that have addresses adjacent
to each other are located within the same network. Because
of this, IP addresses might change when a node is moving
in the network. Domain names create longer-term stability
in addressing, and make the addressing more human
friendly. Each domain name is also globally unique, and

1 The acronym “LDH” stands for “letter digit hyphen,” the three types
of characters that can be used to form a syntactically correct domain
name label. The use of other character types has been introduced through
the “Internationalized Domain Name” program, but is beyond the scope
of this paper.
2

See https://tools.ietf.org/html/rfc2826.

3 See “The Internet Numbers Registry System” (August 2013), https://
tools.ietf.org/html/rfc7020.
4 "Announcement” refers to the way in which the routing protocols of
the Internet distribute knowledge of where each of its nodes is located,
so that IP packets can be sent from one router to the next on a path that
eventually ends at the correct node.
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Traditional Telecommunications
Traditional telecommunication networks involved a central
“master” system with which multiple “client” systems
communicated directly. The master dictated how the clients
communicated. If two clients wanted to communicate with
each other, they did so by first connecting individually to
the master. Examples of such networks include traditional
telephony and banking systems.
The standard specifying how clients could communicate
was therefore defined for these networks in terms of how
to communicate with the central master. Often this would
be expressed in the form of an API, typically a software
library designed to be incorporated into each client system.
In such a master-client arrangement, the connection
from any client to the central master was cheap (in both
resources and cost), but the duration-based charging
scheme ensured that the total transaction cost to clients
was high. A simple example is that lifting a telephone
receiver and receiving a dial tone was cheap, but the cost
for an actual call to another telephone was high, based on
payment by the minute as the call proceeded.
Quite often, service providers developed both the master
system and part or all of the client systems, and how
the actual communication took place was a proprietary
(commercial) secret. Providers competed with each other
on both price and the efficiency of the protocol used
to communicate with clients. This of course included
optimizing the protocol so that production and operating
costs were as low as possible. In this way, even a
nominally “standard” protocol endured many proprietary
modifications as providers sought competitive advantage.5
In such an environment, a provider could attract a
competitor’s customers by implementing that competitor’s
API (perhaps by reverse engineering or licensing), enabling
communication between its own clients and those of
its competitor even though they did not use the same
protocol for communication. In this case the provider’s
master acted as a proxy between its protocol and the one
used by its competitor. The same effect could of course also
be achieved by an agreement between the two providers to
exchange traffic between their master systems.

Internet Communication
In the Internet, end nodes can communicate directly with
each other without the intervention of a central master

5 “To summarize, advanced intelligent network (AIN) equipment
supplied by different vendors will normally not work well together.
Although global network operators cannot derive any competitive
advantage from different network systems of similar price and quality,
they can derive such advantage from integrating these into more seamless
structures and services (bundled, customized, and mass-produced)
(Bohlin 1998, 109).”

— the network intelligence is implemented in the nodes
themselves. This requires the end nodes to implement the
same protocol, and for the Internet this was ensured by
explicit and uniform standardization of the communication
protocols in terms of “the bits on the wire.” Any node that
correctly implements the standards can communicate with
any other node that does the same.
The difference between specifying a protocol for nodeto-node communication and one for node-to-master-tonode communication may seem small — the end result
is the same — but if one looks at how the specifications
are developed, there is a big difference. When the protocol
between nodes is specified, the development of the
standard is likely to take place in an open environment in
which many parties are involved. When the specification
of how to communicate with a central master is developed,
it is often controlled or determined by whoever owns and
operates the master(s), and “clients” have little influence
over the standards they are then forced to adopt.
As the Internet model of end-to-end communication
has displaced the centrally controlled master-slave
configurations of traditional telecommunications, the
process of developing and using a protocol standard
has become more open, in everything from participation
in the creation of the standard, to access to the standard
itself, to licences needed for implementation. This is no
accident — an open standards process produces results
that incorporate a broad range of ideas and perspectives
(not just those of a single central authority); it can be
implemented and used by anyone (not just those who buy
into a proprietary scheme that works only within centrally
controlled boundaries); and it establishes a level playing
field on which competition is not distorted by proprietary
advantage. Internet standards are open not because some
authority decided that they should be, but because an open
process produces standards that are better — technically,
economically and politically — for all of the participants
(ISOC 2015a).

Open Standards Development
The Internet Engineering Task Force (IETF) is often
presented as a good example of a standards body that
fulfills the requirements and expectations for an open
standards process.6 In 2012, along with the Institute for
Electrical and Electronics Engineers (IEEE), Internet
Society (ISOC), World Wide Web Consortium (W3C),
and Internet Architecture Board, the IETF endorsed the
“OpenStand Principles”7 of due process, broad consensus,
transparency, balance and openness. These principles
codify the six key features or “abilities” that characterize
and define an open standards process:
6

See www.ietf.org/about/process-docs.html.

7

See https://open-stand.org/about-us/principles/.
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Ability to Participate in Development of the Standard

Ability to Implement the Standard

The ability to take part in the development of a standard has
two aspects: whether only certain parties can participate,
and if the cost of participation is high. In many traditional
telecommunication standards development processes
the cost of participation is high and there is no ability to
participate if you are the wrong kind of entity (regardless
of how much you pay).

Even where access to a standard is freely available, some
or all of the standard might be encumbered by intellectual
property rights (such as patents) that must be licensed
from their owner(s). In some cases, the licensing fee is
defined by the standards organization (often an industry
consortium); in other cases, it might be defined by the
owner. For open standards, it is customary for the rights
holder to grant an implied licence to anyone who wants to
implement the standard.

Ability to Access Working Documents
Even if direct participation is not possible, a standards
development process might arrange for “outsiders” to
review preliminary documents — perhaps because the
direct participants in the process want input from others.
Non-members might be interested in early drafts of a
standard so that they can make earlier decisions on whether to
implement the standard and assess how much the standard
may affect their business. Some standards organizations
do give access to all documents while others do not. For
example, in the Telecommunication Standardization Sector
of the International Telecommunications Union (ITU-T),
some members (including Sweden) have argued that all
documents should be freely available; however, a majority
of ITU-T members object to free access.

Ability to Participate in Decision Making
Even where participation in a standards process is allowed
(including access to working documents), it is sometimes
hierarchical in that only certain membership types can
participate in formal decisions (such as whether to approve
a particular draft as a standard), which often are made by
vote. This gives some members greater power than others
to influence the final outcome of the development of a
standard.

Ability to Appeal
If there is an error in the specification of a standard, or if
there is a view that the specification does not solve the
problem it was supposed to solve, it is essential that the
process provide for appealing the decision to approve it.
An appeal can lead to a change in the developed standard
or to initiation of development of a new standard that
replaces the old one. It can of course also be rejected.

Ability to Access the Standard
After a standard has been approved, it must be accessible
to those outside of the standards development process so
that it can be implemented. The business model of some
standards bodies relies on control over how the standard
is distributed and how much access to the standard should
cost (perhaps graded according to the type of access or
the type of entity seeking access). The product of an open
standards process, however, must be freely available to all.

STANDARDS EVOLUTION
Two examples of Internet applications for which open
standards have been developed — electronic mail (email)
and social media instant messaging, or “chat” — illustrate
how standards evolve.

Electronic Mail
Electronic mail, with its familiar “user@example.
com” addresses, is probably the most widely used and
recognizable Internet service. In Internet terms, its
protocols are ancient — the first email standard8 was
published in 1980. It has been updated regularly since
then, maintaining backward compatibility with previous
versions at each step.

Email Standards
The basic standard for email consists of two core
specifications: one that specifies how an email message
is formatted (with To, From and Subject headers, for
example), and one that specifies how to send an email
message to a recipient. The first standard for the Simple
Mail Transfer Protocol (SMTP) was published in 1982.9 It
specifies a protocol in which a client opens a Transmission
Control Protocol (TCP) connection to a server, interacts
with the server via commands and responses and then
closes the connection. Later, as email evolution led to
configurations in which clients were not directly connected
to servers, two more protocols — the Internet Message
Access Protocol (IMAP)10 and the Post Office Protocol
(POP)11 were developed to facilitate email retrieval.
But after evolving from direct interaction with the message
store to using POP and IMAP, email clients have evolved
further to become “webmail” clients, which use the
World Wide Web’s Hypertext Transfer Protocol (HTTP)

8

See RFC 772, https://tools.ietf.org/html/rfc772.

9 See RFC 821, https://tools.ietf.org/html/rfc821. The most recent full
specification of SMTP is RFC 5321, https://tools.ietf.org/html/rfc5321.
10 See RFC 3501, https://tools.ietf.org/html/rfc3501.
11 See RFC 1939, https://tools.ietf.org/html/rfc1939.
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to manage email interactions. One such client consists of
a web browser that accesses a normal web page that is
dynamically created by some software on the server side
of the HTTP connection. This software, not run by the
client, often in turn acts as an IMAP client.
Because of this, email has evolved back to a system in
which the email user is connected to some application
using a mechanism that is very similar to the old direct
message store connections, although the connections are
now made over the Web using a web client.

Standard Email Extensions
As email use expanded, the standards evolved to
accommodate new demands to support non-ASCII text,
images and other data formats, either as “attachments”
to or in the main body of email messages. Beginning in
1991, the IETF developed a highly flexible standard for
Multipurpose Internet Mail Extensions (MIME)12 that
provided support for text in character sets other than
ASCII; non-text attachments such as files containing
audio, video, still images and applications; and messages
with multiple parts (so that a single message could include
multiple text and non-text elements). It also supported
privately defined extensions, so that if someone wanted
to send data structured in a way known only to them, they
could do so by tagging the data with a private name.13
MIME could have led to an explosion of private email
structures, but it has not. Instead, people are trying to use
a small set of common formats wherever possible: one for
still images, another for video, a third for signatures and
so on.
The high degree of interoperability that has been achieved
by the standardization of SMTP, POP and IMAP has led to
a rich marketplace of server and client software, including
”webmail” that behaves as if it were an IMAP client.
MIME has further enabled an extensions mechanism
whereby extensions can be either standardized and
interoperable or non-standardized and proprietary. This
has led to a situation in which an implementer can choose
from a wide variety of interoperable and proprietary email
configurations.

Non-standard Email Exceptions
As we might expect of such a widely used and economically
significant system, email has not evolved uniformly in the
direction of interoperability. Clients today are faced with
choices that go beyond the standardized IMAP and POP
— they may instead choose, for example, “Exchange” or
12 See RFC 2045, https://tools.ietf.org/html/rfc2045.
13 To avoid confusion among privately defined mail extensions, the
IETF defined a registry and registration procedures for message header
fields in RFC 3864, https://tools.ietf.org/html/rfc3864.

“Google.” Microsoft and Google are not the only players
pushing email in proprietary directions, but they serve as
useful examples of the way in which market forces affect
the evolution of a standard.
Microsoft Exchange
The Exchange server (and the client Outlook) can use IMAP
and SMTP for communication, but for full functionality
they also implement a proprietary protocol between
clients and servers, which includes specific authentication
mechanisms. Whether the standardized protocols should
be enabled or not in the Exchange server is a configuration
option, and many system administrators turn these options
off. That way, if someone uses an email service that in turn
is implemented with the help of Exchange, they must use
the Outlook Client. It is also the case that if they want to
use the Outlook Client with full functionality, they must
use the Exchange server.
Google Mail
Google implements their email service by exposing both a
web interface and an IMAP interface to clients. However,
they use IMAP in an innovative way: to categorize mail
by using tags, and exposing that to the client as folders
(or containers). By tagging an email message with more
than one tag, it can appear in more than one container. For
this user experience to be fully realized, the client must
understand Google’s extension to IMAP, and many IMAP
clients do indeed include support for this; however, it is
not a standard IMAP way of managing tags and folders.

Social Media
The term “social media” refers to a wide range of
applications and services. In this section we are interested
only in the instant message, or chat, feature of most social
media platforms.

Internet Relay Chat
Long ago in the time frame of the Internet — in the early
1990s — a text-only instant messaging system called
Internet Relay Chat (IRC) was invented in Finland. Anyone
could set up an IRC server. These service providers
”peered” with each other, and the addressing was based
on the name of the service plus the name of whatever
was to be addressed — an individual or a chat room (or
“channel”). IRC was popular and is still used by some
programmers. The protocol is simple, and it is very easy
to create robots that respond to messages in the various
channels that in many cases act as permanent chat rooms.
IRC was defined not by a standard but by its
implementation in open-source software. Anyone could
look at the source code and develop either server or
client software. To explain how the protocol works, an
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experimental RFC14 was created. But IRC still evolves as
a constellation of mostly open-source implementations.
Informational RFCs are released now and then explaining
updates to the protocol, but they are not uniformly adopted.
New features arise as enhancements to an implementation
that “catch on” with other software developers, some
of them coordinated by more formal groups such as the
IRCv3 Working Group.

Jabber
Interest in a formally standardized chat protocol developed
in the late 1990s, when the IETF launched a working
group to develop one. No consensus could be reached
in this working group, so instead of a single standard it
published several of the contenders as experimental RFCs
— the idea being to allow the community to implement the
protocols, and find out from experience which one should
win. Which, in fact, none of these did.
Instead, an instant messaging system called Jabber
was developed outside of the IETF in 1999, as an opensource software implementation.15 The Jabber developer
community specified an eXtensible Messaging and
Presence Protocol (XMPP),16 which in 2002 was moved
to, and accepted by, the IETF. Jabber began very much the
way IRC did, but followed a different route; today XMPP
is the subject of a full set of Internet standards overseen by
an IETF working group, and is the dominant interoperable
chat protocol.

Proprietary Protocols
More recently, the instant messaging and related services
launched by Facebook, Twitter, Skype and Google (for
example) have been based on proprietary rather than
standard protocols. No description of the protocol used
among the various parties that communicate is provided,
thus there is no ability for a third party to implement (or
even interact with) the service. Access to the Facebook
service, for example, is available only from Facebook.
This model differs dramatically from the provisioning
of services based on standards. To get email service or
instant messaging, we can choose from a multitude
of providers, each of which in turn can choose from a
multitude of different providers of software — or write
their own. The difference between the open development
and evolution of IRC and Jabber and the current growing
reliance on entirely proprietary alternatives has enormous

14 See RFC 1459, https://tools.ietf.org/html/rfc1459.
15 For a history of Jabber and XMPP development compiled by the
XMPP Standards Foundation, see https://xmpp.org/about/history.
html, including the involvement of the IETF’s XMPP Working Group, see
https://tools.ietf.org/wg/xmpp/charters.
16 See https://tools.ietf.org/html/rfc6120.

consequences for Internet users. In a world of proprietary,
non-interoperable services, users are limited to choosing
either Facebook (for example) or Google — they cannot
choose among alternative providers of “Facebook service”
or “Google service.”

MARKET FORCES
As we look at how standards have evolved, we see that the
developers of software and services have cooperated in
producing open standards that have led to interoperability.
This has created a competitive landscape in which no single
player can completely dominate the market. Thousands, if
not millions, of providers of web hosting have appeared,
for example, and the range of available server and client
software for open-standard applications is extensive.
But providers of server software have always also had an
economic interest in controlling clients, and the business
models of large service providers have always favoured
anti-competitive domination of a market over competition
(GECON 2007). Absent an alternative countervailing value
proposition based on economic advantages to these and
other businesses, market forces will drive the evolution of
Internet protocols and services away from interoperability
and toward user “lock in.”
Fortunately for users, research suggests that such value
propositions in favour of openness do exist (Zhu and
Zhou 2011). Two modern developments — the IoT and
the “cloud” — illustrate how market forces traditionally
operate against open interoperability and how they can be
redirected.

The IoT
As the latest hot topic in the technology industry, the IoT
has produced a mountain of commentary and analysis
that runs the gamut from the breathless excitement of
optimists to the dark warnings of pessimists.17 From the
standpoint of the Internet architecture, the IoT is hardly a
new idea — it is simply devices connected to the Internet,
each with its own IP address, just like always — but from
the standpoint of our assumptions about how the Internet
is used, it is indeed a radical departure.
Although it has always been “things” that are actually
connected physically to the Internet, most models of
interaction have taken for granted that at least one of the
parties to any Internet communication is a person — a
“user.” In the traditional Internet, communication may
be user to user, or user (client) to computer (server). The
IoT adds the third option of computers talking to each
other without human intervention. And this third option
may involve much more than talk — after all, completely
17 For a summary of the “promise” and “peril” scenarios see Delic
(2016).
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autonomous sensor networks have been gathering and
storing data without human intervention for decades.
What is new in the IoT is that connected devices may also
autonomously analyze the information they exchange and
take actions independently as a result.
The emergence of the IoT owes more to companies’
marketing incentive to make devices ever more
functionally “intelligent” than to any collective sense
within the Internet community that things should be able
to talk to one another. What standards exist, therefore,
tend to be developed by individual companies or industry
consortia that focus on enhancing the capability (and
therefore marketability) of the “thing” without particular
regard to interoperability with “things” in other industry
sectors — or with the “things” of competitors.

Case Study: Lighting Control
A simple example of an arena in which open standards are
missing is control of light bulbs. Superficially, it is a simple
problem to control a light bulb — the traditional method
uses two wires, one live and one neutral, and a switch
turns power on or off on the live wire. In modern lighting
systems we can often also control the intensity and colour
of the light; this can be done by using an overlay protocol
on the existing wires, of course, but it is even easier to do if
the light bulb is connected to a network and has a unique
address, at which controlling software (acting as the light
switch) can communicate with it (and perhaps many other
devices) using a standard protocol.
This still sounds simple, but the problem is that there is no
such standard protocol for talking to light bulbs, and no
system of unique addresses for them — so no light bulb
and switch interoperability, and to make matters worse,
the light bulbs themselves are not interchangeable. A
closer look at two examples will make this problem clearer.
Philips Hue System
In the Philips Hue system18 the light bulb communicates
with a gateway (the ZigBee Bridge) using a proprietary
protocol over ZigBee,19 a low-power digital radio
technology based on the IEEE 802.15.4 standard for wireless
personal area networks.20 A light- control application
communicates with the same gateway using a different
proprietary IP-based protocol that is not documented by
Philips, although third parties have reverse-engineered
the protocol and developed libraries for a variety of

18 See http://www2.meethue.com/en-us/about-hue/what-hue-is.
19 See http://www.zigbee.org/what-is-zigbee/.
20 Although it is not a formal standards body, the ZigBee Alliance (see
http://www.zigbee.org/zigbeealliance/) is the focal point for most
ZigBee technology development.

programming languages (including perl, php, and python)
that can be used by application developers.
A light switch must understand at least one of these two
proprietary protocols — the one that runs on top of ZigBee
to communicate with light bulbs, or the one that uses IP to
communicate with a Hue gateway. If Philips changes the
protocol, the light switch has to be updated. And, of course,
unless the light switch update takes place at the same time
as the Philips protocol change, there will be some interval
during which the switch can’t control the light. Although
neither Philips nor the light switch manufacturer wants
this to happen, there is no well-defined change control for
the Philips protocols that includes third-party suppliers of
light bulbs, switches or control applications.
LifX System
The LifX21 system uses standard WiFi, rather than ZigBee,
and runs IP directly from one device to another without an
intermediate gateway. In LifX configurations the devices
— light bulbs and switches, and also many other devices
using the “If This Then That” web service — connect to the
local wireless network and get IP addresses using Dynamic
Host Configuration Protocol (DHCP). The protocol used,
including the encryption, is defined by the manufacturer
of the light bulb and is not publicly available. Some reverse
engineering has been done to provide alternatives, but
most popular access to the light bulb is via the application
developed by LifX itself.

IoT Standards
The pressure for manufacturers to build “silos” —
vertically integrated families of devices that talk to each
other, but not to devices made by other manufacturers
— is evident in this case study. Lighting control is one
of the simplest and most common examples of an IoT
application, and because it is a consumer-oriented
technology, we would expect it to be based on standards
that create interoperability, at least at the level of the simple
devices (bulbs and switches) that are mass-marketed to
the public. But each company imagines that its proprietary
approach will become widely adopted as the “de facto”
standard, with respect to which it will have an obvious
competitive advantage over other companies pursuing
the same “maybe it will be me” strategy. Interoperability
and openness are actively detrimental to such a strategy,
because they dilute the advantage that a company
expects to have when “everyone” starts using its version.
Consumer electronics has evolved in this way for many
decades; there is no reason to expect that IoT evolution
will take a different course (Blind 2004).
Only by using open standards can the light bulbs and
the controlling software be made interoperable, enabling
21 See www.lifx.com/.
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competition that could foster innovation and evolution.
Today, the lack of interoperability has severely limited the
growth of IP-based connected light bulbs.

The Cloud
The term “cloud computing” refers to a shared-resource
model in which individual computing devices obtain
application, platform and infrastructure services such as
computation, storage and software via network access
to a server — or, more commonly, a distributed “cloud”
of servers that collectively provide those services. In the
context of this paper, we are interested in a particular
feature of cloud computing: the way in which it can serve
as an intermediary, or proxy, to relay communication
between devices that are connected to the Internet in a
way that prevents them from communicating directly with
each other.

Network Address Translation
The Internet’s system of global addressing supports —
in principle — the end-to-end connectivity of any two
Internet-connected devices. In practice, however, the
most common connectivity arrangement for residential
and business premises has one device — in telecom
terminology, the customer premises equipment (CPE) —
actually connected to an Internet access provider and all
other devices at those premises connected through the
CPE using network address translation (NAT). The CPE
typically receives one IP address via DHCP from the access
provider, and shares it with all the other devices, which do
not get individual IP addresses of their own. The CPE’s IP
address is dynamically allocated by the service provider,
so it is not associated with an Internet domain name in the
DNS. And the CPE also typically acts as a firewall, filtering
traffic so that all communication with its attached devices
must be initiated by them.
The consequence of this arrangement is that the devices
connected through such a CPE cannot actually be reached
directly from the Internet, and only the CPE, with its
dynamically allocated IP address, can be reached from
outside. All Internet communication must therefore be
initiated by the devices themselves; they communicate
directly with the CPE, which uses its own IP address
and a local identifier to set up the path to the other
Internet-connected device and manage the subsequent
communication between them.

End-to-Cloud-to-End
In such a NAT configuration, the only way that information
can be exchanged between two devices is if each device
opens a connection through its CPE to a server that
manages the flow of data between them. Two devices
configured with NAT cannot communicate directly using
IP.

All “end-to-end” communication is therefore actually
store-and-forward, with storage in “the cloud” as an
intermediary. As cloud storage initially was created to
solve the ability to communicate (or lack thereof), the
specification of the protocol used does not have to be
published; the cloud service is created by the same party
that created the device. The communication is internal
to the service, and no global communication exists.
No protocol standard is needed for the (non-existing)
communication.

Application Programming Interfaces
In a NAT environment, user-to-user communication is
mediated by a centralized service “in the cloud.” The
service itself defines how to interact with it by specifying
an API. This specification tells devices how to use the
service, which is a very different thing from a protocol
standard that specifies the way in which two users may
communicate end-to-end. As the licences, terms and
conditions associated with these APIs are defined by the
provider of the service, the end users have little choice.
This can be viewed as a classic example of a one-sided
market. For example, the service provider can change the
API at any time. In practice, this will always come as a
surprise to its customers, whether or not its contractual
agreement with the API user says that changes will be
announced before being made, or that those announcements
actually are made.

Data Collection
A significant market force driving the interest in service
silos defined by APIs rather than end-to-end protocols
is the value of what has come to be called “big data” —
collections of enormous size that have only recently become
susceptible to analysis (Chen et al. 2014). With the advent
of tools that make feasible calculations on entire very
large data sets (rather than on smaller statistical samples),
being a proxy through which communication between
end users takes place has become valuable. Today we see
companies just collecting data, even if they do not know
what calculations to make (yet); the data sets have become
valuable in themselves, creating a revenue opportunity for
the service provider that in some cases can compete with
the sales of the service itself.
Collecting and selling the data can also allow a service
provider to lower or eliminate the fees it charges to use
the service. This is naturally popular with consumers, who
today in many cases enjoy the use of cloud-based services
for free. But the easily recognized advantages of “free”
make it harder to engage the more difficult issues of data
“ownership,” including access, privacy and sharing data
with third parties.
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AN OPEN INTERNET FUTURE
This paper has presented examples of the way in which
market forces can lead to fragmentation of the nominally
global and open Internet into service-oriented silos. In this
concluding section we argue that the silo scenario can be
avoided, and that the values of an open Internet can be
extended into the future by recognizing and promoting
forces that counter market forces.

The Challenge
If technical constraints (such as the Internet Protocol
version 4 address length limit that led to the widespread
deployment of NAT) make end-to-end communication
too difficult, then users will turn to proxies that involve
intermediaries in the end-to-end path. User-to-user
communication via proxy introduces opportunities for
third-party control, access to content and metadata, and
charging. If on top of this the protocol is proprietary,
then all devices must communicate with the same central
cloud service. The proxy provider is in full control. From
a business standpoint, of course, this sort of control is
extremely valuable, and many companies today are
competing vigorously to become the preferred proxy for
the household.
The best-case scenario in such a third-party dominated
configuration would be that devices from different
manufacturers are able to communicate with and via the
same proxy. But even in this case, multiple proxies may
provide services for the same household. The lack of
standard protocols, both between devices and between
devices and cloud services, leads to the implementation of
services as isolated silos. Even the APIs that define the silo
services will exist for only as long as the corresponding
cloud services exist. In practice, this also limits the lifetime
of the devices that are sold to connect to the service, as the
device itself might still be functional even if the service is
turned off.

Recommendations

Protocols that depend on privately owned intellectual
property may be subject to a variety of different licensing
terms, but as with the protocols themselves, the more open
the licensing terms, the more beneficial the results in the
market. APIs that are specified as part of a peer-oriented (as
opposed to silo-oriented) system should also be developed
by an open standards process.
The gold standard for an open and transparent standards
process has been set by independent organizations such
as the IETF, the W3C and the IEEE, but industry alliances
such as the Internet Protocol for the networking of Smart
Objects Alliance or the Industrial Internet Consortium
can also develop open standards. Industry-sponsored
standards efforts do not always welcome the participation
or contribution of the users who will be affected by their
outcome, but industry leader collaboration is likely to at
least minimize the number of silos and increase device
interoperability for the end user.

CONCLUSION
Public sector organizations should use every opportunity
that arises in procurement, regulation and project funding
to require the use of open standards when they are
available and to promote their development when they
are not. This responsibility is especially important for
socially critical systems such as electronic identification
and payment schemes, for which the third-party control
feature of service silos is unacceptable.
The market forces that favour service-oriented vertical
integration over a disintermediated open Internet create
strong economic incentives for individual companies to
build silos with APIs rather than interoperable devices that
implement standard protocols. Countering those forces to
preserve the broad economic and social benefits of an open
Internet for its users will require awareness and effort on
the part of users and their public sector organizations,
and a willingness to take a longer view of their business
interests on the part of individual companies and industry
consortia.

The protocols that have been developed within the Internet
architecture are deliberately peer-to-peer. Even those
that specify client-server interactions, such as the email
protocols POP and IMAP, specify interactions at one level
without constraining the way in which other parts of the
system may be defined or implemented. Silo services define
only an API that governs the entire spectrum of interaction
with users. The most important recommendation for
avoiding a fragmented Internet future is to promote the
deployment of communication systems based on standard
protocols rather than service-specific APIs.
The most broadly useful and valuable protocols are those
developed by open standards processes in which everyone
can participate and to which everyone can contribute.
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